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Abstract—The software industry strives to improve software
quality through continuous bug prediction, bug elimination, and
module fault prediction. This issue has piqued researchers’
interest because of its significant relevance in the software
industry. Frequently, Software Defect Prediction (SDP) models
contain significantly skewed data, making it difficult for
classifiers to recognize defective occurrences. The machine
learning (ML) community has put a lot of effort into solving the
problem of learning from imbalanced SDP data, though less so
in empirical software engineering. The over-sampling strategy
is one of many recent solutions to this problem. This strategy
balances the number of defective and non-defective cases by
creating new defective instances. Unfortunately, these methods
would result in non-diverse synthetic instances as well as a large
number of unneeded noise instances, creating an imbalanced
class problem. As a result, we propose a hybrid synthetic
minority oversampling (HSMOTE) to address the problem of
imbalance in SDP. In this paper, we introduce the hybrid
Synthetic Minority Oversampling Technique (HSMOTE), a
method that utilizes Extra Tree, Random Forest (RF), and
Extreme Gradient Boosting (Xgboost) for classification. We
develop and deploy the proposed method on the National
Aeronautics and Space Administration (NASA) dataset,
evaluating its performance on three datasets: JM1, KC1, and
PC3. We compared the parameters for accuracy, precision,
AUC, recall, F-measure, and Mathew Correlation Coefficient to
those of the existing SDP. The findings from the simulations on
the JM1 data showed that the proposed techniques work better
than the current best models. The proposed SMOTE+RF
technique surpasses the existing techniques with an accuracy of
93.69%, an AUC of 82.70%, and an F-measure of 32.98%.
Similarly, the proposed SMOTE+Xgboost method outperforms
the existing techniques with an accuracy of 93.432%, an AUC of
82.64%, and an F-measure of 34.13%, while SMOTE+ET
achieved an accuracy of 93.43%, an AUC of 77.68%, and an F-
measure of 31.90%.

Keywords—Synthetic Minority Oversampling Technique, Class
Imbalance, Oversampling Method, Software Defect Prediction,
Imbalance Data

I. INTRODUCTION

Software testing is an imperative stage in the lifecycle of
software development for ensuring software quality[1]. By

identifying possibly problematic software components before
delivering the software products, software defect prediction
(SDP) can assist quality assurance teams in allocating their
limited testing resources more prudently. Thus, efficient
defect prediction can help save money on testing and increase
the quality of your program [2].

The purpose of SDP is to forecast defects before the
deployment of software products, as finding bugs after the
fact is a tiring and time-consuming task. Additionally, it has
been established that SDP techniques increase software
quality by assisting engineers in predicting the most likely
problematic modules[3]. Because SDP is seen as a significant
difficulty, many ML methods have been utilized to anticipate
and identify defective modules [7]. SDP is used to
differentiate problematic modules in current and future
versions of a software product to increase the effectiveness of
software testing. As a result, SDP techniques are extremely
beneficial in directing more effort and resources to the testing
and scrutinizing modules that are likely to be problematic [4].
By utilizing machine learning (ML) techniques [5], SDP
systems may detect the greatest number of problematic
modules[6]. When the balance of these training datasets is
achieved, these machine learning approaches may achieve
good prediction performance [7]. However, in software
projects, there are a larger amount of non-defective examples
than defective samples, resulting in a class-imbalanced
difficulty in SDP. ML methods learned on these class-
imbalanced data may exhibit a bias toward non-defective
examples and may identify defective instances incorrectly
[8]. As a result, the imbalanced class problem is regarded as
a critical aspect influencing the efficiency of SDP, and an
increasing number of scientists are determined to resolve it
[9]. The process of building and bringing a high-quality, bug-
free software product to end customers has become
increasingly difficult in recent years. Software reliability and
quality assurance helps ensure that end customers receive a
high-quality software product [10].

According to[11], a software product's quality is closely
connected with the existence or absence of defects. In a
computer program, a software fault manifests as an error
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scenario produced by improper requirements, improper
program design logic, or a lack of coding and testing abilities,
among other factors [6—8]. A software defective unit prevents
the software after performing as intended, increasing design
and support costs and contributing to customer discontent
[12]. Owing to the high imbalance, high dimensionality, and
linearly interrelated datasets, defect prediction is a subject
that is exceedingly complex and challenging. In this research,
we addressed the problem of extreme imbalance. When a
class is badly unbalanced, the proper modules significantly
outweigh the defective ones. This is natural, since defect
prediction focuses on flaws [13]. Sadly, class imbalance
causes the vast majority of classifiers to overlook flaws that
contribute to poor performance. Ensemble classifiers, data-
level techniques, and algorithm-level approaches [14] are the
three ways to solve the imbalanced class problem. The data-
level strategy (Sampling methods) balances class distribution
by either decreasing observations from the majority class or
boosting samples from the minority class. The algorithm is
congruent with cost-sensitive learning (CSL), which asserts
that misreading minority samples is more costly than
mishandling majority class. Its purpose is to reduce costs
[15]. Over the previous two decades, several SDP approaches
have been established and applied, including the NN [13],
CNNJ[14], SVM[15], NBJ[16], RF[17], Dt[18], Logistic
regression [19],FL[20], Artificial Immune Systems[21], and
Association Rule Mining[21]. The imbalance class problem
[25] ubiquitous in software defect datasets hampers the
performance of SDP models [24] substantially. In general,
there are more non-defective cases than defective examples.
While the accuracy of prediction models is typically good
when majority class occurrences predominate, the majority of
minority class occurrences are mistakenly predicted as
majority class samples. Nevertheless, software practitioners
are particularly concerned with issues involving minority
groups. If forecasting models are skewed toward examples
from the majority rather than the minority, they are less
useful[22]. To address the issue of imbalance, this research
employed a mixed approach.

Due to the vast variance in the dispersion of the classes in the
datasets, the problem is regarded as incredibly difficult and
tough from a machine learning standpoint. Where the
proportion of normal cases greatly outweighs the fraction of
defective ones. In such situations, most traditional and
fundamental classification algorithms favor accurately
classifying the large class and ignoring the smaller class,
despite the fact that the fault-prone class is usually
significant, as in the SDP problem. As a result, the classifier's
performance will suffer. To overcome this challenge, in this
research the following are our contributions:

e We performed normalization via the minimum-
maximum normalization technique.

e We design a SMOTE to address the issue of
imbalanced class problem.

e  We proposed an extreme randomized tree, random
forest, and extreme gradient boosting for the
classification of SDP.

e  We evaluate the performance of the models in terms
of accuracy, AUC, recall, precision, F1-measure and
MCC.

e  We compared our proposed models with the existing
models, and found that our models performed better.

The remaining sections of the paper are organized as follows.
In Section 2, the associated work was described. Section 3
then presents the suggested strategy, and Section 4 presents
the results of the experiments and comparative analyses.
Section 5 provides the conclusion, which is the last section.

II.  LITERATURE REVIEW

A. Related work

The authors [23] proposed a ML framework known as
SDP. Pre-processing and re-sampling strategies are employed
to prepare the SFP datasets for utilization in ML
methodologies. The authors [24] provide the WACIL, an
efficient synthetic over-sampling method designed to address
the imbalance problem in SDP. The authors [25] have
established that unbalanced data has a detrimental impact on
the results of fault prediction algorithms. The authors [26]
and authors [27] have investigated defect prediction using
imbalanced data. They improved the role of defect prediction
models by utilizing cost-effective training, sampling
approaches, and ensemble approaches. The authors [28]
argued that changing samples should be employed to address
the issue of imbalanced data. The authors [29] surveyed
defect prediction research and discovered widespread use of
technical indicators in this domain. The authors [29] has
published a review that examined both machine learning and
statistical methodologies for fault prediction. As per her
survey, the majority of research employed method-specific
indicators. Additionally, machine learning techniques
outperformed statistical strategies for constructing SDP
models in the majority of cases. As a result, our study
assesses machine learning strategies for generating defect
prediction models. The following two sections summarize
studies that used NASA sets of data from 2011 to 2021 and
did not employ any cost-effective method for precisely
addressing the imbalanced class issue in Table 1, as well as
those that did employ a technique for directly addressing the
imbalanced data problem in Table 2. summarizes authors that
have examined sampling approaches on datasets other than
NASA dataset.

Table 1. The studies that used NAA sets
References Classification Number of
methods NASA dataset
[27] RF, LR, 15 8
different variants of
NB
[30] DT, PDT, J48, GP, 7
LR, NB, RF, 1Rule,
Bagging
[31] Simulated 1
Annealing-PNN,
Exhaustive Search-
PNN, MLP, CART,
C4.5
[32] Cat boost, LGBM), 3
XgBoost, bagged
logistic regression,
boosted cat boost,

Authorized licensed use limited to: The University of Texas Rio Grande Valley. DOﬁNﬁl%aded on January 10,2025 at 13:59:04 UTC from IEEE Xplore. Restrictions apply.



2024 5th International Conference on Data Analytics for Business and Industry (ICDABI)

boosted XgBoost,
and boosted LGBM

B. SDP Research that Does not Address the Issue of
Imbalanced Problem

As mentioned previously, Table 1 outlines studies that
employed NASA data but did not address the imbalance
problem. While several of the methods [33], [34] in Table 1
employed adequate performance metrics for dealing with
class imbalance, they do not solve the problem directly
through the use of cost-sensitive machine learning or
sampling.

C. SDP Research that Solved the Issue of Imbalanced Class
Problem

Table 2 summarizes studies that used specific strategies to
solve the problem of class imbalance while utilizing NASA
data between 2010 and 2017. Zheng [35] employed cost-
sensitive boosting to address the datasets' uneven nature.
Seliya et al. [36]suggested an approximately balanced
bagging approach for creating defect prediction models when
the datasets are uneven. Seliya and Khoshgoftaar [37]
analyzed the performance of ML approaches in the presence
of imbalanced datasets using a cost-sensitive approach.
Rodriguez et al. [38] addressed the uneven structure of
training data by utilizing subgroup identification
methodologies. The authors [6] correlated balancing
strategies and presented a changing variant of Adaboost to
deal with data that is out of balance. Rodriguez et al. [39]
conducted a study in which they examined cost-effective
sample approaches, hybrid strategies, and ensembles for
dealing with unbalanced datasets. Their findings indicated
that strategies for dealing with unbalanced datasets improved
prediction model performance. The researchers [40]
presented a two-stage expense learning (TSCS) method to
address the unbalanced issue in software fault prediction. The
suggested method integrated cost data in two stages, namely
the feature selection stage and the classification phase. Their
findings established that TSCS approaches outperform
single-phase cost-effective learning strategies. The authors
[41] classified data into two groups, unbalanced and
balanced, to develop accurate defect prediction methods. The
authors [42] handled unbalanced data via a cost-effective
neural network. The authors [43] presented two strategies for
resolving the unbalanced data problem: cost-sensitive DT and
cost-effective voting. Additionally, they used SL-SM and
SMOTE oversampling approaches to minimize the cost of
SDP utilizing decision forests. The paper [44] also dealt with
the issue of dealing with unbalanced data through the use of
kernel and ensemble learning. Cheng et al.[45] advocated
using semi-supervised learning in conjunction with mission
dictionary learning to address challenges associated with
imbalanced data and deficiently labeled samples.

Table 2. SDP Research that Addresses the Issue of
Imbalance Data

References Classification Number of
methods NASA
Datasets

[35] Cost-sensitive 4
Neural Boosting
Classifiers
[36] NB, C4.5, 7
Balanced Bagging
Algorithm
[38] CN2, ED, 7
Subgroup
discovery
(6]
[39] NB, Adaboost, RF, 10
Under-sampling
Random,
Threshold moving,
Random Under-
sampling
[40] Two-stage Cost- 7
sensitive NN, Cost-
sensitive learning.

D. Studies that Employed Sampling Techniques to Deal
with Imbalanced Data

Besides the studies discussed in both Sections B and C,
there were more significant research papers that solved the
topic of balancing data through sampling. The authors [46]
conducted an experimental study to determine the influence
of sampling strategies on machine-learning-based defect
forecasting models. They noticed that while sampling
strategies increased the prediction finding of logistic and
linear models, they did not necessarily boost the effectiveness
of neural network and categorization tree models. Tan et al.
[47] tested four sampling strategies for improving online
change categorization performance, one of which was
SMOTE. Their findings indicated that resampling enhanced
classification performance. The authors [48] evaluated the
resampling and SMOTE techniques on five NASA data.
Their findings bolstered the case for using SMOTE to
construct defect prediction models. The authors [49] tested
three machine learning strategies for creating defect
prediction models using SMOTE on the Eclipse dataset. He
discovered that applying SMOTE was advantageous for
improving SDP.

III. MATERIAL AND METHODS

The data, learning algorithms, and evaluation standards
used in this study are covered in this section. We choose
Python programming languages, data sets, and levels of
imbalance that varied. The algorithms selected for learning
include a variety of additional methods for class imbalance
learning. The Figure 1 showed the architecture of the
suggested model.
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Figure 1. Architecture of the model

A. Synthetic Minority Oversampling Technique

In order to address the challenges of imbalance, academics
devised the SMOTE strategy, which uses an oversampling
method to create synthetic minority class instances. SMOTE
chooses neighboring instances of the minority class and
utilizes them to create synthetic samples[50].

B. Extreme Randomized Tree

This is a subtype of ensemble model in which the
classification findings of numerous de-correlated decision
trees (DTs) accrued within a “forest” are combined. It is
similar to the random forest in operation but differs mostly in
the way the DTs within the forest are formed [54]. That DT is
mostly based on data collected during training in Extra Trees
Forest. Thus, at each testing node, each tree is randomly
assigned k-features from the feature set, from which each DT
must select the most significant characteristics to separate the
statistics according to particular numerical parameters.

C. Random Forest

Random Forest (RF) is a technique for data mining that is
often employed. As a classifier integration strategy, RF has
the advantages of being rapid to classify, easy to train, and
suitable for feature selection based on variable relevance.
Breiman introduced random forests in 2001 as a more recent
evolution of decision tree learning [52], [53]. This information
is used as a validation set in order to acquire a credible
estimation of the classification error. Random forest in [54] is
a promising candidate for predicting software quality,
particularly for large-scale systems, because it is consistently
more accurate than existing classification algorithms.

D. Extreme Gradient Boosting

Extreme gradient boosting is a GB ensemble model that
utilizes the partial derivatives of the loss function to more
correctly and efficiently select the best base classifier[51].
Whereas GB fits a new base classifier using gradients, XGB
uses second-order gradients[52].

IV. EXPERIMENTAL ANALYSIS

We explained the experimental dataset, and performance
metrics adopted in this section.

A. Dataset

All three SDP data sets given in Table 3 are from real-
world projects and are freely available through the public
PROMISE repository [53] to ensure the reproducibility and

verifiability of our predictive models and to facilitate
comparisons to other publications. These data were compiled
from real NASA software projects written in C/C++ for
managing ground data storage (KC1 data), and scientific
information processing (PC3 data) and (JM1 data). Table 3
has a thorough overview of the datasets.

Table 3. Overview of the Experimental Datasets
Proj Descript Langu Defe Non- %Defe %No
ect ion age cts Defe cts n-

cts Defe
cts
JM1  Instrume C 2106 8779  19.35 80.6
ntona 5
NASA
spacecra
ft
KC1 Storage C++ 326 1783 15.45 84.5
manage 4
ment
system
for
collectin
g and
transmitt
ing
ground
data
PC3  Metadat C 160 1403
a for
earth-
orbiting
satellite
flight
software

10.23 89.7

B. Performance Metrics for Imbalance Datasets

Metrics play a critical role in resolving class imbalance
issues. Although accuracy is an essential metric for evaluating
classification outcomes, it is inadequate for analyzing
imbalanced datasets, as it prioritizes the majority class and
fails to examine the classifier's performance on the minority
class[54]. When dealing with unbalanced situations,
performance evaluation measures must take class distribution
into account [55]. Metrics including the count of correct
predictions, true positives, false positives, and false negatives
can be employed to elucidate the classification performance
for each class separately. Due to the essential requirement for
high-quality performance in imbalanced scenarios, these
metrics are included into broader assessments like AUC [56]
and F-measure [57].

V. RESULTS AND DISCUSSION

All algorithms utilized in our research are trained and
evaluated by a ten-fold cross-validation procedure. The ML
algorithms are evaluated based on the performance measures
specified in the previous section. SMOTE generated
synthetic instances of the minority class to rectify the
dataset’s imbalance. For each occurrence involving a
minority group. We applied the three proposed hybrid models
SMOTE+ET, SMOTE+RF, and SMOTE+Xgboost on the
IM1, KC1, and PC3 datasets. The classification accuracy,
AUC, recall, precision, Fl-score, and MCC have been
utilized to evaluate the suggested method's performance. The
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experimental findings of the hybrid SMOTE were given in
Tables 4, 5, and Table 6 for the JM1, KC1, and PC3 datasets.

Table 4. Proposed hybrid model’s evaluation result on the
JM1 dataset

Algorithms Accur AU Rec Precis F- MC
acy C all ion meas C
ure
SMOTE+Ex 80.84  72. 184 5226 2724 22.
tra tree 28 5 49
SMOTE+RF 8139 73. 187 5647 28.03 24.
89 2 54
SMOTE+Xg 80.65 72. 19.8 51.01 2853 22
boost 46 6 77

Based on the experimental results shown in Table 4, the
proposed SMOTE+RF obtained the best results when
compared to the SMOTE+Extra tree and SMOTE+Xgboost
in terms of the AUC on the JM1 dataset. The
SMOTE+xgboost model outperformed the SMOTE+Extra
tree and SMOTE+REF in terms of the F-measure on the same
JM1 data. Hence, we, therefore, plot the ROC of the
SMOTE+REF that gave the best-proposed model on the JM1

dataset in Figure 2.

ROC Curves for RandomForesiClassifier
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/ macro-average ROC curve, AUC =0.75
oo
an 02 04 06 i 10
False Positive Rate

Fig.2. ROC of the proposed SMOTE+RF model on the Jm1
data

As shown in Figure 2, our proposed SMOTE-RF gave an

AUC of 0.75 for the non-defect (class 0) and 0.75 for the

defect class. The micro-average ROC curve attained for the

AUC is 0.89, and the macro-average ROC curve obtained for

the AUC is 0.75.

Table 5. Proposed hybrid model’s evaluation result on the
KCl dataset

Algorithms Accur AU Rec Precis F- MC
acy C all ion meas C
ure
SMOTE+Ex  86.04 85. 328 58.70 41.78  36.
tra tree 47 7 67
SMOTE+RF  86.11 84. 324 6104 4181 37
67 1 28
SMOTE+Xg 85.84 81. 38.1 5670 4505 38.
boost 96 0 60

Based on the experimental results shown in Table 5, the
proposed SMOTE+Extra Tree attained the greatest results
when compared to the SMOTE+RF and SMOTE+Xgboost in
terms of the AUC on the KC1 dataset. The SMOTE+RF
model outperformed the SMOTE+Extra tree and

SMOTE+Xgboost in terms of the F-measure on the same
KC1 data. Hence, we, therefore, plot the ROC of the
SMOTE-+extra tree that gave the best-proposed model on the
KCl1 dataset in Figure 3.

ROC Curves for ExtraTreesClassifier
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/ ., macro-average ROC curve, AUC = 0.80

Qo 02 04 0a a8 10
False Positive Rale
Fig.3.ROC of the proposed SMOTE+Extra tree model on
the Jm1 data

As shown in Figure 3, our proposed SMOTE-Extra tree gave
an AUC of 0.80 for the non-defect (class 0) and 0.80 for the
defect class. The micro-average ROC curve achieved an
AUC of 0.92, whereas the macro-average receiver operating
curve yielded an AUC of 0.80.

Table 6. Proposed hybrid model’s evaluation result on the
PC3 dataset

Algorithms  Accur AU Rec Precisi F1 MC
acy C all on C

SMOTE+Ext  93.43 77. 226 60.00 31. 334
ra tree 68 7 90 1

SMOTE+RF  93.69 82. 23.0 61.67 32. 347
70 0 98 4

SMOTE+Xg  93.43 82. 263 5833 34. 3409
boost 64 3 13 6

As per experimental results summarized in Table 6, the
proposed SMOTE+RF achieved the highest results when
compared to the SMOTE+Extra tree and SMOTE+Xgboost
in terms of the AUC and precision on the PC3 dataset. The
SMOTE+Xgboost model outperformed the SMOTE+Extra
tree in terms of the AUC on the same PC3 data. Hence, we,
therefore, plot the ROC of the SMOTE+Xgboost model that
gave the best-proposed model on the PC3 dataset in Figure 4.

Authorized licensed use limited to: The University of Texas Rio Grande Valley. DOﬁNEI(éaded on January 10,2025 at 13:59:04 UTC from IEEE Xplore. Restrictions apply.



2024 5th International Conference on Data Analytics for Business and Industry (ICDABI)

ROC Curves for XGBClassifier

True Positive Rate

= ROC of clasz 0, AUC = 0.86
ROC of class 1, AUC = 0.86
micro-average ROC curve, AUC = 0.98
macro-average ROC curve, AUC =087

OE; a2 04 Ll 08 10

False Positive Rate
Fig.4.ROC of the proposed SMOTE+Xgboost model on the
PC3 data

As shown in Figure 4, our proposed SMOTE+Xgboost gave
an AUC of 0.86 for the non-defect (class 0) and 0.86 for the
defect class. The micro-average ROC curve attained for the
AUC is 0.98, and the macro-average ROC curve obtained for
the AUC is 0.87.

A. Comparison with the Existing Techniques

To validate the proposed HSMOTE's effect, we compare it
to the recent state-of-the-art class unbalanced approaches,
which will be discussed in detail in Table 7. As observed in
Table 7, our proposed hybrid models outperformed the
existing study in terms of AUC, accuracy, and F-measure. The
existing study [10] did not consider the AUC and F-measure.
These two metrics are known to be the most accepted
performance measures in imbalanced data problems.

Table 7. Comparison with the existing model utilizing the
JM1 dataset

Autho Approaches Datas Accura AU F-
rs et cy C measu
re
[10] SMOTE+Adab M1 77.87 X X
0ost
Propos SMOTE+ET M1 80.84 722 2724
ed 8
Propos SMOTE+RF M1 81.39 738  28.03
ed 9
Propos SMOTE+Xgbo IMI1 80.65 724  28.53
ed ost 6

We conducted a comparative analysis of the performance of
our proposed models against the existing study that employed
the KC1 dataset for SDP, as presented in Table 8. Our
proposed HSMOTE models outperformed the existing [10]
model in terms of AUC, accuracy, and F-measure.

Table 8. Comparison with the existing model utilizing the
KCl dataset

Autho Approaches Datas Accura AU F-
rs et cy C measu

re

[10] SMOTE+Adab  KClI 83.29 X X

0ost

Propos SMOTE+ET KC1 86.04 854 41.78
ed 7
Propos SMOTE+RF KC1 86.11 84.6  41.81
ed 7
Propos SMOTE+Xgbo KCl1 8584 819 4505
ed ost 6

The performance of our proposed models is given in Table 9,
the existing models yielded an accuracy of 87.72%. The
HSMOTE model we proposed achieved an accuracy of
93.43%, illustrating its superiority.The existing model
[10]did not paid attention to the AUC, and F-measure, which
are the main strength of our proposed HSMOTE models.

Table 9. Comparison with the existing model utilizing the
PC3 dataset

Autho Approaches Datas Accura AU F-
s et cy C measu
re
[10] SMOTE+Adab  PC3 87.72 X X
oost
Propos SMOTE+ET PC3 93.43 77.6 3190
ed 8
Propos SMOTE+RF PC3 93.69 82.7 3298
ed 0
Propos SMOTE+Xgbo  PC3 93.43 82.6 34.13
ed ost 4

VI. CONCLUSION AND FUTURE WORK

This research proposes a new hybrid technique for
predicting software defects using ML models. Many strategies
are being considered to further enhance the performance of
software defect detection in this intriguing field of research.
In this research, we solved the issue of imbalance in SDP by
inventing a new hybrid SMOTE technique. To categorize our
suggested HSMOTE model, we employed the Extra tree, RF,
and Xgboost. On the JMI1 dataset, SMOTE+Extra tree
achieved an AUC of 72.28%, SMOTE+RF achieved an AUC
of 73.89%, and SMOTE+Xgboost achieved an AUC of
72.46%. On the KC1 dataset, SMOTE+Extra tree achieved an
AUC of 85.47%, SMOTE+RF achieved an AUC of 84.67%,
and SMOTE+Xgboost revealed an AUC of 81%. Likewise, it
performs better in terms of classification accuracy. In a future
study, we intend to leverage Adaptive synthetic technique for
resolving the imbalance issue in SDP and utilize the deep
learning for classification of the NASA SDP.
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