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Ap algebraic system iu a set x togetli*r r*,,jiii one or two bi*ary operationsrviricir satisfies some rures known as axioms. The;.e are t,,any types of argebraiesystems' The inost pcpurar of thern aie groups. cd*:: are semigrr:ups, rings, fierds,etc' More work has been done o, gro,[, thar: any otirer algebraic systems.A ,umber of its resurts rrave been apprieci ic sorvJ difficurt probrems i*other area of Mathe,ratics a,d Cornputer science ard in other subjects sueh asChernistry ard physics. q:ju rrr L

on the other hands, cryptography fi cm tiie words .. c*pt ,, meaning"Secret'.' and " Graph', *.unlng .:#riiirg ; i, ;;*';,;rr*. of transformin.,meaningtut info,rarion inro uninielligi;i;-;;?,. " "'' ""'"

Croups

A group G = (S. @) is a set ,Swirlr . r-:-^..., 1
tltg propenies hold: 

''r which the follow-

(1) Closure: For all cr, b e,S. we have o @ b e .S; .

'lltis studg looks into the Malhe m at i c ct i. a_-, ri li c cLtio n s of grauissand subgraups in crgptograplry through trulier,s phi ?\;rtctiottantd Lagrange's Theorem with some Cefi qitians, thearems,
illustrations arud examples,

(2) Identity: There is an

suchthat e@a=a@e=a

Lecturers in the

i
e e ,S. cailed t!:e iCentitl,of the group,

,forall aeS
(3) Associativiiy: For all elenient , o,'b,c € S, we have

(a@b)@c=a@(b@c).
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{4) laver"q':s: Fte"reaeh d €,S, there exists aunique element b e ,9, taiied

the in:,er::s* *t a,suchthat'a @ b= b @ ct = e.

')'1," t' '-the&efi&itieaz T*r ii 2 2, tire additive group Zn ts: S = {(
r residues m**ulc ,? , and @ is addition modulo r. Exampie: The a:*:il',e EFoup

zu = ({0, l, z 3. 4, 5}, +u ):

T;t?.rie 1.tr"i : .:', ';ii.:.';1s Croup

Theorern: Ft'. r: z Zlhe system Zis an abelian group.

Prccf: Ci.osure: Fcr ail a, b e {0, 1, . . ., ,t-1},
--,- i..^...- , '

we i;a','e 
{{a + t} mod n). {0, l, . . ., n_1\.

Identify: Ti:r eler,enQ is the identity for addition modr.rlo n.

Assoeiativ:it4'; F*i'alla. b,, e {Q,1,..., n-l\, wehave

(fl.o * b)m*c n)+ clrnc.t ,) = {{r, + {{U + c)mod ie))mod r}.
Inverses: F*: alfu. {0, 1, . . ., n-l}, we have- o = ((, - a) mod n, , s:!,,-i

a + {n - a}:0 (n:od r).

Abelian: Fcr aW,ib q {0, l,, .,,n-L},wetrave(a + })mod-ry) =tt! *,,.iirlod m).

Definitiont i::'qt r- 2. the multiplicative group7,,. is:

S: {l 1a 1::-i ;gcd{a, n):fplativeprimeston. between l anc r.'. '3 is
rnultiplicatro, nio'riulo n.

Example:Mliiipjicative group Z,r- =({r, r, 7,11.13, 17}. 
- 

,r):

i{

J
t: 0 1 2 J 4 5

0 1 2 3 4

1 Z ? I 5 0

2 riL 4 5 0 1"

3 4 5 0 'J. 2

0 1

L 5 0 t L 3 4

mem:tW$W

J



154 Adeshsla and ,Alir.r

t8 t 5 1 1! !3 1'7

1 5 7 11 ]J 17

5 7 t7 1 11 l5
7 7 t7 13 5 1 1t
1.1_ LL 1 q a1 7

13 -15 11 1 17 1 5

t/ 77 13 1-L 7 q
1

Table 1.7.2: Multiplicative Gror.ip

Theirrern: For all n > 2.the system Z,.. is an abelian group.
Proof:Closure: For al7< a,b 3n*1, ifgca{c,n)=l and gcd(D , r)= l, then

gccl (a " b.n)= I and I < ((, x Dlnroci :i)< n-1.
Identity: The elentent is the identity fol multiplication modulo n, and 1 is ihe Z .
since gcd(I, ,) = 1.

Associalivity: For all t a. b, c I n-1, we have

((((, - &) rnod ,)* r)mod r) =((, + ((a * c)rnod r)) mod ri).

Inverses: For a111 S a 3 iz-l. if gcd(a , n) = llhen there exist integers r and -/,
Snch that ax + ny : l This impliesax = 1(n.rod n);which means thatx = 4-i (mod r).
Abelian: For all I a, b I n-\,wehave ((a * D) mod ,) = ((b * o) ,roa ,).
e '' - i'-.-.

lf(S, @) is a group, if S, c S,and if (S', CI)is also a group, then(S,, @) is
a sub-group of (S. O).
Examples: The even integers .with addition aie a subgroup of the integers ivith
addition.

Theorcm: tf(s, ols a finite group and 5,rs a non-empty subset of5,such thal
for arla,6 e s'we have a @ b e s', then (s', @;ir a subgroup or (s, @).
Examples: The set{0, 2, 4, 6forms a subset of Zrthatis, closed under
operation +oand is therefore a subgroup d Zr.

's

L
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Where:

Jtns over all the primes tha.i di.",ide
Examples:

*(r),= t *(t . {tn)):6Ta V,. =ir.2,3,4,s,6}
o(toi = t0 x (r . {r /2)). (r _ (r ts}} ='+ u,ndz,,o.'= fi
o(is)= 18 x (r - (r /2)).(1 - (r t3)i=6 ancr,,, " = i,
Lagramge,s Thcorem :

, .,.t_r,--.,

3,7,gj
5,7 , li,13, l7l

----*.%ffiLffrj,?r.
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, :',_ ,:*f (S,t@),is,afini1. Broup, and if(,S,, O) is a subgrou$g, @), of then iS,i

A subgroup .g, of group S is said "ro be a proper subgroup of if S , _ ,g .
Coroltrary:

,',I i i #ffi : :::""i"'""i i i ;J: fl :f ji:ll,t h HJl,';", .,,n" sr.upoperatoI:@toabyclu),ttren<C1}={,,tn),r,rir[
LemTa: If (.s, e)is a n.it. g*up, undt.f n u i, /nrr, < a >is a subgroup of ,9.proof: < a >is closed under the o1;er.ator @ .

Defi,ition: If(,s, @)is a group, uno ir, * .s. tir.n the subgroup generated by
successive applications o@ 1o is caliecl '.Jie subgror,p g",r".nrt. d-byaand is

' 
Definifion: For all finite group(S.,Oi,tiie ordef of ele*.r, , e ,S, denoted by
ortr(a).:isthe smailesr k,such ,hui,,,^i = e (the,idenriry.rr**tj.

Proof: ttord(a)= t,thenforall , >,'0, wehave'ot**,) : oQ) (rin* or*, = 
").Ihisimpliesthat|< orl=,! =ord{o) If k: ord(a)> j<o>l,thenthereare, I s i.<.i < k,.such thatoli) = q(t).but r,"/ < kiscontradiction.Thus,

ord(a)<l.orl.

RESULTS AruN DISCUSSION

Let:obe rhe set of rationar nunrbers. Definef.= {(o, n)l a. b e e. a + 0)y.

li::".:i:,: 
u:o,Too'itionx o16 bi(a. b) * (c, a) = (r),'-o:a i'o),rt "n'.'i,'*,rorms a non-abelian group.

\'

'.t-



!,W"@fr}

156

Prcof.

ltdeshela anC Afia

\-

!::.,.(r, ,u), 
(", a)e Gbe any two eren

I:i' !':2)*,, a)- t ,",,r"i'ui:-l' 
tn'" n a o, c;s o

,rS a-. c * 0 4 ac *'n l-r'-I- 
-r u) (

_(t. 
b. 

", iuluc * a' and also ,Aa ad + bbeJong to owheneverHence cjosure holds.

;'j;:,*.ty: 
Le(s, b), (r,a), tr, flbe anyrhree nrembers of G.

1(a, t)* {c, di* G, l}= {o", ad + h\x L r\

= g0",. o,tr::r::l {a' b)* rb ' d)* tu' .rB = r,,' usii,,', u n ,}
= {a"", acf + ,j * ti

=> Associativity hoJds Exrstence ofidenri+., r,,_
{", b)* (r. o)= (c

J,JL 
0) e Gis,n.;;;1. 

u)= b,"'u):il3I,:;-" 
v(a, t)e G:xi.stence of inverse [f[-" ,r ^ .,, b,ij",i'.;5j [:;,:f :;:u,,;ffi,:ff, (, a)e Gwi], be inverse

Now (a, b) * (", a) = (1, o)

ac=landad*D=fl
t

c= I anda=!
O 

," 
" _,O A*A

ii=;;:ff#-;.r;::,L[,^:,fi,: *. inverse d (.,),t
(2 ' 3), (t, +) e c - 

*' rt IS not aberian, Jer us consider the erements
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Now:

Q,l) n (t, 4) = {zx 1, I + 3) = (2, il)ana

(t, +) * (2, :) = (i x 2,3 + +) = {'-. t)

Since (Z, if) *(2,l)1t"nweconclucie tirat 1G,*> isnotabelian.

lllustraf ions:

In the aclditive group Zo,wehave:

<0r={0},

<1 > = 4J ; = {0,1, 2, 3, 4, 5},

<2>=q{y= {0,2,4},

.3y={0,3}

: In the multiplicative group Z, ' ,we have:

.ir={l},

<2>=<4>= {0,2,4},

<3>=<5>={0, 1,2,3,4,5,6} qf y= {l,o}

CONCLUDITT [.r REMARKS

Taking cognizance of the Cry.pt:graphy principle and then it ean be seen

that cryptography has strong scientifie background supported by mathematica].

principles which are of interest to boi,r inathematicians and scientists.
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