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This study looks into the Mathematical ¢
and subgroups in cryptography through
and Lagrange’s Theorem with some defi

tllustrations and examples.

INTRODUCTTON

Analgebraic system ina set v together with one or two biﬁary operations
which satisfies some rules known as axioms. There are many types of algebraic
systems. The most popular of them are groups. Others are semigroups, rings, fields,
etc. More work has been done on groups than any other algebraic systems.

A number of its results have been applied to solve difficult problems in
other area of Mathematics and Computer Science and in other subjects such as
Chemistry and Physics. ' ‘ -

~ On the other hands, Cryptography from the words “ Crypt meaning
“Secret” and « Graph” meaning « Writing “ is the science of transforming
meaningful information into unintelligible text.

Groups 7 » n
A group G = (S, @) is aset § with hinare srapat - ™, for which the follow-
ing properties hold: , : : '

' (1) Closure: Forall g, b e S,wehave ¢ @ p e S.

(2)  Identity: There :irsiaxvl‘“elyement e e S, called the identity of the grdup,

s'uch'th'ate@a:‘a@e:a, forall g e §. ‘ ’

(3)  ‘Associativity: For all elements g, 5, cesS, wehave
(@®n)®c=a® (b @ c).
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Abelian: For aly, b efo.1,.. n—l} we have ((a + b)ﬂmod rg) = ((b +a)
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4) Inversec: Foreach g € S, there exists a unique element b €

the i1 ceof a,suchthat a @ b=b®a=e.
Definition: For » > 2, the additive group Z, is: S =1{0,1,.... 7 - [, the

n residues moculo 7, and @ isadditionmodulo ». Example:

Z, = {{0, 1,2.3, 4,5}, +,):

Table 1.1.1: A ve Group
+, 0 1 |2 3 415
0 0 1 2 3] 41| s
Pl 2 3| a|ls5]o0
2 3 4| 4 51 0] 1
3 4 5 o] 1] 2
4 5 0 14 -2 -3
L 5 0 1 2| 3| 4
Theorem: For 1 > 2the system z1s an abelian group.
Proof: Closure: Forall a, b e 0.1,...,n-1},

we have /(a + b) mod n) {O - 77—1}-

Identity: The elemenyf) is the identity for addition modulo n.
Associativity: Forallg, b, c e {()2 1,..., ;7_1}, we have _
((({a + B) moc n)+ ¢)mod ») =+ (6 + cn) mod 7)) mod n).
Taverses: For all < {0, 1, ..., n—1}, we have- g =((n - a) mod 7,
a+{n-a)=0{mod n) ’

Definition: Foy; > 2 the multiphcatlve groupz, * _
S={{<a<n-1:gcd (a. n)= r}:lahve primes tO T between 1and n-1 @ is
multiplication modulo n. '

i Example Multiplicative group ZIS*V - ({1, 5,7,11, 13', 17}, " ]8);




 RCERL N i

154 : : . Adeshola and Aliu

8 1 5 7 11 | 13| 17
1| 1 5 7 11 |13 | 17
5 5 7] 170 1 11| 13|
7l o7 vl 3ls [ 1 n
11 11 1 50 131 17| 7
13 13 11| 1} 17 7| s
17 17 13 11 71| s 1

Table 1.1.2: Multiplicative Group

Theorem: For all n > 2, the system Z " is an abelian group. :

Proof:Closure: For all< a, b < n—1, ifged{a, n)=1 and ged(b, n) =1, then
ged(a * b, n)=1and 1< ((a * b) mod n) <.n—1

Identlty The element is the identity for multiplication modulo n, and 1 is lh€ Z

since g:d(l n)=1.

Associativity: Forall £a, b, ¢ <n-1, we have

((((f’ * b) mod n) * C) mod n) = ((a * (b * ¢) mod n)) mod n).

Inverses: Foralll < g < n-1, if gcd(a, 77) = Ithen there exist integers x and V-
Such that ax + 7y = IThis impliesax = 1(mod n)which means thatx = g (mod n).
Abelian: For all < g, b <n-1,wehave ((g * p) mod n)= ((b *a) mod n)..

o rpenmea

H(S @®)is a group, if S c §,andif (S, @)is also a group, then(S", @) is
a sub-group of (S 6—))
Examples: The even mtegers with addition are a subgroup of the mtegers with
addition. ‘
Theorem: If (S @)is a ﬁnite group‘ and §'is a non-empty subset of §', such that
foralla, b € S'wehavea @ b € S', then (q @)is a subgroup of (S @)
Examples The set{O 2,4, 6}Forms a subset of Z that is, closed under -
operation +¢and is therefore a subgroup of 7 g '

~ Euler’s Phi Function: The'size of Z,” is

o)=nT, (-Wp) .
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Where:
Funs over all the primes that divide
Examples:
O(7)=7+(1~(1/7)=6and 2. ° ,2,3,4,5,6}
O(10) =10 # (1 = (1/2)) * ( ~(/ ;,,_4 and Z;, " :{,35739}
D(18) =18 * (1 - 1/2)) *(1-(1/3))=6 and Z,, ={1,5,7.11.13,17}.

Lagrange’s Theorem
VIE(S, @) is a finite group, and if {S', @) is a subgmu{ﬁ, ®), of then |5]
is a divisor of{ S‘ : !
A subgroup S of group § is said 10 be g proper suboroup ofif S = &,
Cerollary:
If S a proper subgroup of a finite group S then J S'|< {Sf/z
(3 (S @)15 a group, and if ‘@ € §.we denote successive applications of the group
operator @to aby 4*) then <« 4> = ’! rk> 1} _
Lemma: If(S @)m a finite group, a dfae Sythen < ¢ >isa subgroup of §
Proof: < g >is closed under the operator @ e
Definition: If (S @) Is a group, and i’ € S, then the subgroup generated by
successive applications of to is called the subgroup generated by and is
. denoted by < ¢ >.The element gis called the generator of <a >.
g - Definition: For all finite group (S Q ;fne order of element ¢ e §, denoted by
~ ord(a).is the smallest k., such that a® = ¢ (the identity: element)
Theorem: For any finite g1oup(S @)and any elementq e S, the mder of a is
rd \C{) ‘ <a >,

equal to the ciza« ~ ~ AF A fa

- Proof: If ord(a) = k then for aH t 20, we have a(“’) =gl (since a®) = e}
This implies that { <@ >f ks ordm Jo If k=
1 <i<j<k. suchthat 4 ) = gU) but ijj< k1s contradlctxon Thus

: :om’(a _<.f<a>f.

RESULTS AND DISCUSSION

Let Obe the set of ratlonal numbers. DeﬁneG {(a b)} a,beQ, a= O} A
- Also define a compositions onG b}(a b) ( a’) (ac ad + b) then < G,*>
- forms a non-abelian group.- L ois




?56 ﬂdeshola and Afiy

Proof:

Let: (g, b)F (c, d)
Now: (a, b) (c,
As g, c % 0= ge
a,b,c,de [0

€ Gbe any two eleme;

nts. Th
d):(ac, ad+b)€G
# Q.and also acand qg

h g0, c %0,

+ b belong to Owhenever
Hence closure holds,
Associativity: Let(q, 5), (c, d), (e,

S )be any three rf.:embers of G,
Then

i@éﬁ@dﬂ%ﬁﬁ=@aM+®*@f)

a,c,ex# ()
£ (ace, act + ad + b) (a,

DD 1= 08 o, o 4
= (a&’é, alef + d)+ b)
= (ace, acf + ad +5)
= Assomatlvity holds Existence of Identity, We O0serve

\@, ) * (1, 0)= (a, a.0+b)= (g, b)=i, 0)* {a, 5) Y(a,b)e G

= (1, 0) € Gis the 1dentity,

EXistence of inverse, |
< of (a, 5) if (@, 8) % (. d)={(c

Now (a, p) « . d)=(1,0)
e (ac,_czd+b)= (1,0) ‘
' ac =1 and ad + b = (

a a

Since g 0,we can tajk of i clearly then [ ;, --;st the inverse of (a,‘b). ‘
Q g “a _
Hence< . *isa roup. To show that 1tis not abe];

an,

: (2§ 3)> (1,(_4)»6 G.

let us consider the elements
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(2,3)+{1,4)=(2x1,8+3)=(0, 11)and
(1,4)%(2,3)=(1x2,3+4)=(2.7)

“

Since (2,1 1) & (2, 7) then we conclude that <G, # > is not abelian.
Mustrations:
In the additive group Z, , we have:

<0‘>:{O},

<I>=<5>= {012345;,

[ |
<2>:<4>:{0,2,4},

<3>={0, 3}

~ Inthe multiphcatlve group Z. ° , we have: |

 <1>—{1},
<2>=<4>={0,2,4},
<3>=<5>=10,1,2,3,4,5,6) <6>=1{1,6}

CONCLUQHS REMARKS

Takmg cognizance of the Crymf‘“raphy prmc1ple and then it can be seen
that cryptography has strong scientific background supported by mathematical
principles which are of interest to both mathematicians and scientists.
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