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Abstract
Face biometrics offer a wide range of uses since they are straightforward for human observers to verify during passport issuing and border control. However, the development of facial biometric attacks has made it possible to evade passport issuance procedures, as demonstrated by morphing attacks. Due to the lengthy computation times associated with facial feature extraction techniques, survey research has revealed that the current face morphing detection method took a while to identify the image attack. Conversely, further study is needed to develop a model to enhance the current face morphing recognition methods. The aim of this study is to develop an enhanced face morphing recognition system using the Local Binary Pattern (LBP) and Residue Number System (RNS). We combine elements from CRT and LBP to extract features from both bona fide and morph images. FRGCv2 datasets were trained and tested to determine the effect of CRT on the computational time of LBP for face-morphing recognition. The best classification accuracy of 98% was achieved for the FRGCv2. An equal error rate of 0.02370 was achieved for the FRGCv2 database. The study concluded that the high dimensionality of LBP was well reduced and optimized by the CRT algorithm, which improved the performance of face morphing recognition.
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1. Introduction
Face Recognition Systems (FRS) is extensively used in security-related applications, such as border control situations. In electronic passports, the primary means of identifying a subject is through facial biometrics. Face biometrics have a wide range of applications since they are simple to enroll, quick to use, and simple for human observers to verify during passport issuing and border control. Nonetheless, morphing attacks have shown that it is possible to bypass passport issuance procedures due to the advancement of facial biometrics assaults (Raghavendra & Guoqiang, 2022). Recent findings have shown that face recognition systems are susceptible to assaults based on altered facial photos. (Ferrara, et al., 2014; Scherhag et al., 2019). Since the 1980s, the study of image morphing has been a busy area in image processing, with many potential applications, particularly in the film industry (Patel & Lapsiwala, 2015). Over the past few years, numerous biometric research labs have become interested in the subject of (facial) image morphing and automated morphing assault detection, leading to the publication of numerous methods. (Cheng, Min & Yong, 2024)

In the majority of nations, the applicant provides the face image in digital or analog format for use in the passport application. In these types of attacks, someone who is on a blacklist, like a criminal, can combine their facial features with those of another person. i.e., to obtain a legitimate passport with their accomplice. These altered pictures have the ability to fool skilled border officers and get around face recognition technology (Ferrara et al., 2019).  Modern face recognition technologies are used to correctly verify the morphing face image against probe samples of both people. This implies that both parties are properly validated against this altered reference if a morphing face image is somehow kept as a reference in the database of a face recognition system. Face recognition systems are thus seriously threatened by morphed face photos, as the concept of biometrics and the distinct link between the individual and the  biometric reference data are violated (Ulrich et al., 2019). Hence, these require the need for reliability measures
Speed and classification issues are two more significant issues influencing the current morphing detection method (Ferrara et al., 2018; Satya, 2020). Face morphing detection systems are designed to gather essential data from the input image's feature space in order to preserve detection accuracy. In the process of high-speed detection, it is necessary to quantify or ascertain the input image's likeness or the input face's identification. Furthermore, face morphing detection is inherently vulnerable to a variety of unreliable sources, including classification error, timing mistakes, and security flaws. As a result, reliability measures are necessary (Roshanzadeh & Saqaeeyan, 2021). Many scholars have created a variety of techniques for identifying and extracting facial features from both color and grayscale photos. The field of study on face morphing feature extraction is still working to achieve high efficiency, low computing time, high accuracy and low complexity. The most popular technique for feature extraction and selection in texture-based approaches is Local Binary Pattern (LBP).  
Jeevith et al., (2023) stated that the basic local binary operator's biggest drawback is that it only estimates a limited area surrounding a 3×3 matrix. As a result, important characteristics for big structures may be overlooked, which contributes to the lengthy computation required for feature extraction. Considering the efforts made by other researchers to shorten LBP's computation time. Chinese Reminder Theorem (CRT) was introduced to LBP. Although the CRT and LBP models are two different schemes used in face morphing detection, the study hybridized the two techniques with the main purpose of enhancing the available speed efficiency and classification rate. Hence, this differs from numerous schemes which utilize just a single technique for real-time face morphing detection. The goal of this paper is to develop an enhanced face morphing recognition system using the Local Binary Pattern (LBP) and Chinese Reminder Theorem (CRT)

2. Literature Review
(Cheng, Min, Yong, 2024) presented improved face morphing threat detection with an effective selective kernel network and error-level analysis. The suggested technique applies error-level analysis to the R, G, and B color channels in order to improve the accuracy of face detection by precisely capturing significant feature variations. Additionally, the model's detection performance is intended to be enhanced by the shallow feature augmentation and feature fusion modules. Lastly, the proposed technique is assessed using standard databases and contrasted with current detection techniques. The findings show that compared to current methods, the suggested method has a 92% detection performance accuracy.
Iman and Bahja (2023) examined the use of texture techniques for face morphing and detection. An average accuracy of 80% is achieved using the proposed approach. It produced values for the dataset FAR 0.25%, demonstrating that the real error rate in morphed image calculations, and FRR 0.30 were attained. The training of the proposed approach optimized for the features extracted from the landmark area was greatly affected.
Mathias et al., (2023) proposed a method for detecting single morphing attacks based on principal component analysis. The proposed approach uses Principal Component Analysis (PCA) on Local Binary Patterns (LPB) of the RGB channels of the images to extract features. These features are then combined and fed into a classifier that is trained to identify morphed images. The results indicate that the proposed approach performs better on StyleGAN, even though MobileNetV2 outperforms it in most circumstances. In general, all approaches require further development to efficiently identify morphs, particularly in difficult situations when the dataset and morphing strategy are unknown during training.
Raghavendra et al., (2022) provide a novel framework for morphing facial picture detection. The proposed technique uses Binarized Statistical Image Features (BSIF) to observe micro-textures. A linear Support Vector Machine is used for classification. The morphed face database, which consists of 450 morphed face created using 110 distinct participants of varying ages, ethnicities, and genders, is used for extensive studies. The results showed that the performance was at its best, with an average classification error (ACER) of 1.73%. In order to improve performance in a cross-morphed evaluation scenario, synthetic data can also be investigated.
Ogbuka et al.,  (2021) Provide a method to identify face morphing attacks even after image post-processing by combining the Local Binary Pattern (LBP) for feature extraction, the NCA method for feature selection, and the DTC, KNN, and NB classification methods.  In this study, the Local Binary Pattern (LBP) approach was used to extract features from the pre-processed images (morphed and bona fide). The features of the retrieved LBP picture were used to perform feature selection. The feature selection process was carried out by the NCA. The classification stage is the last part of the suggested system. The findings obtained by employing feature vectors chosen by the NCA algorithm to train the various classifiers increased the classification accuracy from 90% to 94%.  So it needs high improvement in term of speeding up the computational time and accuracy.  



3. Methodology
This chapter explains in particular all the research processes required to achieve the goals mentioned in introduction section. An experimental research method was adopted for this research process. The rationale for this is described in the next section. Each methodology stage is logically explained. The general research framework is outlined in Figure1. 
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Figure 1: Research Framework
3.1	Research Database
The study utilizes a face image database that is accessible to the public. FRGCv2 image database to evaluate the performance of the developed face morphing recognition system. Figure 2 display the FRGCv2 dataset.
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Figure 2: FRGCv2 Dataset
3.2 Data Pre-processing
Furthermore, the second phase in the suggested framework is normalization. Histogram equalization was used on the photos to adjust the intensity, remove noise, and enhance the contrast of the facial image. Normalization is the initial step in the process of using dimensionality reduction methods for feature extraction in FRGCv2l databases. 
3.3 Feature Extraction
Combining elements from LBP and CRT for feature extraction for both bona-fide images and morphed images. Operations were performed for the neighbour pixel and centre pixel for LBP parameters. This research therefore proposes to use the enhance LBP model for the feature extraction process. Figure 3 shows the process show the feature extraction was performed. 
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Feature Extraction Process for Face Morphing Recognition
Local Binary Pattern
It is a texture descriptor used to represent the local texture patterns in an image. It describes the relationship between a central pixel and its neighbouring pixels (Tapia &Perez, 2019). The primary concept of LBP is to encode data by comparing the center pixel's intensity value to that of its surrounding pixels the comparison results into binary codes. In this research work, it's essential to implement LBP for preprocessing the images towards resizing, converting to grayscale, and enhancing contrast if required. 
LBP model: 
             (1)
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The primary issue with the local binary operator is that it takes up some space when a 3x3 matrix is involved. Hence, for high dimensional features, the feature can be reduced when introducing the feature of the CRT with respect to the moduli set of {2n+1-1, 2n, 2n-1} to the local binary operator. The mathematical formulation of CRT is given as  

The moduli set {2n+1- 1, 2n, 2n-1} was used in order to reduce dimensionality and create the reverse converter with high arithmetic speed operations. The reverse converter can easily be derived when n=2 as follows:
	
+
+


CRT is based on the congruence relation, which is described in terms of relatively prime moduli set {m1, m2, …mn} that is, greatest common divisor gcd(mi, mj) = 1 for (i ≠ j). Integration of LBP-CRT based on equation (6) is as follows:
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3.4    Classification			
The frontal faces were identified using the Euclidean distance classifier. The standard (straight line) distance in Euclidean space between any two points is known as the Euclidean distance. 


Euclidean distance can be calculated as for (2D)
2 + 1)221)2
Therefore: 



3.5  	Evaluation Parameters
The experiment on face morphing detection was carried out on FRGCv2 Database. Two performance metrics were used to test the Computational time and recognition accuracy in the different Scenarios experimented. The Performance metrics are Recognition Time, Accuracy Equal Error Rate.
(i) Recognition Time: This is the required time needed to evaluate or recognize the model. 
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(ii) Recognition Accuracy: It is a pattern recognition technique for determining recognition accuracy. In order to evaluate the accuracy of face morphing recognition, we assessed the accuracy using the mean Average Precision and the percentage score metrics 

      (iii)   Equal Error Rate: is the point at which the rates of false rejection and acceptance 
 are equal (FAR and FRR, respectively). The formula for EER is given as

In this research paper Python was used to implement effect of LBP and LBP-CRT as shown in Figure 4 on Intel (R) Celeron (R) CPU with 1.60GHz Processor speed.

[image: C:\Users\kamil\Documents\Capture frgggcv2.PNG]
Figure 4. Developed system for Implementing LBP and LBP-CRT.
Figure 4 displays the recognition time and Error Equal Rate (EER) accuracy when the images were texted on LBP-CRT approaches. 
4. Result and Discussion

The developed system trained on FRGCv2 datasets and it indicates that the developed system has better performance for testing time on different images as shown in Table 4.1which illustrates the testing time measured in seconds together with images. 





Table 4.1: Test of LBP-CRT on FRGCv2 Dataset
	
Images
	Testing Sample (LBP-CRT Model on FRGCv2 Dataset)
	Images
	Testing Sample (LBP-CRT Model on FRGCv2 dataset)

	1
	0.0532sec
	11
	0.0582sec

	2
	0.0573sec
	12
	0.0588sec

	3
	0.0581sec
	13
	0.0592sec

	4
	0.0610sec
	14
	0.0631sec

	5
	0.0635sec
	15
	0.0644sec

	6
	0.0657sec
	16
	0.0651sec

	7
	0.0711sec
	17
	0.0736sec

	8
	0.0732sec
	18
	0.0744sec

	9
	0.0741sec
	19
	0.0752sec

	1	      10           
	       0.0781sec                  
	00.2          20
	                0.0783sec



Furthermore, Table 1 shows the testing time for each image that was investigated and findings show that the developed system generates less time on the FRGCv2 dataset. In comparison with existing literature, Table 2 display the comparison of the developed system with existing system



Table 2: Comparing the Proposed LBPCRT Testing Time with Related Studies
	Author (Years)
	Title
	Training Time (seconds) FRGCv2 Database
	




	Laurine etal.,  (2023)
	Developed Local Binary Pattern with PCA for Single Morphing Attack Detection
	1.762sec
	

	Iman and Bahja (2023)
	Proposed Generating and Detecting Face Morphing Using Texture Technique 
	0.932sec
	

	Developed LBP-CRT model for face morphing Detection
	
Enhanced Face Morphing Detection using LBP-CRT
	0.3520 sec
	



The FRGCv2 database was employed as the standard database and the result has shown that LBP-CRT on FRGCv2 databases gained a reduction in computational time of 0.3520sec. Table 3 shows the accuracy and detection error for face morphing detection 
Table 2: Result Obtained from the Accuracy Detection System

	Dataset
	FRGCv2 Dataset

	No of Images
	120

	Accuracy
	98%

	FAR
	0.9%

	FRR
	1.2%



5. CONCLUSION
An enhanced face morphing attack recognition system using Local Binary Pattern and Chinese Reminder Theorem was proposed in this paper. The result obtained indicates that the developed system outperforms the existing work in term of computational time accuracy. The design and implementation using Python shows the relevance of proposed model compared to the existing techniques. FRGCv2 dataset were trained and tested to determine the effect of CRT on computational time of LBP for face morphing attack recognition. Testing, Error Equal Rate and Accuracy were used as performance metrics. The experimental result indicates 0.3224sec Average Testing time on FRGCv2 dataset. After analyzing all the results. The overall design is an enhanced face morphing recognition that operates efficiently in terms of high speed, reliability and efficient recognition accuracy
Contributions to Knowledge 
The research also provided an enhanced face morphing recognition utilizing the developed model to reduce the error accuracy and increase the speed of the system.
The work also designed a face morphing recognition scheme using the general-purpose programming language Python and It thus developed an enhanced Face Morphing Recognition that is speed efficient, fast, reliable and has low error accuracy. 
Future Work and Recommendation
This work focused on minimizing error accuracy and providing high speed in face morphing recognition. However, several future research efforts could focus on the following areas for further improvement:
(i) Applying geometric and appearance-based features together and expanding the work with deep learning methods to increase the classification performance of face morphing recognition.
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