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Preface

Ambient intelligence (AmI) represents a cutting-edge paradigm in computing and arti-
ficial intelligence that aims to create an interconnected, adaptive and unobtrusive envi-
ronment that seamlessly integrates technology into our daily lives. The core idea of AmI
is to build intelligent environments capable of sensing, understanding and responding to
human needs, preferences and behaviors without the need for explicit user commands.
This technology envisions a world in which diverse devices, sensors and systems work
together intelligently, creating a harmonious, context-aware ecosystem that enhances
our overall experience and well-being.

Themain application areas of ambient intelligence are diverse and far-reaching, span-
ning numerous sectors. In health care, ambient intelligence can revolutionize patient care
by monitoring vital signs, detecting abnormalities and providing personalized medical
care. In smart homes, AmI technologies can self-manage household tasks, adjust light-
ing and temperature according to user preferences and enhance security through smart
surveillance systems. In addition, AmI has applications in retail, entertainment, edu-
cation and many other sectors, all aimed at creating seamless, intuitive and efficient
human–technology interaction.

In this regard, ISAmI is the International Symposium on Ambient Intelligence, which
seeks to bring together scientists working in all areas related to AmI, as can be seen in
the articles included in the conference. This year, we are proud to tell that ISAmI is in its
14th edition, including several papers focused on the different key aspects of the AmI.
Among others, interested researchers can find works on the recognition of emotions and
life conditions; smart applications for improving people’s quality of life and safety; AmI
for smart cities and territories; research in distributed architectures in AmI scenarios; as
well as advances in data semantics, data organization and data privacy.

In total, 23 articles for the main track and 4 for the doctoral consortium have been
selected from a total of 51 submissions (44 for the main track and 7 for the doctoral con-
sortium) frommany different countries (Japan, Italy, India, Nigeria, Lithuania, Ecuador,
UAE, Palestine, Burkina Faso, Senegal, Cameroon, Spain and Portugal).

As in previous editions, there are special issues in JCR-ranked journals such as Sen-
sors; Electronics; Systems; as well as Advances in Distributed Computing and Artificial
Intelligence Journal.

The symposium is organized by the Universidade do Minho (Portugal), the Univer-
sitat Politècnica de València (Spain), the University of Granada (Spain), the National
Institute of Informatics (Japan), the Instituto Superior de Engenharia do Porto (Portugal)
and the Universidad de Salamanca (Spain). The present edition was hosted by the LASI
and Centro Algoritmi of the University of Minho in Guimarães, Portugal, from July 12
to 14, 2023.

We would like to thank all colleagues who submitted their research, all the members
of the Program Committee for their work, and the sponsors (AIR institute and Câmara
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Municipal de Guimarães) for their support. Without their efforts, it would have been
impossible to put together such an interesting and actual program.

Finally, we appreciate the efforts of local organizers, for hosting and organizing these
events, without which ISAmI could not have taken place.

Paulo Novais
Vicente Julián

Miguel J. Hornos
Ichiro Satoh

Davide Carneiro
João Carneiro

Ricardo S. Alonso
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Sharing Human Seeing and Hearing and Their
Annotated Portfolio

Risa Kimura(B) and Tatsuo Nakajima

Department of Computer Science and Engineering, Waseda University, Tokyo, Japan
{risa.kimura,tatsuo}@dcl.cs.waseda.ac.jp

Abstract. The paper describes the use of an annotated portfolio for extracting
their possibilities and challenges from “CollectiveEyes and CollectiveEars” to
document abstract features of these digital platforms that are meant to engage
human visual and auditory perception. This proposed annotated portfolio offers
two different perspectives: the sociomateriality perspective and the pleasurability
perspective. After introducing the background of our approach and providing an
overview of CollectiveEyes and CollectiveEars, we present their annotations and
the process to document them. Additionally, we share some early experiences
with these annotations, which were used to analyze the platforms. These experi-
ences demonstrate that this approach effectively highlights the abstract qualita-
tive properties of the platforms, thereby facilitating the identification of potential
opportunities for their future refinements.

Keywords: Material Aspects · Sharing Human Seeing and Hearing · Annotated
Portfolio · Sociolmateriality · Pleasures

1 Introduction

In recent decades, research on digital technology has mainly focused on utilitarian
advancements that prioritize functionality and practicality. However, there is growing
concern about the limitations of this heavily utilitarian approach. Some researchers in the
design-oriented human-computer interaction community argue that an excessive focus
on utilitarian aspectsmay hinder efforts to understand the complex relationships between
humans and technology, as well as how human experiences are shaped by technology.
This overemphasis on practicality has raised questions about considering broader issues
in the relationship between research and design. To address these concerns, innova-
tive digital technologies have given rise to designerly approaches, encouraging human-
computer interaction researchers to actively engage in design practices, exploring digital
artifacts within real-world contexts [15]. Through this practical process, they gain new
insights into domain use cases and design perspectives that go beyondmere functionality
and utility. To bridge the gap and disseminate the knowledge acquired through the design
of such artifacts, several proposals have been introduced to document the findings [6,
13]. One promising approach is the use of annotated portfolios [1, 4], which effectively
captures the knowledge gained from the design of artifacts.

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023
P. Novais et al. (Eds.): ISAmI 2023, LNNS 770, pp. 3–12, 2023.
https://doi.org/10.1007/978-3-031-43461-7_1
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4 R. Kimura and T. Nakajima

This paper introduces annotated portfolios designed for digital platforms that cater
to human senses - vision and hearing. These portfolios incorporate insights from two
distinct disciplines to develop a structured annotation method. One discipline is the “so-
ciomateriality” approach, which examines the interactions between humans and non-
human on an equal level [11, 12]. Another discipline is the “four pleasures” approach,
which goes beyond a rationalist perspective to design the non-functional pleasurable
aspects of digital artifacts [7]. After providing the background of our approach, we
present the annotations and explain how these two disciplines contribute to their spec-
ification. Furthermore, we share early experiences with these annotations in analyzing
the platforms. These experiences demonstrate how the approach effectively highlights
the platforms’ essential properties, allowing for the identification and exploration of
potential opportunities for their future refinements.

As modern digital platforms for smart space services become increasingly complex,
it is crucial to understand their basic features and to refine and incorporate new require-
ments for the future. The abstract descriptive power of the annotations represented by the
annotated portfolio method has proven promising for analyzing digital platforms and
investigating a variety of complex issues among stakeholders with diverse expertise.
These annotations are a powerful means to shed light on the complex interrelationships
and requirements of digital platforms. As platforms evolve, new features and require-
ments are likely to be added. The annotations allow for a clear understanding of these
requirements and the ability to effectively manage the evolution of the platform. The
annotations can also be a useful tool when stakeholders with different expertise collabo-
ratively explore a platform.The power of their abstract description enables the integration
of the different perspectives of experts and users to gain insights into the operation and
improvement of the platform. Furthermore, the annotations are important not only for
analyzing the platform, but also for refining and incorporating new requirements for the
future.As new technologies and usage scenariosmay emerge, a flexible and sophisticated
approach to the fundamental characteristics of the platform is required. The annotations
allow new requirements to be understood quickly and appropriate improvements to be
implemented. The abstract descriptive power of the annotations can be a very useful tool
in understanding and improving digital platforms. Proactive use of the annotations in
investigating complex issues and incorporating new requirements will contribute to the
development of future smart space services. By leveraging the potential of the annotated
portfolio method, we can ensure that digital platforms continue to evolve and meet the
changing needs of users and stakeholders in the smart space environment.

2 Annotated Portfolio, Sociomateriality and Pleasures

Gaver and Bowers developed the annotated portfolio as a method to express novel
knowledge acquired from research-oriented design practices [4]. This approach serves
as a means to uncover the similarities and distinctions within a collection of artifacts [1].
Originally, the concept of this method involved selecting a set of artifacts, identifying
suitable representations, and combining these representations with concise textual and
pictorial annotations. Ultimately, the annotated portfolio serves as a methodology for
publicly communicating extracted insights and knowledge.
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The annotated portfolio method has been the subject of several previous studies [2,
5]. In [2], the authors extended the original concept of the annotated portfolio method
to encompass designs for new domains. Another study demonstrated this extension by
creating an annotated portfolio of Research through Design artifacts inquiries, specifi-
cally from the postphenomenological perspective [5], where Research through Design
is a discipline that expands design practices and processes to generate new knowledge
[15]. Design Exposès [3] employs an annotated portfolio method to extract knowledge.
In the approach, a deliberate decision was made to omit the specified “value” layer in
the reflection part. The primary emphasis of Design Exposès is on the “utility” aspect
of the object, rather than assessing the specific value of the object.

Sociomateriality explores the interconnectedness of technology and society, seek-
ing to comprehend how the social and material aspects are inextricably intertwined in
everyday life. This perspective often employs the term “material” instead of “nonhu-
man” to refer to the tangible elements of this entanglement. It has emerged from various
perspectives and discussions about technology, technology-in-use, and sociomateriality,
all of which have contributed to its foundation [12, 14]. Sociomateriality is a perspec-
tive that emphasizes concrete practices integrating materiality with institutions, norms,
discourse, culture, and other social phenomena. This approach is invaluable in under-
standing how nonhuman elements influence human attitudes and behaviors by focusing
on the relationship between humans and technology. By exploring the interaction of
human and nonhuman elements, sociomateriality allows for a deeper understanding of
the complex interactions between humans and technology. This perspective is particu-
larly relevant in today’s technologically advanced world, where the influence of tech-
nology on human behavior and society is ever-increasing. Through sociomateriality, we
gain insights into the intricate dynamics that shape human-technology relationships and
how these interactions impact various aspects of our lives.

The pleasure that users derive from using goods and services is often based on the
perceived benefits they provide. However, there is a need for a new approach to designing
products and services from a deeper perspective thanmere functional efficiency and ease
of use. To provide such a perspective, Jordan introduces a framework that encompasses
four types of pleasures that should be considered in the design of goods and services
[7]. These pleasure categories are physio-pleasures, socio-pleasures, psych-pleasures,
and ideo-pleasures. Physio-pleasure is derived from bodily sensations, including tactile
and olfactory experiences related to goods and services. As socio-pleasure, enjoyment
arises from social interactions and the status or identity that goods and services confer
in social situations. Psycho-pleasure is of a mental nature, encompassing cognitive and
emotional responses to goods and services. Finally, in ideo-pleasure, involves pleasure
rooted in collective values, where goods and services reflect personal values, such as
environmental consciousness or sustainable living. Each of these pleasure categories
represents a unique and conceptual aspect of the user experience, providing a multi-
faceted pleasure that is not merely functional. Incorporating these pleasure elements in
the design of products and services has the potential to create a more satisfying user
experience.
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3 Using Annotated Portfolio for Analyzing Digital Platforms
for Sharing Human Seeing and Hearing

3.1 CollectiveEyes and CollectiveEars

Fig. 1. CollectiveEyes and CollectiveEars

The digital platforms, CollectiveEyes and CollectiveEars, are centered around the
collaborative sharing of specific human physical body parts, namely, eyes and ears, as
depicted in Fig. 1.

CollectiveEyes [8] is a platform designed to capture and share collective human
eyesight. The platform assumes that a user is equipped with a wearable display device,
typically wearable glasses which equip cameras and microphones, allowing them to
capture what they see and hear at any time and location. It enabling users to offer
the ability to share some aspects of their visual perception with others. As wearable
technology advances, the concept of virtually renting out body parts may become a
reality. The CollectiveEyes platform uses a head-mounted display with a built-in camera
and microphone positioned in front of it. Users can switch their own eyesight to view the
current eyesight of others through their head-mounted displays. Additionally, they can
viewmultiple users’ eyesights simultaneously in a 3Dvirtual space, projecting themonto
their HMDs. The platform facilitates searching for specific eyesights based on keywords
and locations.

CollectiveEars is a digital platform designed to facilitate the sharing of a diverse col-
lection of audio experiences, allowing users to listen to what others are currently hearing,
thereby enriching their imagination of the world around them [9]. In the fast-paced and
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stressful modern urban life, we often overlook various essential aspects that contribute
to our well-being, such as connecting with nature or envisioning future possibilities. By
capturing and sharing various sounds from around the world, CollectiveEars opens up
new opportunities for us to appreciate the diversity of our world and expand our chances
to experience it more fully. CollectiveEars gathers sounds heard by people worldwide,
which users can then listen to. These sounds are positioned in a 3D sound space around
the user and presented simultaneously. To interact with the platform, users can employ
a novel method called “theme channels”. This interaction technique allows users to
select multiple sounds from the database, much like changing TV channels, using head
gestures. Additionally, CollectiveEars implements a sound focusing function, enabling
users to hear sounds more clearly by tilting their heads in the direction of interest.

3.2 Annotation Process

Developing digital platforms like CollectiveEyes and CollectiveEars comes with the
challenge that their specific requirements and potential opportunities might not be clear
until they are designed. As a result, an iterative approach involving designing, prototyp-
ing, and evaluating these platforms is crucial for refining or specializing them. However,
traditional methods for developing and evaluating prototypes can be costly. To address
these challenges, there is a need for a more efficient tool that can quickly reveal the
possibilities and challenges of these platforms in a simple and cost-effective manner.
As a solution, we proposed a novel annotation strategy to create annotation portfolios,
which can effectively exploit and unveil the untapped opportunities of digital platforms.
This annotation method offers visually structured annotations, facilitating the identifica-
tion of diverse unexplored design aspects. The annotated portfolio serves to broaden the
participants’ perspectives in a participatory design process. To explore the abstract qual-
itative features of digital platforms, our annotation strategy for creating the annotated
portfolio adopts two perspectives, one is representing the human aspect and the other
is the nonhuman or material aspect of these platforms. By employing these two aspects
also from the utilitarian perspective, we aim to gain deeper insights into the possibilities
and challenges posed by these innovative digital platforms.

The first step in the process involves sociomateriality [12, 14], which prompts us
to consider both human and nonhuman aspects. In this approach, we classify annota-
tions into two categories: domain annotations and interaction annotations. The domain
annotations, labeled as “Domain”, encompass a set of fundamental items aimed at iden-
tifying domain use cases and defining the target goals of the platforms. On the other
hand, the interaction annotations, labeled as “Interaction”, consist of a set of basic
items that describe the interaction methods the platforms offer to engage with users. An
essential contribution of our strategy is explicitly introducing both perspectives, human
and non-human, in our structural annotation approach. By doing so, we can effectively
capture and highlight the interconnectedness between these perspectives, leading to a
comprehensive understanding of the digital platforms’ potential and capabilities.

In our annotation method, in the second step of the process, we also adopt the four
pleasures to exploit the non-utilitarian perspective as described in Sect. 2. For our digital
platforms, it is crucial to describe abstract values from both human and nonhuman
visual and auditory perspectives. By investigating the potential values offered by digital
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platforms based on the domain and interaction annotations, we can categorize them into
the four pleasures and present them as annotations, referred to as the pleasure annotation.

The pleasure annotation is divided into two categories. One is the material side and
the other is the human side. In Fig. 2 and Fig. 3, the left parts in the annotations represent
the pleasure annotations on the material side, located below the interaction annotation.
Conversely, the right parts of the annotations display the pleasure annotations on the
human side, positioned under the domain annotation. To enhance visual clarity, material
side annotations are emphasized in the red color, and human side annotations are denoted
in the green color.Additionally, specific pleasure annotations are assigned distinct colors’
texts, facilitating quick and easy identification.

3.3 Using Annotations for Demonstrating the Analysis of Digital Platforms
for Sharing Human Seeing and Hearing

Fig. 2. Annotations for CollectiveEyes

Figure 2 illustrates the annotations for CollectiveEyes, while Fig. 3 displays the
annotations for CollectiveEars. The pleasure annotation on the material side reveals
the essential features offered by each platform. In the material perspective, psycho-
pleasure represents the platform’s features that cater to individual users. For instance,
in CollectiveEyes, the feature “Diverse View Presentation” enables the presentation of
multiple eye sights in a virtual space. On the other hand, socio-pleasure in the material
perspective represents features related tomultiple users. For example, in CollectiveEyes,
the feature “Diverse Human Seeing Collection” allows the collection of people’s current
eye sights. Ideo-pleasure in the material perspective encompasses features that resonate
with the collective users of the platforms. For example, in CollectiveEyes, the property
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Fig. 3. Annotations for CollectiveEars

of “Defamiliarization” empowers all users [8]. Lastly, physio-pleasure in the material
perspective represents the core abstract objects offered by the platforms. For instance, in
CollectiveEyes, the feature “View Classification with Location” enables users to select
eye sights presented in a virtual space simultaneously.

The pleasure annotation on the human side reflects the user experience provided by
the platforms. Psycho-pleasure in the human perspective represents the individual user’s
experience. For example, in CollectiveEars, “Experiencing Diverse Human Hearing”
signifies that the platform offers a wide range of human auditory experiences captured
from various locations worldwide. Socio-pleasure in the human perspective represents
the social user experience. For instance, in both platforms, “Feeling Diverse Culture”
indicates that the platforms enable users to immerse themselves in diverse cultural atmo-
spheres worldwide through human visual and auditory perspectives. Ideo-pleasure in the
human perspective pertains to the collective user experience within the platforms [8].
For example, in CollectiveEyes, the annotation “Enhancing Thinking Abilities” signi-
fies the platform’s ability to encourage users to think critically by comparing multiple
human visual perspectives. Physio-pleasure in the human perspective represents a user’s
physical experience. Currently, there are no items in this category in the annotations.
However, the absence of items in this category presents new opportunities to explore
potential physical experiences for users within the platforms.

3.4 Four Takeaways

Based on the annotations presented in Fig. 2 and Fig. 3, there following four key points
that deserve attention to showcase the merits we discovered during the creation of these
annotations. This highlights the effectiveness of our annotation strategy in revealing
the potential opportunities and challenges of CollectiveEyes and CollectiveEars. The
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current investigation of the annotations is still ad-hoc, and we need to explore new ways
to extract more opportunities in a more systematic manner.

1) The four pleasures framework provides an opportunity to explore concealed aspects
in our design process. For instance, during the first development of the platforms,
we may not have placed strong emphasis on socio-pleasures. Our study’s discovery
prompted us to recognize the importance of exploiting socio-pleasures. We real-
ized that incorporating collective visual and auditory perspectives could create new
opportunities. When users feel that others also share the same visual or auditory
experiences, a sense of closeness and connection is fostered. This aspect highlights
the potential for enhancing the social experience within the platforms.

2) It is instructive to compare annotations across platforms. For example, CollectiveEyes
prioritized the “Experiencing Others” annotation, which aims to provide users with
a sense of becoming other through design. Conversely, CollectiveEars did not firstly
focus on this particular annotation. While considering the annotation, we thought
that it might be difficult to achieve the “Experiencing Others” annotation in Col-
lectiveEars. As a result, however, we discovered the possibility of “Feeling Others”
annotation, a newly discovered opportunity in the CollectiveEars design process that
opens up new possibilities for improving the user experience.

3) The limited number of domain annotations for CollectiveEars suggests that during the
platform’s design phase, several domain use caseswere initially considered.However,
after the creation of CollectiveEyes, the designers became intrigued by the concept
of collectively sharing human hearing experiences with a group of people. As a
result, CollectiveEars was developed by extracting interaction methods and creating
scenarios in various situations [9]. The fact that only a few items are included in
the domain annotation highlights the opportunity to explore and find more fun in
order to discover new domain use cases for CollectiveEars. Therefore, our focus was
specifically on video pleasure to uncover newpossibilities. The insights obtained from
this study were integrated into the refined design of Artful CollectiveEars, where its
aims ate to provide an artistic sound presentation [10].

4) Currently, the annotations do not include physio-pleasure from a human perspective.
This is because both CollectiveEyes and CollectiveEars do not manipulate human’s
physical eyes and ears, and eliminate the need for physical movement to access
others’ current visual and auditory experiences.However, integrating physio-pleasure
presents a promising opportunity to enhance human well-being. People’s physical
movement is an essential aspect to achieve a happy society, and providing location
information of others’ current visual and auditory perspectivesmight encourage users
to explore what others are experiencing, especially when the locations are relatively
close. These findings indicate that annotations can play a vital role in recognizing
new opportunities to foster richer user experiences.

4 Conclusions

Our approach emphasizes the importance of adopting a hedonic perspective to effec-
tively explore potential opportunities for digital platforms. While traditional approaches
focus on the human experience through human-centered design, which is valuable for
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developing improved digital platforms, they may not fully capture the impact of each
aspect within the platform on the overall user experience. In contrast, our platforms,
CollectiveEyes and CollectiveEars, provide a diverse range of user experiences, which
in turn, enhances human thinking skills and opens up new opportunities. Throughout
the process of creating annotations for both CollectiveEyes and CollectiveEars, we rec-
ognized the significance of the hedonic perspective that these digital platforms offer,
considering both human and non-human perspectives. This understanding has unveiled
novel opportunities and possibilities within these digital platforms. By embracing this
hedonic perspective, we can better leverage the material aspect of human visual and
auditory experiences to extract new opportunities and enhance the overall potential of
these platforms.
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Abstract. Internet of things (IoT) is a highly-demand technological sector that
can be applied to most of our life aspects, such as home, work, transportation,
health, education and other important areas. At the same time, its heterogeneous
nature, dynamism, intelligence, and mobility makes it vulnerable and unsafe in
terms of security and privacy. Finding complete answers to the existing security
and privacy concerns is a very challenging task for security experts due to the
variety of platforms where the IoT is available. This paper demonstrates the major
and critical challenges that facing developers through their journey of building
and developing solutions for IoT-based systems (IoTSs). Developers are among
the key players who directly engage with the IoTSs, along with manufacturers and
users. Consequently, the goal of our study is to shed light on the main difficulties
that developers have while attempting to manage the aspects related to security
and privacy when they create and develop an IoTS.

Keywords: Internet of Things (IoT) · Security · Privacy · Developers

1 Introduction

The Internet of Things (IoT) is vying to become one of the information and communica-
tions technology (ICT) landscape’s most prominent paradigms. The concept of integrat-
ing computing and communication capabilities into everyday objects or things encour-
ages the creation of a wide range of solutions that might be applied in different scenarios
like healthcare, smart homes, transportation systems, agriculture, industry, and tourism,
to name only a few of them [1, 2]. Those great examples of IoT benefited from the latest
advancements in technology, which offered a smart and intelligent sensor network to be
used for collecting and transmitting data constantly over the internet for further analysis
[3, 4].

Furthermore, IoT has profoundly revolutionized how information technology and
communication environment operate [1]. However, it is still a developing and increasing
paradigm. A recent research in privacy and security reveals there is limited unification
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and integration of security and privacy into IoT, which may hinder user acceptance of
the technology, due to concerns about the exposure of personal data [1].

Moreover, according to other study [5], security is among the most important prob-
lems and concerns in the IoT ecosystem that must be addressed and should be given top
attention for many present and future IoT applications. Furthermore, enforcing secu-
rity regulations and creating proper security standards for IoT have become not only
a crucial issue but also a responsibility, given that main elements of the IoT network
are essentially resource-constrained devices it terms of computation, power, memory,
and bandwidth. Unfortunately, there is not an exhaustive list of specifications for an IoT
security architecture that fully meets every demand of an IoT system [6, 7], making it
extremely difficult to implement IoT applications and services in a safe, reliable, and
scalable manner [8].

Additionally, other important factors including high performance, low power con-
sumption, resistance to assaults, tampering with the data, and end-to-end security are
used and considered to design and create security and privacy strategies for IoTSs [3].

Studying and investigating security and privacy challenges, difficulties and pain
points of developing a safe IoTS can be done from different angles or viewpoints corre-
sponding to different types of actors: (i) IoT device manufacturer; (ii) IoTS users; and
(iii) IoTS developers. This study is mainly focusing on the developers’ perspective. As a
result, we will summarize the main challenges related to IoT privacy and security facing
by IoTS developers, highlighting some of the top skills the developers should have, and
the countermeasures for the attacks.

The rest of this paper is structured as follows: Sect. 2 briefly sketches out the back-
ground of the topic addressed. Section 3 talks about IoTS developers and the required
skills for them. Section 4 presents our proposal and recommendations extracted from
the analysis carried out. Finally, Sect. 5 outlines the conclusions and future work.

2 Background

Despite the spread of IoTSs across a range of industries, from embedded systems to
smart homes, there has not been a thorough research to comprehend IoTS development
issues from the point of view of developers [9, 10]. For that reason, many scholars started
to study how to tackle with security and privacy concerns during the development of
IoTSs. For instance, Macedo et al. [11] emphasized how crucial it is to follow a security
by design approach to protect an IoTS. They also focused on having a holistic security
approach in order to safeguard IoT building blocks.Moreover, they found that there is not
a clear architecture that considers security and privacy while developing IoTS security
solutions. Another important work has been done by Javed et al. [5], who examined
applications of IoTSs, their potential in the future, and their biggest obstacles, to provide
designers and developerswith design considerations thatwill result in security by default.
That study concludes that IoTS embedded security can increase the effectiveness of the
security mechanisms and make control transparent to the end user. Moreover, embedded
security offers increased performance, dependability, and cost.

Other scholars stressed on following the security by design approach for the devel-
opment of IoTSs, such as Corno et al. [12], who firmly think that it is the greatest method
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to increase the reliability of every software system. Moreover, they stated that funda-
mental security concepts must be in the thoughts of programmers from the start of the
development cycle. Consequently, the demand for more skilled and knowledgeable IoTS
developer will be increased.

Sequeiros et al. [13] talked about the absence of succinct techniques that developers
may use to address key security vulnerabilities. Besides, there is no integration between
different solutions and approaches that used to solve some security vulnerabilities.

For those reasons, our study intends to discuss security and privacy challenges and
difficulties to be addressed in IoTSs, as well as skills required for developers building
quality IoTSs.

3 Existing Techniques to Achieve Security and Privacy in IoTSs

Nowadays, an increasing number of IoTSs are being created and put into operation on
open networks, without implementing proper security. A tiny user research indicated
that inexperienced IoT programmers in particular had a tendency to ignore security risks
[14]. For example, Arduino, due to its open-source design and user-friendly interface, it
is nowwidely used by hobbyists and inexperienced programmers, particularly to develop
IoTSs.

As many developers begin working on IoT platforms without having a thorough
understanding of the most important security concepts in ICTs, there is a huge propa-
gation of insecure IoT devices. As a result, IoT applications used at the open networks,
which are frequently publicly accessible on GitHub (or other code-sharing sites), can
be downloaded and used by novice users as well as other developers, spreading these
vulnerabilities to other projects [15].

Programming Skills. Developer skills needed to design and implement IoTSs ranging
from standard programming skills, like any other software developer, to the advanced
and broad skills in different areas of IoTS development. Corneliu et al. [16] discovered
that most application developers have had training in either web development or mobile
development. Some of those developers tend to believe that their expertise would be
immediately transferable to IoTS development [16]. This is not actually the case, since
there are a number of very specific features of IoTSs that are usually not addressed
when developing a mobile or web system. Along with being embedded, IoT devices and
gateways also have highly distributed architectures, which have unique needs. Therefore,
developers need training and expertise not only inweb andmobile software development,
but also in other important areas of software development, including embedded and cloud
systems, in order to create safe and secure IoTSs. Moreover, distributed programming
abilities are essential due to the ubiquitous nature of IoT devices [16].

Robust Cloud-Based Systems. Some researchers considered that appropriately using
cloud-based IoT platforms, such as Amazon Web Services (AWS), should increase
robustness and provide easier to implement, maintain and deploy back ends. But, even
while such a platform could be secure on its own [17], inexperienced developers might
have neglected to close some security holes that could be exploited by unauthorized users
[12]. Therefore, in their opinion, the greatest technique to increase the dependability of
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every system is security by design. To do this, programmers must start the development
cycle with an understanding of the fundamental security concepts.

Security by Design. Macedo et al. [11] emphasized how crucial it is to take a holistic
approach to security in order to safeguard IoT building blocks and provide security by
design. They stressed there is a lack of a well-defined architecture that takes security
into account and may be used as a model for creating IoT security solutions. Javed
et al. [5] look at security by design as an architecture built on the foundation of safe
hardware, secure software, and secure communications. Moreover, security by design
must be achieved by designers and developers in order to provide protection, save costs,
and increase performance and dependability.

Privacy Concerns. A key accusation against IoTSs might be privacy infringement,
due to the risk that IoTSs cause to the privacy of personal data. When users learn about
the information that has been gathered about them, a large portion of them change their
minds about using a system or program. On this account, the development of IoTSs must
also take privacy into consideration. One big obstacle is the lack of developer expertise
about privacy [18]. It is commonly known that software developers focus the majority of
their attention on system functionalities. However, privacy and security concerns, which
are non-functional requirements, are frequently given secondary consideration [18].

Threat Modeling and Attack Modeling. Threat modeling, which is “an established
way of enumerating and categorizing potential security implications for a given technol-
ogy” [19], is another essential competency for developers. It is what enables developers
to properly detect potential security threats during the design process, so that mitigation
techniques can be applied in these early stages of development. Threat modeling should
receive more attention than attack modeling, which is used in the detection of potential
attacks and vulnerability exploitation [13]. Different thread modeling frameworks could
be used, such as STRIDE, LINDDUN, and CORAS [19].

4 Proposal and Recommendations Extracted from the Analysis
Carried Out

As aforementioned, along with the technological infrastructure, the three main pillars
in IoT are manufactures, users, and developers. In addition, it is commonly known
that developers play a key part in creating IoTS solutions that affects our daily life.
Consequently, studying the major obstacles that developers face when they create and
develop solutions is therefore crucial, since doing so will enable them to create more
robust and secure IoTSs.

In this study, we analyzed a number of recent studies that mostly focused on the
developers’ perspective and were concerned with IoT security and privacy issues. Our
analysis of thosepublications draws a comprehensiveview that helps in formulating some
recommendations, which is highly beneficial for IoTS developers and their businesses.
Our recommendations are split into the following parts:

Part 1: General Recommendations. Based on our analysis, there are some immediate
steps to take when developing an IoTS, which are the following ones:
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– Provide instructional materials, such as example code, photos, and drawings, to
developers to help them understand the fundamentals of security and privacy risks
associated to IoTSs and how to prevent them.

– It is essential to shed the light on the core privacy and security issues related to
IoTSs and help developers to understand them. Since most developers focus on func-
tional requirements, they tend to neglect the non-functional ones, such as privacy and
security.

– Theheterogeneous nature of IoTSsmakes it difficult to implement once solution for all
cases. Developers must therefore thoroughly analyze the similarities and differences
between each project before implementing their solutions.

– Novice developers should be closely work with senior ones, continuously discuss
and share their ideas before being using any IoTS sample codes from open-source
websites, as such code snippets could be vulnerable to attacks.

– Providing developers with regular and concise security recommendations and
assistance both before starting and throughout the project.

– Keeping developers informed about new security flaws affecting the hardware they
are using, as well as security fixes and upgrades.

– Developers should not be the only ones making the decision on which cloud platform
to use for the development of a given IoTS. As a number of these platforms, like
Google, Windows Azure, and Amazon, may be used currently, the attributes of each
platform should be carefully compared in a complete project study.

– Developers should be given a detailed explanation of the primary security features
in the selected cloud platform (e.g., Google, Windows Azure, or Amazon), and the
correct usage and implementation of those features should bemonitored and evaluated
after the project conclusion.

Part 2: Challenges and Practical Recommendations. An Increased security issues
in IoTS will be exacerbated by the non-standardization of IoT technologies with
increased vulnerabilities. The following highlight some critical threats and their practical
countermeasures that developers must be aware of:

Legislation Challenges. Despite the fact that regulations cannot guarantee the secure
use of IoT data, it can reimburse for the destruction caused by data exploitation. The
General Data Protection Regulation (GDPR) [20] andHIPPA [21] are only two examples
of the efforts done by many countries to protect users’ data. Therefore, app developers
must follow such regulations while providing features to IoTS such as blood pressure,
and other health insights [22].

Protecting the Device from Unauthorized Access. The use of built-in credentials and
default passwords by the manufacturers is one of the primary security vulnerabilities
popular nowadays. Similarly, developers purposefully leave insecure APIs available
for remote access using default passwords. Thus, employing secure connections and
complex passwords is a smart practice for developers [22]. In addition, developers can
also use single-sign-on mechanisms in certain IoT contexts, so users just need to login
once to utilize different devices. Users no longer need to input numerous passwords in
order to access all resources for which they have access authorization [1]. Moreover,
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IoT API security techniques including tokens, encryption, signatures, gateway limits,
and throttling should be employed to safeguard the integrity of data transit [23].

Weak Application Security. Weak authentication and authorization mechanisms can
lead to, brute force attacks, data leaks, elevated privileges, and data manipulation.
Furthermore, according to the OWASP application security risk score, IoTS that may
accessed through websites are in danger. For example, SQL injections attacks could be
made against IoTS and databases, such asBelkin smart homewhich exploited by security
researchers. In addition, WeMo android app that injected by malicious code to get a full
control (root account) [22]. It’s recommended for developers to use the common authen-
tication techniques such as Role-based access control (RBAC), attribute-based access
control (ABAC), and Authentication and Authorization for Constrained Environments
(ACE) [1]. Moreover, strong authentication mechanisms must be implemented such as
digital certificates, two-factor authentication, and biometrics on a single IoT device [23].

Poor Programming Techniques and Ineffective Software Updates. The authors of
[1] came to the conclusion that the two primary IoTS vulnerabilities are (i) unnecessarily
exposed ports and (ii) poor programming techniques combined with ineffective software
updates capabilities. Consequently, Strong programming practices and the addition of
security componentsmay increase the IoTS’s resilience, taking into account that software
releases do not contain any vulnerabilities like backdoors, root users as prime access
points, and a lack of Secure Socket Layer (SSL) implementation.

Improper Encryption. While it is obvious that encryption can assist to mitigate some
IoTS vulnerabilities listed in [24], complicated cryptographic operations, such those
included in the Advanced Encryption Standard (AES), can cause significant overhead
for resource-constrained IoT devices. As a result, low-power hardware-optimized, ultra-
light weight encryption methods are becoming more popular [1]. IoT PKI security tech-
niques including cryptographic keys, X.509 digital certificates, and life-cycle features
like private/public key creation, revocation, distribution, and administration may greatly
help in ensuring a secure connection between an IoT device and app [23].

Sensor Based Attacks. To protect the devices from threats and assaults based on sen-
sors, and to reduce the misuse of sensor data in applications, developers can adhere to
the recommendations made available by the vendors. Moreover, developers may adhere
to best practices for creating apps, such as using encrypted sensor data, a trusted data
flow channel, and only requesting necessary sensor permissions, etc. [25].

Part 3: Building a Repository Tool. Our proposal is to build a tool considered as a
repository of succinct information, direct actions, and procedures on building secure
IoTSs. This tool would connect developers and manufactures, and allow them to share
their experiences, which would certainly improve the level of security for the intended
IoTS in each case.

The suggested tool is based on the security by design approach that is considered as
a solution for most of IoTS security and privacy issues. This approach is recommend by
most of the studies analyzed [5, 11, 12].

Our suggested tool, considered as a knowledge base that encompasses a huge data
about IoTS devices, their security issues, and countermeasures that should be followed
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by developers. Many studies emphasis on raising developers’ security awareness and
educating them more about security [1, 22]. For instance, developers working on smart
agriculture app. Will be able to find all sensors information, their vulnerabilities and a
practical security details for implementation.

5 Conclusions and Future Work

In this paper, we studied the major difficulties and challenges correlated to security and
privacy that facing developers when addressing the development of IoTSs. In fact, we
have first presented a brief background about how to achieve security and privacy in
IoTSs. Then, we categorized and discussed the key security and privacy aspects from
the perspective of IoTS developers.

In the central part of our analysis, we concluded that security by design should
be pursued during the development of any IoTS to avoid critical security and privacy
issues that may happened in the future, as well as to minimize the additional time and
costs needed to fix security bugs later on. Additionally, a variety of abilities, including
mastering programming, cloud-based systems, threat modeling and attack modeling,
are fundamental for every IoTS developer. Finally, after this analysis, we were able to
provide developers and businesses with a set of recommendations to have more secure
IoTSs.

In our future work, we will go deeper into the primary security and privacy needs
and risks of IoTSs, as well as how IoTS developers should address and approach them.
In addition, we will implement our proposed repository tool to check and validate its
ability to help developers in building more secure IoTSs.
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Abstract. This article proposes and tests an iterative approximation
algorithm to solve underdetermined non-negative linear systems of the
form Ax = b, where A is a binary matrix and all the elements of x and
b are positive, while the system admits an infinite number of solutions.
The algorithm converges (experimentally) to a solution based on the ini-
tial problem configuration, and is characterized by non-negativity and
disaggregation invariance properties. The solution arises from the neces-
sity to address the air transport problem of generating itinerary flows
based on leg flows, and its effectiveness is demonstrated in this article.
The algorithm exhibits positive results in this particular use case and is
also applicable to other similar problems related to flows in areas such
as transportation, migration, or economy.

Keywords: underdetermined non-negative linear systems · flow
disaggregation · air transport

1 Introduction

Air traffic is an essential component of modern transportation and plays a cru-
cial role in the global economic and social landscape. The creation of efficient
itineraries and the management of air traffic flows are vital for ensuring the opti-
mal operation of the aviation industry. However, the planning and management
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of these flows is a complex task due to the indeterminate nature of the problems
that arise in this science.

Data disaggregation is a key aspect of air traffic planning and management.
By disaggregating air traffic flows into different levels, more detailed informa-
tion and valuable insights on traffic patterns can be obtained, allowing for more
informed decision-making and enhancing overall system performance. A major-
ity of air transport-related research typically conducts demand calculations on
the basis of capacity, i.e., the number of seats available on each leg, and the
unconstrained demand for Origin-Destination (OD) pairs [7], alongside other
factors pertinent to air transport challenges like spill and recapture of passen-
gers [2]. Nonetheless, this study do not take into account specific air transport
concepts and approaches the problem in a more comprehensive manner, assum-
ing that only information about real leg passengers is accessible, thereby allowing
the algorithm to be adapted to domains beyond air transportation. This arti-
cle approaches the particular problem of computing itinerary flows based on leg
flows (explained in Sect. 2) which derives in underdetermined non-negative linear
systems.

The article is structured as follows. Section 2 outlines the problem formula-
tion, which serves as the basis for developing the proposed solution. In Sect. 3,
the solution is presented, including the methodology, algorithms, and imple-
mentation details. Section 4 presents a real-world case study to demonstrate the
effectiveness and applicability of the system. In Sect. 5, the main findings of the
research are summarized, and the conclusions are drawn. Additionally, potential
lines for future research are highlighted.

2 Problem Formulation

In this section, the problem of computing itinerary flows based on leg flow data
is presented. This disaggregation issue results in linear equation systems possess-
ing infinite solutions. Initially, the essential concepts required for the problem
formulation will be elucidated, followed by a mathematical exposition of the
problem as a system of equations and an analysis of its properties.

2.1 Flow Graph Definition

To comprehend the problem, it is crucial to define the term flow and the concepts
related to it. As mentioned earlier, such problems predominantly arise in air
transport science; therefore, a simple example based on air transport terminology
will be employed to devise the solution algorithm. A flow can be defined as
a collection of individuals traveling from one point to another. Consequently,
if multiple interconnected points exhibit flows between them, a flow graph is
obtained.
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In air transport concepts, each vertex of the graph is considered an airport.
A graph consisting of four airports is depicted in Fig. 1. Each directed edge in
the graph signifies the passengers traveling on flights between the corresponding
airports. This implies that only four segments are possible for flying, namely bAB ,
bAD, bBC , and bBD. The term “leg” is associated with each of these segments,
and consequently, the flow graph in Fig. 1 is referred to as a “leg graph”.

Fig. 1. Leg graph of 4 interconnected airports, and the 4 legs associated with the
passengers of each leg

Nonetheless, some individuals may desire to travel from point A to C, neces-
sitating traversing two segments of the graph in such instances. The complete
journey of an individual is termed an “itinerary”. Consequently, it is plausible
that the same leg comprises individuals traveling on distinct itineraries (xAB ,
xABC , xABD, xBC , xBD, xAD). When a leg encompasses an itinerary, it will
be denoted as x ⊂ b. Figure 2 serves as an illustration, wherein the legs are
constructed from the itineraries as follows:

– bAB is built with all passengers from xAB , xABC , xABD

– bBC is built with all passengers from xBC , xABC

– bBD is built with all passengers from xBD, xABD

– bAB is built with all passengers from xAD

Finally, the final significant term in air transport demand problems is the
OD, referring to individuals who commence and conclude their itineraries at
identical points. In this case, there are 5 ODs constructed from the itineraries:

– ODAB is built with all passengers from xAB

– ODAC is built with all passengers from xABC

– ODAD is built with all passengers from xAD, xABD

– ODBC is built with all passengers from xBC

– ODBD is built with all passengers from xBD
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Fig. 2. Itinerary graph of 4 interconnected airports, and the 6 possible itineraries asso-
ciated, with feasible passengers values for each itinerary (i.e. when aggregating the
values they match with the leg values)

2.2 Mathematical Description

The aim of the algorithm is to calculate the itinerary values shown in Fig. 2 from
the values of the leg graph in Fig. 1. Itinerary information is more granular than
leg one, which means that by knowing the itinerary graph it is possible to know
the exact leg graph by aggregation, however, for the inverse process it is not the
same.

From this point, the terms “leg” or “itinerary” make reference to “passengers
associated with that leg or itinerary”. Let’s start by defining the vector of known
legs b = (b1, b2, ..., bn) and the unknown itineraries x = (x1, x2, ..., xm). A leg is
composed of different itineraries, and this composition can be defined in terms
of all the itineraries as:

bi = ai1x1 + ai2x2 + ... + aimxm (1)

aij =
{

1 if xj ⊂ bi
0 if xj �⊂ bi

(2)

extended to all the legs the problem is simplified to solving a linear system
of equations:

⎡
⎢⎢⎢⎣

a11 a12 · · · a1m

a21 a22 · · · a2m

...
...

. . .
...

an1 an2 · · · anm

⎤
⎥⎥⎥⎦ ·

⎡
⎢⎢⎢⎣

x1

x2

...
xm

⎤
⎥⎥⎥⎦ =

⎡
⎢⎢⎢⎣

b1
b2
...

bn

⎤
⎥⎥⎥⎦ (3)

An important point here is that for a leg between 2 points A and B (bAB),
there is always a possible itinerary xAB . This leads to two important conclusions.
Firstly, if at least one itinerary with more than one leg exists it is fulfilled that
m > n. Then, the simplest solution to the problem can be found by giving 0
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passengers to all the itineraries with more than one leg so that for the one-leg
itineraries we have: x = b. These two conclusions imply that the linear system
of equations is underdetermined and has infinite solutions.

Finally, it should be taken into account that the system is non-negative
because all coefficients and variables meet the following condition {xj , bi, aij} ≥
0 ∀i, j and that all coefficients aij are constant and defined from the leg graph
to solve the problem.

3 Solution with Weighted Numerical Method

As stated in the previous section the system has infinite solutions. There are
many methods or algorithms designed to find specific solutions to underde-
termined linear systems of equations, but most of them are parametrization
methods [6] or optimization methods of the form minf(x)|Ax = b where f(·)
measures the quality of the candidate solutions [3], for example, the minimum
L∞ solution [1,4] or the minimum norm one [6]. There are also specific algo-
rithms implemented for specific problems like sparse linear systems [3,4,10,12]
or non-negative linear systems [3,5,9,10]

In this case, the system to solve is defined as an underdetermined non-
negative linear system where A is a binary matrix (i.e. its elements are either
0 or 1). The objective is not to look for an exact solution to the algorithm,
instead, the aim is to find a solution that fits better an initial configuration of
the problem; consequently, an iterative algorithm is proposed [4,8,11] to obtain
successive solutions of the form:

Axt = yt | d(yt+1,b) < d(yt,b) (4)

3.1 Initialisation

Continuing with the idea of the previous paragraph, the critical point of this
method is the initialization of the problem. On each iteration t a weight matrix
is going to be used

Ω =

⎡
⎢⎢⎢⎣

ω11 ω12 · · · ω1m

ω21 ω22 · · · ω2m

...
...

. . .
...

ωn1 ωn2 · · · ωnm

⎤
⎥⎥⎥⎦ (5)

Each weight ωij represents the relative importance of the itinerary xj in the
leg yi (i.e. the passengers ratio):

ωij =
xj

yi
(6)

For example, in Fig. 2, ωABC−AB = xABC/yAB = 800/3000 = 0.267. xt

is calculated using yt−1 and Ωt−1. In that way, for x1 there is no previous
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iteration so it is necessary to initialize the problem giving values to x0, where
x0
j > 0 ∀j so that all the values of A, x0, y0, Ω0 are known. With this in mind,

Ω0 must be initialized as close to reality as possible, and the algorithm will
search for a solution with a similar configuration. The definition of x0 depends
on every particular problem and is out of the scope of this article, however,
Sect. 4 shows an example where x0 is a set of itineraries with wrong data that
must be corrected with the algorithm.

3.2 Algorithm

Once the initial configuration is defined, the algorithm can be developed. Let
Fig. 1 serve as an example to illustrate the process, where it is known:

b = (bAB , bAD, bBC , bBD) = (3000, 1000, 2000, 1500) (7)

Now let’s assume that on iteration t we have the xt shown in Fig. 3:

Fig. 3. Example of a possible xt of the problem in Fig. 1

xt = (xt
AB , xt

ABC , xt
ABD, xt

AD, xt
BC , xt

BD)
= (2000, 500, 300, 1100, 1000, 1000)

(8)

And so:

yt = (yt
AB , yt

AD, yt
BC , yt

BD) = (2800, 1100, 1500, 1300) (9)

b − yt = (200,−100, 500, 200) (10)

The logic of the algorithm is as follows: xt
ABC = 500, which represents the

17.8% of yt
AB and 33.3% of yt

BC . Looking at Eq. 10, btAB should be incremented
by 200 and btBC should be incremented by 500. Proportionally to yt

AB , xt
ABC

should be incremented by 0.178 ∗ 200 = 35.6 but proportionally to yt
BC , xt

ABC

should be incremented by 0.333 ∗ 500 = 166.5. Therefore, xt
ABC will increase
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the mean value: xt+1
ABC = xt

ABC + Δxt
ABC = 500 + (166.5 + 35.6)/2 = 601.1.

Generalizing the logic for all the itineraries we have:

xt+1
j = xt

j + Δxt
j (11)

Δxt
j =

(aj � wt
j ) · (b − yt)
aj · aj (12)

where � represents the Hadamard product. The expression Eq. 12 is the core of
the algorithm and is developed in order to use the importance of each itinerary
to adjust the next value. As can be observed, this expression is applied on every
itinerary and depends on Ωt and yt, so that for each iteration it is necessary
to calculate these parameters. By summarizing all calculations and eliminating
vector notation from Eq. 12, the complete algorithm can be expressed as three
successive calculations, each applied to all itineraries, during every iteration:

xt+1
j = xt

j +

∑n
i=1 aijω

t
ij(bi − yt

i)∑n
i=1 aij

(13)

yt+1
i =

m∑
j=1

aijx
t+1
j (14)

ωt+1
ij =

xt+1
j

yt+1
i

(15)

A single expression using only A, b, and xt can also be employed.

xt+1
j = xt

j +

∑n
i=1(aijx

t
j(bi − ∑m

j=1 aijx
t
j)/

∑m
j=1 aijx

t
j)∑n

i=1 aij
(16)

3.3 Properties

Convergence. The convergence is not mathematically demonstrated,
approaching this property is planned for future work. Nevertheless, it has been
tested experimentally with positive results, i.e. in the experiments it is always
fulfilled that d(yt,b) > d(yt+1,b). However, for the moment it is necessary to
implement two stopping conditions for the algorithm, the first one regarding the
minimum error required ξ > 0 (user input) and the other one regarding the
not-convergent possibility; so the algorithm will stop when:

d(yt+1,b) < ξ (17)

or

d(yt,b) < d(yt+1,b) (18)
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Non-negative Solution. An additional noteworthy attribute of the algorithm
is that it obviates the potential negative solutions, as represented by the con-
dition ∃;x, j; |;Ax = b ∧ xj < 0. Specifically, if the solution vector xt is non-
negative (xt

j > 0;∀j), then the subsequent vector xt+1 will always exhibit the
same non-negative property, which is particularly advantageous for the flow prob-
lem. This property can be easily demonstrated by proving that ∀i, j (taking into
account that both yt

i and xt
j are positive):

ωt
ij(bi − yt

i) =
xt
j(bi − yt

i)
yt
i

> −xt
j (19)

This is trivial since solving the inequality yields bi > 0 which is a requirement
of the problem. Then we have:

Δxt
j =

∑n
i=1 aijω

t
ij(bi − yt

i)∑n
i=1 aij

> −xt
j (20)

so from Eq. 11:

Δxt
j = xt+1

j − xt
j > −xt

j (21)

xt+1
j > 0 (22)

Itinerary Disaggregation Invariance. The last property of this algorithm
is the itinerary disaggregation invariance. The process of itinerary disaggrega-
tion involves dividing a given physical itinerary (represented just by the airports
involved) into multiple itineraries that follow the same route (same airports).
Although this approach may appear counterintuitive, its rationale can be elu-
cidated through the context of air transportation. As evidenced by Fig. 2, a
hypothetical scenario may entail the presence of 800 passengers on a specific
itinerary, denoted as xABC . However, in practical situations, such passengers
may be allocated to different airlines while following the same route, thereby
necessitating the creation of separate itineraries for each airline involved, denoted
as xABC1, xABC2, ..., xABCk. This disaggregation process can be repeated for all
itineraries, leading to an expansion in the number of possible itineraries and a
consequent increase in the size of the equation system, represented as A′x′ = b:

⎡
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11 a′

12 · · · a′
1q
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...
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. . .
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n1 a′
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nq

⎤
⎥⎥⎥⎦ ·

⎡
⎢⎢⎢⎣

x′
1

x′
2
...

x′
q

⎤
⎥⎥⎥⎦ =

⎡
⎢⎢⎢⎣

b1
b2
...

bn

⎤
⎥⎥⎥⎦ (23)

with q > m. Itinerary disaggregation invariance means that if A′x′ = b is solved
and x′

t is obtained, then aggregating the solution by physical itineraries yields
the same result xt as solving Ax = b. Specifically, for a given t and j = 1
(indices to be removed for calculation), the itinerary can be disaggregated into
k itineraries with the same path.
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x1 = x′
1 + x′

2 + ... + x′
k (24)

and the weights

ω′
i1 = x′

1/yi

ω′
i2 = x′

2/yi

...
ω′
ik = x′

k/yi

(25)

so

ωi1 =
k∑

p=1

ω′
ip (26)

As they follow the same paths (i.e. are involved in the same legs) is also true
that:

ai1 = a′
ip ∀i, p | p = 1, ..., k (27)

That can be developed:
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(28)

Finally combining Eq. 24 and Eq. 28 the following statement is demonstrated:

x1 + Δx1 = x′
1 + ... + x′

k + Δx′
1 + ... + Δx′

k (29)

4 Application to a Real Case: Data Correction

The present algorithm has been developed and evaluated within the context
of a data correction problem where initially two data sources have been used,
namely SABRE (https://www.sabre.com/), consisting of both itinerary (x0) and

https://www.sabre.com/
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leg data (y0), and OAG (https://www.oag.com/es/), which solely offers leg data.
The leg data is expected to be the same in SABRE and OAG, however, this is not
fulfilled as both sources present errors in the data. Consequently, the correction
problem consists in the study and modification of these three datasets in order
to obtain new itinerary and leg data with the best possible quality. The first
part of the correction process is the comparison of SABRE leg data with that of
OAG (this process is out of the scope of this article), yielding a new leg dataset
(b) but for sure this dataset does not match with the itinerary dataset from
SABRE, so the point here is to adjust the itinerary dataset (x0) to the new leg
dataset (b) using the flow disaggregation algorithm.

The algorithm was applied to all routes between 2010 and 2020, encompass-
ing ≈107 legs and ≈ 4 · 108 itineraries in a pyspark environment (driverCores:
1, driverMemory: 6 GB, driverCPU: Intel(R) Xeon(R) Platinum 8375 CPU
@ 2.90 GHz, executorCores: 4, executorMemory: 8 GB, executorCPU: Intel(R)
Xeon(R) CPU E5-2686 v4 @ 2.30 GHz). With these characteristics, the execu-
tion time for each iteration is around 2 h. The convergence of the algorithm was
assessed using the MAE.

MAE =
1
n

n∑
i=1

|bi − yt
i | (30)

Table 1. MAE of each iteration with real data

Iteration (t) 0 1 2 3 4 5 6 7 8

MAE 152.1 32.2 14.9 8.8 5.8 4.1 3.1 2.4 2.0

The results are shown in Table 1. Before applying the algorithm the average
difference between the new leg dataset (b) and the SABRE leg dataset (y0)
is 152.1 passengers per leg. On every iteration new itinerary (xt) and leg (yt)
datasets are calculated. It is possible to see that on every iteration the solution
is closer to (b), evidencing the experimental convergence of the algorithm.

Furthermore, the proposed algorithm has been tested in systems with no
solutions, as evidenced by the removal of specific itineraries from the problem
by giving them an initial value of 0 in x0) with positive results (y0), being
this possible as the algorithm is applied independently to every itinerary. It is
worth noting, however, that in such cases, the above mentioned properties have
not been demonstrated, and the convergence of yt toward b is unattainable
(although it is not the convergence of yt into b′ �= b), so that results are not
exposed in this article.

5 Conclusion and Future Work

In this study, we present a novel approximation algorithm that is capable of effec-
tively solving underdetermined non-negative linear systems of equations possess-

https://www.oag.com/es/
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ing particular properties. The algorithm has demonstrated satisfactory perfor-
mance in terms of experimental convergence, itinerary disaggregation invariance,
and the production of non-negative solutions. Specifically, the proposed algo-
rithm has been applied in the context of air transportation, yielding favorable
outcomes. Despite these encouraging results, further research is warranted to
identify opportunities for refinement and explore new features of the algorithm.
In particular, a theoretical proof of convergence, study of the algorithm in sys-
tems with no solutions and the application of the algorithm in other contexts
beyond air transportation, would be highly desirable lines for investigation.
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Abstract. Smart cities generate vast amounts of data from various
sources, such as IoT devices, sensors, and monitoring systems. Open
data platforms provide an opportunity for governments, researchers, and
private organizations to access and utilize this data for various purposes.
However, ensuring data privacy is a critical concern in the context of
smart cities and open data platforms. This article investigates the chal-
lenges and privacy issues related to open data platforms in Spain, reviews
existing platforms that can be used for smart city data, and proposes an
adaptation of one such platform to guarantee data security and privacy.
The results demonstrate the feasibility of the proposed approach and its
potential to enhance data privacy in open data platforms.

Keywords: Data Privacy · Open Data · Smart Cities

1 Introduction

Smart cities represent a vision for urban development that seeks to improve
the quality of life for citizens through the efficient use of resources, data-driven
decision-making, and technology integration. One of the critical aspects of smart
cities is the vast amount of data generated from various sources, such as Inter-
net of Things (IoT) devices [1], sensors, and monitoring systems. These data
sources provide essential information that can be used to optimize urban ser-
vices, enhance public safety, and foster sustainable development.

Open data platforms have emerged as a means for governments, researchers,
and private organizations to access and utilize this data for various purposes.
By making data publicly available, open data platforms aim to promote trans-
parency, encourage innovation, and facilitate collaboration between different
stakeholders. Examples of applications that can benefit from open data plat-
forms include urban planning, traffic management, environmental monitoring,
and public service delivery.
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However, ensuring data privacy is a critical concern in the context of smart
cities and open data platforms [2]. With the increasing volume and diversity of
data being collected, the risk of privacy breaches and unauthorized access to
sensitive information becomes more significant. This concern is particularly rel-
evant in countries with strict data protection regulations, such as Spain, which
must comply with the European Union’s General Data Protection Regulation
(GDPR). The GDPR imposes strict requirements on organizations that process
personal data, including the need to obtain consent from individuals, provide
transparent information about data processing activities, and implement appro-
priate security measures to protect data from unauthorized access and breaches.

In this context, it is crucial to analyze the challenges and privacy issues
related to open data platforms in Spain and propose strategies to ensure data
security and privacy while maintaining the benefits of open data sharing. This
article aims to address this challenge by reviewing existing open data platforms
that can be used for smart city data, identifying the privacy issues and potential
risks associated with these platforms, and proposing an adaptation of one such
platform to guarantee data security and privacy.

The first part of the introduction provides an overview of the importance of
data in smart cities and the role of open data platforms in facilitating data shar-
ing and collaboration between different stakeholders. It highlights the potential
benefits of open data platforms, such as promoting transparency, encouraging
innovation, and enabling data-driven decision-making. The second part of the
introduction focuses on the challenges and privacy issues related to open data
platforms, with a particular emphasis on the legal and regulatory context in
Spain. It discusses the GDPR requirements and their implications for organiza-
tions that process personal data in the context of smart cities and open data
platforms.

The third part of the introduction presents the objectives of this article,
which are to analyze the privacy issues related to open data platforms in Spain,
review existing platforms that can be used for smart city data, and propose an
adaptation of one such platform to guarantee data security and privacy. The
article aims to contribute to the ongoing debate on data privacy in smart cities
and provide practical guidance for policymakers, urban planners, and technol-
ogy developers who seek to leverage open data platforms for sustainable urban
development.

The remainder of this article is structured as follows: Sect. 2 provides back-
ground information on data privacy in smart cities and open data platforms,
including a discussion of the challenges and privacy issues associated with these
platforms in Spain. Section 3 presents the proposed approach for adapting an
existing open data platform to ensure data security and privacy, including a
review of available platforms and a description of the chosen platform and its
adaptation. Section 4 discusses the results of the proposed approach, including
an evaluation of the adapted platform’s performance in terms of data privacy
and a comparison with other open data platforms. Section 5 concludes the article
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and suggests future research directions in the area of data privacy and open data
platforms for smart cities.

2 Background

2.1 Data Privacy in Smart Cities

Smart cities leverage a wide array of technologies and data sources to improve
urban services, enhance public safety, and foster sustainable development. IoT
devices, sensors, and monitoring systems play a crucial role in generating valu-
able data that can be utilized to make informed decisions and optimize various
aspects of city life [5]. However, the collection and processing of such data also
raise concerns about data privacy and security, as it may include sensitive infor-
mation about individuals, their activities, and their whereabouts [4].

Data privacy is particularly important in the context of smart cities because
the data being collected often pertains to individuals’ everyday lives, which can
reveal personal habits, preferences, and behaviors [3,7,16]. In addition, the sheer
volume and diversity of data being collected in smart cities increase the risk of
privacy breaches, unauthorized access, and data misuse. As a result, ensuring
data privacy and security is a critical concern for governments, city planners,
and technology developers involved in smart city initiatives [6].

One approach to addressing these privacy concerns is to adopt privacy-by-
design principles, which emphasize the need to incorporate privacy considera-
tions throughout the entire data lifecycle, from collection to storage, process-
ing, and sharing. Privacy-by-design principles advocate for data minimization,
anonymization, and encryption as ways to mitigate the risks associated with
data processing and sharing in smart cities [11].

2.2 Open Data Platforms

Open data platforms are repositories that enable the sharing and dissemination
of data among various stakeholders, such as governments, researchers, private
organizations, and the general public [15]. By making data publicly available,
open data platforms aim to promote transparency, encourage innovation, and
facilitate collaboration between different stakeholders. The use of open data
platforms can lead to the development of new applications and services, enhance
decision-making processes, and ultimately contribute to the improvement of
urban life [8].

However, as mentioned earlier, the sharing of data through open data plat-
forms also raises privacy concerns, especially when the data contains sensi-
tive information about individuals [13,14]. Ensuring data privacy and security
becomes a critical concern when managing open data platforms, as these plat-
forms must strike a balance between promoting data sharing and protecting the
privacy of the individuals whose data is being shared.
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2.3 Privacy Issues and Challenges in Spain

Spain, as a member of the European Union, is subject to the GDPR, which
imposes strict requirements on organizations that process personal data. The
GDPR aims to harmonize data protection laws across the EU and provide indi-
viduals with greater control over their personal data. Key principles of the GDPR
include obtaining consent from individuals before processing their data, provid-
ing transparent information about data processing activities, and implementing
appropriate security measures to protect data from unauthorized access and
breaches.

In the context of smart cities and open data platforms, complying with the
GDPR poses several challenges. First, identifying personal data and obtaining
consent from individuals can be difficult when dealing with large volumes of data
from various sources. Second, ensuring transparency and providing clear infor-
mation about data processing activities can be challenging, given the complexity
and diversity of data processing activities in smart cities. Third, implementing
appropriate security measures to protect data from unauthorized access and
breaches requires continuous monitoring and updating of security protocols and
technologies.

In addition to the GDPR, Spain has its own national data protection laws
and regulations, such as the Organic Law 3/2018 on the Protection of Personal
Data and the Guarantee of Digital Rights (LOPDGDD). The LOPDGDD com-
plements the GDPR and provides additional guidance on specific aspects of
data protection, such as the rights of individuals and the obligations of data
controllers and processors. Ensuring compliance with both the GDPR and the
LOPDGDD is critical for organizations involved in smart city initiatives and
open data platforms in Spain.

Given the complex legal and regulatory landscape, it is essential to analyze
the privacy issues and challenges associated with open data platforms in Spain
and propose strategies to ensure data security and privacy while maintaining the
benefits of open data sharing. This analysis requires a thorough understanding
of the GDPR and LOPDGDD requirements, as well as a comprehensive exami-
nation of the privacy risks and potential threats related to open data platforms
in the context of smart cities.

2.4 Review of Existing Open Data Platforms

There are several open data platforms available that can be used to share and
disseminate smart city data. Some of these platforms are developed and main-
tained by governments or public organizations, while others are provided by pri-
vate companies or research institutions. Examples of open data platforms include
CKAN (Comprehensive Knowledge Archive Network), Socrata, and Data.World,
among others.

CKAN is an open-source data management system that allows users to pub-
lish, share, find, and use datasets. It is widely used by governments and public
organizations worldwide to create open data portals. CKAN provides a range of
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features to ensure data privacy and security, such as data anonymization, access
control, and encryption.

Socrata is a cloud-based open data platform designed for governments and
public organizations. It offers a suite of tools and services to help users pub-
lish, manage, and analyze data, as well as create interactive visualizations and
dashboards. Socrata incorporates privacy-by-design principles and provides fea-
tures to ensure data privacy and security, such as role-based access control, data
redaction, and secure data sharing.

Data.World is a collaborative data platform that allows users to share, dis-
cover, and work with data from various sources. It provides tools for data man-
agement, analysis, and visualization, as well as features to ensure data privacy
and security, such as data access controls, data anonymization, and data encryp-
tion.

In addition to these platforms, there are other open data platforms that can
be used for smart city data [9,12], each with its own set of features, capabilities,
and limitations. The choice of an appropriate open data platform depends on
factors such as the specific requirements of the smart city initiative, the types of
data being collected and shared, and the legal and regulatory context in which
the platform will be used [10].

2.5 Summary

The background section has provided an overview of the importance of data
privacy in smart cities and the challenges associated with ensuring data privacy
and security in the context of open data platforms. It has also discussed the
legal and regulatory landscape in Spain, including the GDPR and LOPDGDD
requirements, and their implications for organizations involved in smart city
initiatives and open data platforms. Finally, the section has presented a review
of existing open data platforms that can be used for smart city data, highlighting
their features, capabilities, and limitations. The next section will propose an
adaptation of one such platform to guarantee data security and privacy in the
context of smart cities and open data platforms in Spain.

3 Proposal

3.1 Enhancing CKAN for Data Privacy and Security

To address the data privacy and security concerns in smart cities and open data
platforms, we propose the development of a CKAN extension that can identify
vulnerabilities and assess the risk of these vulnerabilities through a Key Perfor-
mance Indicator (KPI). This extension aims to enhance the existing features of
CKAN, ensuring that data privacy and security are maintained in accordance
with the GDPR and LOPDGDD requirements.
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3.2 CKAN Extension for Data Privacy and Security Assessment

The proposed CKAN extension will be designed to perform various checks on the
data stored in the platform, as well as to identify potential vulnerabilities and
risks associated with data privacy and security. The extension will incorporate
the following features:

1. Data Anonymization: The extension will automatically detect and anonymize
sensitive personal information in datasets, thereby reducing the risk of data
breaches and ensuring compliance with data protection regulations.

2. Vulnerability Detection: The extension will analyze the datasets and meta-
data stored in the platform, as well as the CKAN instance configuration, to
identify potential vulnerabilities and weaknesses that could compromise data
privacy and security.

3. Risk Assessment: The extension will calculate a KPI for each detected vulner-
ability, which will indicate the severity of the vulnerability and the potential
impact on data privacy and security. This KPI will help prioritize efforts to
address the identified vulnerabilities and implement appropriate mitigation
measures.

4. Reporting and Visualization: The extension will generate reports and visual-
izations of the identified vulnerabilities, their associated KPIs, and the recom-
mended mitigation measures. These reports and visualizations will be easily
accessible to platform administrators, enabling them to monitor the plat-
form’s data privacy and security status and take action as needed.

3.3 Developing a CKAN Extension

CKAN extensions are designed to be easily integrated into any CKAN instance,
enabling the addition of new features, customizations, and improvements to the
platform. Developing a CKAN extension involves the following technical steps:

1. Setting up the development environment: To create a CKAN extension, devel-
opers need to set up a local CKAN instance and install the necessary devel-
opment tools, such as Python, pip, and virtualenv.

2. Creating the extension structure: Developers can use the CKAN Extension
Toolkit (ckanext) to generate the basic structure of the extension, which
includes the configuration files, templates, and static files required for the
extension.

3. Implementing the extension functionality: Developers can write custom
Python code to implement the desired features and functionality of the exten-
sion, such as data anonymization, vulnerability detection, and risk assess-
ment.

4. Registering the extension: Once the extension has been developed and tested,
developers need to register the extension with CKAN by updating the CKAN
configuration file (ckan.ini) to include the extension’s entry points.

5. Deploying the extension: The extension can be installed and activated on a
CKAN instance by using the appropriate package manager (e.g., pip) and
updating the CKAN configuration file to enable the extension.
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3.4 Ease of Integration with CKAN Open Data Portals

The proposed CKAN extension for data privacy and security assessment is
designed to be easily integrated into any CKAN-based open data portal. By
leveraging the extensible architecture of CKAN, the extension can be seamlessly
added to existing CKAN instances without requiring significant modifications to
the platform’s core functionality. This ease of integration ensures that the exten-
sion can be adopted by a wide range of open data portals, helping to enhance
data privacy and security across various smart city initiatives and open data
platforms in Spain and beyond.

4 Results

4.1 Successful Integration of the CKAN Extension

The CKAN extension for data privacy and security assessment has been success-
fully integrated into a CKAN-based open data portal. The integration process
was straightforward and did not require any significant changes to the core func-
tionality of the platform. The extension was installed and activated using the
appropriate package manager and by updating the CKAN configuration file to
enable the extension. The ease of integration demonstrates the extensibility and
flexibility of the CKAN platform in accommodating new features and customiza-
tions.

4.2 Detection of Vulnerabilities and Risks

Upon integration, the extension performed various checks on the datasets stored
in the platform and analyzed the CKAN instance configuration. The extension
successfully detected a range of potential vulnerabilities and weaknesses that
could compromise data privacy and security. Some of the detected vulnerabilities
include:

– Inadequate data anonymization: The extension identified datasets containing
sensitive personal information that had not been sufficiently anonymized,
which posed a risk of data breaches and non-compliance with data protection
regulations.

– Insecure data sharing: The extension detected instances of data sharing with
external parties that lacked proper access controls and encryption, potentially
exposing sensitive information to unauthorized users.

– Weak password policies: The extension discovered that some user accounts
had weak password policies, increasing the likelihood of unauthorized access
and data breaches.

– Outdated software components: The extension identified outdated software
components and libraries used by the CKAN instance, which could contain
known security vulnerabilities and pose a risk to the platform’s overall secu-
rity.
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4.3 Risk Assessment and KPI Calculation

For each detected vulnerability, the extension calculated a KPI indicating the
severity of the vulnerability and the potential impact on data privacy and secu-
rity. The KPIs helped prioritize efforts to address the identified vulnerabilities
and implement appropriate mitigation measures. Some examples of KPIs calcu-
lated by the extension include:

– High KPI for inadequate data anonymization: This KPI indicated a significant
risk of data breaches and non-compliance with data protection regulations,
necessitating immediate action to properly anonymize the affected datasets.

– Medium KPI for insecure data sharing: This KPI suggested a moderate risk of
unauthorized data access and potential data breaches, warranting the imple-
mentation of enhanced access controls and encryption measures.

– Low KPI for weak password policies: This KPI pointed to a relatively low
risk of unauthorized access, but still highlighted the need to enforce stronger
password policies and user authentication mechanisms.

– Medium KPI for outdated software components: This KPI indicated a mod-
erate risk of security vulnerabilities and potential data breaches, prompting
the need to update the affected software components and libraries.

4.4 Reporting and Visualization

The extension generated comprehensive reports and visualizations of the iden-
tified vulnerabilities, their associated KPIs, and the recommended mitigation
measures. Platform administrators were able to access these reports and visual-
izations through an intuitive dashboard, enabling them to monitor the platform’s
data privacy and security status and take action as needed. This streamlined
reporting and visualization functionality facilitated effective decision-making and
the efficient allocation of resources to address the identified vulnerabilities and
enhance the overall data privacy and security of the CKAN-based open data
portal.

5 Conclusion and Future Work

In this article, we have presented a comprehensive analysis of data privacy and
security challenges in smart cities and open data platforms, with a focus on
Spain. We have reviewed existing open data platforms and highlighted the impor-
tance of ensuring data privacy and security in accordance with the GDPR and
LOPDGDD requirements. To address these challenges, we proposed the devel-
opment of a CKAN extension that can identify vulnerabilities and assess the
risk of these vulnerabilities through a Key Performance Indicator (KPI). Our
results demonstrate the successful integration of the extension into a CKAN-
based open data portal and its effectiveness in detecting various vulnerabilities
and risks associated with data privacy and security.
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The proposed CKAN extension offers a valuable tool for enhancing data pri-
vacy and security in smart city initiatives and open data platforms. By enabling
the seamless integration of advanced data privacy and security assessment fea-
tures, the extension can help ensure compliance with data protection regulations
and reduce the risk of data breaches. Moreover, the extension’s reporting and
visualization capabilities provide platform administrators with valuable insights
and actionable information to address identified vulnerabilities and enhance the
overall data privacy and security of their platforms.

5.1 Future Work

While our proposed CKAN extension has demonstrated promising results, there
are several avenues for future work and improvement. Some potential directions
include:

1. Expanding the scope of vulnerability detection: Our current implementation
focuses on a limited set of vulnerabilities and risks. Future work could expand
the range of vulnerabilities detected by the extension to cover a broader
spectrum of data privacy and security threats.

2. Incorporating machine learning and AI techniques: Advanced machine learn-
ing and AI algorithms could be integrated into the extension to improve its
accuracy and effectiveness in detecting vulnerabilities and assessing risks.

3. Enhancing the KPI calculation: The current KPI calculation methodology
could be refined and extended to better represent the severity and impact
of identified vulnerabilities, as well as to incorporate additional contextual
information and factors.

4. Customization and adaptability: Future work could focus on making the
extension more customizable and adaptable to the specific needs and require-
ments of different smart city initiatives and open data platforms, allowing
users to fine-tune the extension’s features and functionality according to their
unique contexts.

5. Integration with other data protection and security tools: The extension could
be integrated with other data protection and security solutions, such as intru-
sion detection systems, data loss prevention tools, and encryption technolo-
gies, to provide a more comprehensive and holistic approach to data privacy
and security in smart cities and open data platforms.

By exploring these potential directions, we believe that the proposed CKAN
extension can be further enhanced and refined, ultimately contributing to a more
secure and privacy-conscious smart city ecosystem and open data landscape.
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42 J. A. González-Ramos et al.

References

1. Bellini, P., Nesi, P., Pantaleo, G.: IoT-enabled smart cities: a review of concepts,
frameworks and key technologies. Appl. Sci. 12(3), 1607 (2022)

2. Bokhari, S.A.A., Myeong, S.: Use of artificial intelligence in smart cities for smart
decision-making: a social innovation perspective. Sustainability 14(2), 620 (2022)

3. Canizes, B., Pinto, T., Soares, J., Vale, Z., Chamoso, P., Santos, D.: Smart city: a
GECAD-BISITE energy management case study. In: De la Prieta, F., et al. (eds.)
PAAMS 2017. AISC, vol. 619, pp. 92–100. Springer, Cham (2018). https://doi.
org/10.1007/978-3-319-61578-3 9

4. Casado-Vara, R., Martin-del Rey, A., Affes, S., Prieto, J., Corchado, J.M.: IoT
network slicing on virtual layers of homogeneous data for improved algorithm oper-
ation in smart buildings. Futur. Gener. Comput. Syst. 102, 965–977 (2020)

5. Casado-Vara, R., Prieto-Castrillo, F., Corchado, J.M.: A game theory approach
for cooperative control to improve data quality and false data detection in WSN.
Int. J. Robust Nonlinear Control 28(16), 5087–5102 (2018)
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Abstract. The ageing of the population has increased the need for
remote monitoring and support for older adults, especially those who
live alone and may experience stress, fear, depression, and isolation. In
this work, the Mini social robot implements an architecture designed
to help the elderly live independently for longer. To achieve this, the
robot uses information from a wearable device to monitor the heart rate
of older adults in real-time using photoplethysmography signals. These
signals are decoded, parsed, processed, and classified to identify poten-
tial abnormalities and respond accordingly. In the case of abnormally
high or low pulse values, the robot interacts with the user to check for
symptoms by asking a series of questions. If the user responds positively
to any of the questions or does not respond at all, the robot alerts the
contact persons via Telegram, a widely used and user-friendly messaging
application.

Keywords: Social robotics · photoplethysmography · long-term
monitoring

1 Introduction

The phenomenon of population ageing in developed countries is well-known
within the scientific community. By 2030, one in six people worldwide is esti-
mated to be 60 years of age or older [1]. Increased life expectancy presents new
opportunities to contribute to society, but the extent of these contributions heav-
ily relies on one aspect: health. Furthermore, people generally prefer to continue
living in their homes as long as possible, which offers several benefits for them,
such as proximity to family and friends, increased safety, and maintaining inde-
pendence. However, prolonged home living also raises the issue of older adults
living alone around the world. In European countries, 23–35% of people aged 60
or older live alone [2]. This situation can be considered as a social vulnerability,
with studies revealing multiple factors associated with adverse health outcomes,
such as isolation, loneliness, distress and depression [3].
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In these scenarios, social robots can play an important role by being equipped
with monitoring, entertainment, and companionship features, allowing elderly
people to live in their environments for extended periods. This has a dual aspect:
on one hand, seniors can feel safer and better cared for, and on the other hand,
family members can benefit from the monitoring and telepresence capabilities
offered by a social robot. Moreover, continuous and non-invasive monitoring of
physiological signals of older adults living alone at home can improve their qual-
ity of life, promote independent living, and contribute to better health outcomes
[4]. More specifically, periodic monitoring of vital signs, such as heart rate (HR),
blood pressure, or respiration, can help identify potential states of distress, fear,
or health problems at an early stage [4].

Among these, HR is one of the most prominent parameters for observing
cardiac activity, which is directly linked to the sympathetic nervous system.
This system is primarily responsible for increasing HR in response to distress,
perceived threats, and other factors. The relationship between HR and stress
is well documented in the scientific literature. For example, distress has been
reported to lead to a decrease in vagal tone, resulting in increased heart rate
and a higher risk of cardiovascular disease [5]. Similarly, fear and distress have
been confirmed to lead to increased HR due to the activation of the sympathetic
nervous system [6]. Consequently, this work proposes a step toward achieving
real-time pulse monitoring capabilities using a social robot acquiring informa-
tion from a wearable device. The monitoring component running on the robot
detects and processes photoplethysmography (PPG) signals and classifies them
according to the resulting HR to identify potential abnormalities and respond
accordingly. This may involve interacting with the user to verify the alarm or
alerting caregivers if the user is unwell.

This paper is structured as follows. Section 2 describes how our user moni-
toring approach uses data from the wearable device to acquire and classify the
user’s pulse signals. Section 3 shows the integration within the social robot soft-
ware architecture and the skill implemented for interacting with the users and
warning the carers. Finally, Sect. 4 draws the main conclusion from our contri-
bution.

2 Heart Rate Observer

The main module in charge of acquiring, preprocessing and analysing the HR
signals is the Heart Rate Observer (HRO). This module acquires information
from an external device, Polar Verity Sense (PVS), a wearable heart rate moni-
toring device designed to track training, control heart rate, and measure caloric
expenditure [7]. The device is compact, comfortable, and non-invasive and can
be placed on the arm or wrist using an adjustable elastic band (see Fig. 1(a)).

2.1 Measuring the Photoplethysmography Signals

In recent years, PPG has become increasingly popular, particularly in wear-
able systems, due to its convenience and affordability. It consists of a cost-
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Fig. 1. Block diagram for capturing, parsing and processing PPG information.

effective, non-invasive opto-electronic method that detects blood volume changes
in microvascular tissues using an infrared light sensor in contact with the skin.
PPG signals, with a pulsating AC component, centred around 1Hz, are highly
correlated with cardiac activity, making them a valuable source of information
about cardiovascular functioning [9].

PPG can be measured using the PVS device. It is compatible with third-party
applications using the Bluetooth Low Energy (BLE) communication protocol.
However, instead of utilising generic, standardised attribute profiles, PVS defines
its own services and characteristics. By subscribing to these services, raw PPG
signals and other variables can be obtained from PVS [7]. In this context, a
third-party component was developed in this work to handle the connection and
service subscription of BLE information. This information was later decoded and
reconstructed to obtain the raw PPG signal, as shown in Fig. 1.

2.2 Photoplethysmography Signal Processing

Once the PPG signal is acquired and reconstructed, it must be processed to
extract the HR at each time interval. PPG signals obtained from wearables can
be affected by various noise issues, making it difficult to accurately interpret the
data, especially in real-world situations outside of laboratory experiments. Some
of these challenges include user motion, which can cause artifacts in the PPG
signal, interference from electrical noise produced by other electrical fields, and
ambient light that prevents sensors from accurately detecting changes in light
absorption by blood vessels, among others.

To address these inconveniences, PPG data require intensive signal analysis,
typically involving adaptive filtering, peak enhancement, and error detection. In
this architecture, the raw PPG data obtained from the PVS (see Fig. 2(a)) was
first refined with a Butterworth adaptive filter to remove the baseline, as shown
in Fig. 2(b). Additionally, a band-pass filter ranging from 0.5 Hz to 5 Hz was
applied to remove high-frequency noise and artefacts [8]. The PPG information
was then segmented into rectangular 10-s windows and normalised to its maxi-
mum to enhance peak size. For each window, a moving average strategy with a
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Fig. 2. Signal processor function blocks. (a) Raw PPG signal. (b) Filtered signal with
baseline removed. (c) PPG segment correctly delineated. (d) PPG segment discarded.

100-sample size was computed, and peaks above that average were provisionally
annotated. To reduce false positives, certain criteria were considered, such as a
minimum distance between the peaks equal to half the sampling frequency and
a minimum prominence of the evaluated peaks. In case those conditions are not
satisfied, the proposed peaks are discarded. Figure 2(c) displays the peaks found
in a random signal segment, where a correctly rejected peak can be observed.
Finally, the beats per minute (BPM) are calculated as six times the sum of the
non-rejected peaks for that window.

Despite filtering, it is common to encounter motion artefacts that cannot be
removed. These artefacts often cause aberrant waves that result in poor detection
of PPG peaks. In the proposed scheme, this results in an increase in the rejected
peaks due to the high variability of the moving average. Therefore, if 30% of the
peaks are rejected in an analysis window, the HR measurement for that window
is discarded, as shown in Fig. 2(d).

2.3 Heart Rate Estimation

According to the American Heart Association, a typical resting heart rate range
for adults is between 60 and 100 beats per minute [10]. Although this range is
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just an approximation and may vary between individuals, it is usually considered
a potential bradycardia situation when the heart beats less than 50 times per
minute if the user is not at rest. Bradycardia can be a serious problem if the heart
rate is too slow and the heart cannot pump enough oxygen-rich blood into your
body. If this happens, symptoms may include dizziness, fatigue, weakness, and
shortness of breath1. On the other hand, tachycardia or tachyarrhythmia usually
corresponds to heart rates of more than 100 beats per minute without physical
exercise. The general recommendation is to seek medical help if experiencing
shortness of breath, weakness, dizziness, lightheadedness, fainting, and chest
pain or discomfort2.

In this initial approach, five categories are established based on heart rate
to determine the input provided to the robot. When the PPG signal processing
supplies valid BPM data, the heart rate estimation translates this information
into a category for the robot. A heart rate below 50 BPM is deemed too low,
while a range of 50 to 59 BPM is considered low. A patient with a heart rate
between 60 and 100 BPM falls within the normal range. Conversely, a heart
rate between 101 and 110 BPM is classified as high. Lastly, a resting heart rate
exceeding 110 BPM is regarded as too high.

The HRO sends two kinds of messages, one with the current BPM (to allow
continuous HR monitoring) and another one with the category. It is important to
note that the HRO only informs of category changes, ensuring that if a person’s
state remains constant, the robot will not receive any new notifications and
will assume the previous state persists. Furthermore, to prevent potential false
alarms when the pulse is either too high or too low, the HRO requires three
consecutive similar BPM readings from the processor before definitively relaying
the message to the rest of the robot architecture.

3 Integration in a Social Robot

The proposal for long-time monitoring is integrated into the social robot Mini,
developed by the RoboticsLab at Universidad Carlos III de Madrid.

3.1 Social Robot Mini

The Mini robot was designed to aid and entertain older people with moderate
cognitive impairment [11]. Mini is a desktop robot that can convey its emotional
state through its expressive eyes, LED heartbeat, cheeks, and moving arms, head,
and base. More specifically, in terms of physical components, Mini features two
OLED displays acting as its eyes, controlled with a Raspberry Pi, a VU-meter
for a mouth, and LEDs in its heart and cheeks. Mini features a neck with two
degrees of freedom that connects the head and body and allows the head to move
1 https://www.mayoclinic.org/diseases-conditions/bradycardia/symptoms-causes/
syc-20355474.

2 https://www.mayoclinic.org/diseases-conditions/tachycardia/symptoms-causes/
syc-20355127.

https://www.mayoclinic.org/diseases-conditions/bradycardia/symptoms-causes/syc-20355474
https://www.mayoclinic.org/diseases-conditions/bradycardia/symptoms-causes/syc-20355474
https://www.mayoclinic.org/diseases-conditions/tachycardia/symptoms-causes/syc-20355127
https://www.mayoclinic.org/diseases-conditions/tachycardia/symptoms-causes/syc-20355127
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Fig. 3. Main elements of Mini social robot.

in both the vertical and horizontal axes. In addition, it includes a rotating base
and two servomotor-driven arms with one degree of freedom. These components
allow for natural vivacity. Moreover, Mini has capacitive sensors to recognize
tactile stimuli and an external tablet to improve user engagement by showing
multimedia content like video clips, photos, or custom-made game interfaces.
Finally, the robot base is equipped with an RGB-D camera (see Fig. 3) and
houses the main computer.

3.2 Robot’s Software Architecture

The software architecture implemented for the robot Mini is composed of six
main modules developed in ROS [12], each in charge of managing the principal
operations of the robot (see Fig. 4). The robot’s physical components are directly
connected to the Detectors and Expression Manager blocks, which, respectively,
collect data from the sensors and control the actuators. Among the detectors, the
architecture integrates the HRO described in Sect. 2. The Perception Manager
(PM) is in charge of gathering all the detections and merging them to provide
a synchronised and unified response. As detectors implemented in the robot use
different kinds of input information (e.g., touch, vision, sound, or interaction
with tablet menus), their rates and type of responses tend to differ. For this
reason, the work of the PM is important to ensure coherence and adequate rates
for the Human-Robot Interaction (HRI) Manager.

The dialogues between users and robots are controlled by the HRI Man-
ager. This component of the architecture examines perceptual data to deter-
mine whether it is pertinent to the interaction, such as when a skill requires
input from the robot or when the robot is awaiting a response from the user.
The robot can utilise voice communication or menus on the tablet to interact
with the user; it also employs distinct motions and visual clues on the tablet
to facilitate conversation. The Decision-Making System (DMS), in the end, is
in charge of deciding when to activate and when to deactivate a robot’s func-
tions. This part determines the robot’s next move based on the surroundings
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Fig. 4. Main modules of the Robot’s software architecture with the user monitoring
skill integrated.

Table 1. User Monitoring Skill actions depending on the pulse detected.

Pulse detected Action Response Result

Normal – – –

Low Record pulse value – –

High Record pulse value – –

Too low Record pulse value
Ask:
- Are you dizzy?
- Are you tired?
- Do you feel short of breath?
- Do you feel pain in your
chest?

- Positive answer to any ques-
tion
- No response (possible
fainting)

Warn relative-
caregiver

Negative answer to all
questions

–

Too high Record pulse value
Ask:
- Are you dizzy?
- Do you feel short of breath?
- Do you feel pain in your
chest?

- Positive answer to any ques-
tion
- No response (possible
fainting)

Warn relative-
caregiver

Negative answer to all
questions

–

and internal information, such as the motivation and user requests for certain
skills.

Finally, the Skills of the robot include all of the functionalities of the robot.
These skills are grouped into categories according to their purpose (games,
multimedia, information, cognitive stimulation). For example, the robot Mini
integrates different games, including bingo, Akinator [13], tangram [14], and
quiz games. According to the recommendations of psychologists and physicians,
these games have been chosen to excite seniors. Multimedia skills use the robot’s
tablet to display content such as images, video clips, music, audiobooks or jokes.
Through category information, the robot can tell news or weather reports [15].
In addition to these skills, the robot can perform cognitive stimulation exercises
dedicated to memory, attention, planning, or comprehension, among others.
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User Monitoring Skill: On the robot side, the User Monitoring Skill uses the
data coming from the HRO and interprets the information to decide whether it
has to interact with the user because an abnormal situation is detected or even
alert the relatives or caregivers in case the situation is identified as potentially
dangerous for the user.

Together with the current pulse value, the HRO also provides a classification
depending on whether the pulse is considered normal, high, too high, low, or
too low. To this respect, a very low detected pulse could be due to the patient
suffering from bradycardia, while a very high or abnormally fast pulse could be
because of some type of tachycardia or tachyarrhythmia, often related to states of
restlessness or distress. With this information, the robot continuously evaluates
the user pulse values, taking actions according to the classification result shown
in Table 1. While the user’s pulse rate remains within normal values, the robot
will continue with its normal activities. If a rise or fall in the user’s pulse rate
is detected that is outside the normal range, though not alarming yet, the robot
will store these values for later analysis. In contrast, if abnormally high or low
pulse values are detected, the robot will interrupt its activity and, apart from
continuing to record the abnormal pulse data, will start to interact with the
user to check whether he/she is suffering from any of the usual symptoms. To
do so, it will ask a series of questions, which may vary if the pulse is too high
or too low. If the user responds to the robot and indicates that he/she is not
suffering from any of the expected symptoms, the robot will not take any action
(the pulse could be abnormally high if the user has performed physical effort
or abnormally low if he/she is sleeping, for example). Alternatively, if the user
responds positively to any of the questions or does not respond to the questions
at all (this could be an indication of fainting), the robot will proceed to alert
contact persons by Telegram as shown in Fig. 4. We selected Telegram because it
allows the development of third-party applications that run within the messaging
application (bot)3. The application is widespread and easy to use, which will
reduce the need for training for carers in future tests.

Depending on how the user answers the robot’s questions after detecting an
abnormal pulse value, the carer receives a different type of message. Together
with the warning message, two buttons appear on the screen so the carer can
interact with the robot and tell it how to proceed. Pushing the “Try to contact
the user again” button, the robot repeats the questions to the user to update
the information. This option can be useful, for example, if the user did not
respond previously. With the second button, “Dismiss”, the robot will simply
keep recording pulse values (Fig. 5).

3 Telegram Bots: https://core.telegram.org/bots.

https://core.telegram.org/bots
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Fig. 5. Telegram screen examples of warnings to the contact person.

4 Conclusions

The ageing population has created a pressing need for innovative solutions to sup-
port and monitor older adults living alone. The Mini social robot, equipped with
an integrated wearable device for real-time heart rate monitoring using PPG sig-
nals, offers a promising approach to address this challenge. The system effectively
processes and classifies PPG signals to identify potential abnormalities, and the
robot interacts with the users to assess their well-being based on their heart
rate. By alerting caregivers or family members through a user-friendly messag-
ing application, the robot can provide timely assistance and reassurance for older
adults, ultimately improving their quality of life and enabling them to maintain
their independence for longer. In future work, monitoring capabilities will be
expanded, integrating additional wearable sensors for monitoring blood pres-
sure, respiration rate, and body temperature. Furthermore, adaptive machine
learning algorithms will be implemented to personalize the robot’s responses
and recommendations based on individual user preferences, needs, and health
history. Although only the architecture is explained in this work, experiments
will be performed with real older adults and caregivers in the near future.
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Abstract. Physical aggressions are a problem that affects our society
throughout the world. This study is a review of the work done so far
on the physical detection of aggressions in video using XAI techniques
(XAI). In the Related Work section, other reviews have been presented
that compile physical aggression detection, XAI techniques, and the com-
bination of both: physical aggression detection using XAI techniques.
The state of the art section, compiles papers on video assault detec-
tion, an explanation of XAI and the different ways of categorising and
grouping existing techniques, and a review of papers dealing with video
assault detection using XAI. The search methodology used consisted of
using Google Scholar, reviewing articles with a publication date of no
more than two years, with high quality and with a theme as close as pos-
sible to the subject matter of the article. As far as it has been possible
to find, no works have been found on the detection physical aggressions
or actions using XAI techniques; however, some works have been found
in the context of object detection using XAI techniques. This opens the
possibility of creating a research line on the detection of physical aggres-
sions in video using XAI.

Keywords: Physical aggression detection · Explainable artificial
intelligence · Computer vision

1 Introduction

Physical assaults are a serious and widespread problem in society, affecting indi-
viduals all over the world. Real-time detection of these situations can be a key
factor in protecting and saving the lives of vulnerable people, thus ensuring the
physical safety of the population. Supporting this assertion, according to a World
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Health Organisation report, it is estimated that one in three women worldwide
have been subjected to either physical and/or sexual intimate partner violence
or non-partner sexual violence in their lifetime [23].

The use of security cameras has largely been used to provide evidence of a
crime that can be used later to detect the culprits or serve as evidence for those
affected in the eyes of insurance companies, police or judges. While it is a matter
of debate, because of the balance between citizen security and individual rights,
China is a country that has opted for drastic surveillance through the massive
installation of security cameras; which aim, among other things, to detect and
prevent crime [12]. The development of technologies in sectors such as electron-
ics, big data, artificial intelligence (AI), IoT [19], etc., has made it possible to
obtain and process a huge amount of data from the environment around us.
This rise of big data and AI technologies [9] allows for real-time video analysis.
This has opened up the possibility of developing security camera analysis for
real-time crime detection through the use of computer vision algorithms. The
development of optimal detection algorithms would allow for automatic real-
time detection, which would make it possible to take immediate action such as
calling the authorities [24]. All this added to the growing need for the generated
algorithms to provide explainable results [8], so that the prediction is reliable,
makes this a research topic of great interest.
The working methodology consisted of using Google Scholar, a well-known meta-
search engine for articles. Articles with a publication date of no more than two
years and whose subject matter was as similar as possible to the detection of
video aggression using explainable artificial intelligence (XAI) were selected.

This work is a review of the state of art in the detection of physical aggressions
in video using AI algorithms and from the approach of XAI. Section 2 and 3
present, respectively, related work and state of the art on the detection of video
aggression using XAI techniques. Finally, Sect. 4 presents the conclusions as well
as future lines of work.

2 Existing Reviews on the Detection of Video Aggression
Using XAI Techniques

Section 2 provides an overview of related work on the detection of aggressions
using computer vision techniques. It includes a presentation of previous research
on aggression detection and an overview of reviews focusing on XAI. However,
there is a lack of reviews discussing the detection of video aggression using XAI
techniques.

There are multiple articles on the review of aggression detection techniques.
A large part of them divide the detection process into three main parts: the
detection method, the feature extraction and object detection, and the properties
of the dataset and video used for model training [25]. Within the detection
methods, methods based on surface features have to be designed manually and
have higher demands on the video quality. On the other hand, deep learning
based methods obtain from training with the set of videos to obtain the best
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detection method [30]. Regarding the dataset used as training videos, it has
been studied how the same detection method behaves with different databases
of aggression videos. This is important since the methods used may vary in their
detection quality depending on the type of video in question [18]. Other reviews
studies have also compiled studies on aggression detection in crowded areas,
where ensuring security becomes more complex [28].

There are numerous reviews that discuss explainable and trustworth AI. They
are mostly based on the great development of AI in today’s society and how its
use has made it a concern to be able to understand its results (explainable) and
to be able to trust them (trustworth) [10]. The review article [20], exposes the
challenges that still exist in the field of XAI. Among these challenges are the
lack of universal definitions, standards and measures for the explainability of AI
systems, the lack of balance between explainability and performance, and the
difficulty of making deep learning models explainable.

After a thorough search of the literature, no reviews have been found that
jointly address video-based physical assault detection together with XAI tech-
niques. Therefore, there is an interesting research opportunity to explore this
area further, as both video-based assault detection and XAI are currently highly
relevant topics.

3 State of the Art on the Detection of Video Aggression
Using XAI Techniques

Section 3 is a review of the state of the art in aggression detection using XAI tech-
niques. Section 3.1 collects the latest studies related to the detection of aggres-
sions in video by using computer vision techniques. Section 3.2 outlines the need
for XAI, different approaches and classifications of XAI methods. Section 3.3
consists of a compilation of recent papers focusing on object detection using
XAI techniques, due to the lack of work on both aggression and action detection
in general.

The methodology used consisted of the selection of quality articles, with a
publication date of less than two years and with the closest proximity to the
subject of this work, the detection of video aggression using XAI techniques.
Google Scholar was used to select the articles.

3.1 Detection of Aggressions Using Computer Vision Techniques

The detection of aggression has been a growing research topic given its broad
applications in public and industrial environments [27]. However, manual detec-
tion of violent behaviors is very labor-intensive and has a high personnel and
time cost, which can result in loss of lives [16]. On the other hand, aggression
detection is complex due to its ambiguity, as it is difficult to differentiate aggres-
sion from other types of actions [7], as well as factors such as changing lighting,
complex background, and low resolution, among others [27]. All of this makes
it difficult to describe aggression through simple rules or classifiers using trivial
algorithms [7].
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In [2], a traditional method has been used for the detection of aggression,
which are primarily based on the analysis of visual and motion features present
in the video motion features present in the video. Feature extraction is performed
using the STIP and MoSIFT descriptors. A visual word vocabulary is created
using the k-means algorithm, and visual word histograms are created using the
feature descriptors and the created vocabulary. Finally, using an SVM classifier,
events are classified as aggressive or non-aggressive. Both the use of STIP and
MoSIFT had an accuracy close to 90%. The dataset used contained videos of
hockey games, whose content is usually more homogeneous.

In addition to the use of traditional methods, a large number of works per-
form video aggression detection with methods based on deep neural networks
(DNN). The multimodal function has been used for aggression detection with a
focus on four multimodal fusion methods using audio, video, and text modalities,
obtaining accuracies of 86%. The proposed architecture is the use of DNN (deep
neural networks), which are effective not only in prediction tasks but also in fea-
ture extraction and dimensionality reduction [7]. A Multi-Scale Spatio-Temporal
Network (MSTN) has also been used [31]. This consists of a spatiotemporal mod-
ule that extracts features from the original video. Then, double pooling layers
are used, which apply filters to the extracted features to create different scales
of temporal information. Then, two modules STB (focused on object location
and shape) and LTB (focused on object velocity and motion) are used to extract
violence-specific features. Finally, the Trans module merges the results obtained
from STS and LTB, obtaining a violence/non-violence result. Videos of actual
assaults have been used, as well as videos of field hockey games and action
scenes from movies. Results with an accuracy of 90.25% are obtained using the
RWF-2000 dataset [3] (containing real assaults), obtaining a higher accuracy
than with the use of algorithms used in other works. In [27], a convolutional
neural network (CNN) model is used for pre-processing, searching for important
objects such as humans and vehicles. Then it proceeds to the feature extraction
phase to gather information and characteristics of the sequence. After that, fea-
tures are extracted through another convolutional neural network (CNN) that
is concatenated with the high-level features of the Darknet-19 (CNN) model,
forming the final feature map. In the third step, an LSTM network is used that
obtains sequence features and learns them for violence detection. Results with
high accuracy are obtained for the three datasets used: 98.21%, 98%, and 74%
on the Violent Flow, Hockey Fight, and Surveillance Fight datasets, respectively.
Another study that uses convolutional neural networks (CNN) is [6]. CNNs have
been compared with the models: MobileNet model (96.6%), AlexNet (88.99%),
VGG (96.49%), GoogleNet (94.99%). The proposed MobileNet model has shown
outstanding performance in the perspective of accuracy, loss, and computation
time on the hockey fight dataset. In article [16] CNNs have also been used. The
VGG-16 model (of CNN type) is used for feature extraction, the results of which
feed a ConvLSTM for final classification. This architecture has obtained high
accuracies in six different dataframes with values above 98% in five out of six of
them.
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All in all, there are several positive points in the works mentioned above.
The use of feature extraction in the detection process allows relevant informa-
tion to be captured. The creation of public databases containing examples of
physical assaults has facilitated the training and evaluation of models. Also, the
improvement in accuracy with the use of CNN has led to a clear improvement
in accuracy compared to other types of algorithms. On the negative side, the
wide variety of scenarios, lighting, recording quality, as well as the use of videos
of non-real assaults (films, hockey games...) complicates the detection of real
assaults.

3.2 Explainable Artificial Intelligence Techniques

XAI is growing rapidly due to the increasing need for connection between
machines and human behaviour [21], developing interpretable algorithms that
provide understandable explanations to humans of decisions made by the model
[8]. Model explainability is not only targeted at AI experts but also at model
end users and students [26]. In [1] and arguing against XAI, it is cited how some
healthcare personnel (as end users of predictive model output) preferred factual
information from trustworthy sources, rather than a complete understanding of
how the information was generated as well as greater difficulty in detecting erro-
neous predictions. However, in [14] it is exposed how trustworthy AI requires
XAI explainability, which is but a requirement to reach a high state of trust-
worthiness. It was found in [26] that while different explanatory models can give
interpretable motivations, among them there are key differences in the results
obtained by each. It was also noted how the chosen method of explainability
influences the significance of the features more than the underlying model and
the data. XAI methods can be classified according to several [5] factors: intrinsic
or post hoc (depending on whether the model is interpretable for simplicity or
not), model-specific or model-agnostic (depending on whether the XAI model is
independent of the model used or not) and local or global (whether one seeks
to understand the general behavior of the model or of a particular prediction).
On the other hand, there are three approaches to obtain an explanatory AI
using a deep neural network. The first is by visualizing or analyzing the internal
behavior of DNNs (without modifying the existing structure). The second is to
add an explanatory module to the DNN to analyze the input and generate an
explanation of why a certain prediction has been produced. The third consists
of creating a new interpretable model (from scratch) to make decisions through
the explainable [22] representations.

In [17] an explainable-by-design model is proposed for object detection based
on a combination of semantic and visual properties, so it would fall under the
classification of intrinsic explainable model, since its results are understandable
per se. In this case the XAI approach cannot be selected since the underlying
model is not a DNN. Saliency maps are algorithms used to provide visual expla-
nations for neural networks based on computer vision. These algorithms show
the regions relevant to the decision that the AI model made (so they correspond
to the first of the explanatory AI approaches). In [8] the Grad-CAM method and
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its variants are used to produce high quality saliency maps (obtaining the best
results Grad-CAM and XGrad-CAM).

In conclusion, the growing need for algorithms whose results are explainable
has made XAI a growing field of study. The use of visual tools such as saliency
maps to highlight important areas of an image makes it easier to understand
the results. A better understanding of the outcome of the algorithms without
the need for advanced technical knowledge is also an advance. On the other
hand, the performance and computational complexity of XAI processes can still
be an issue. While the clustering of XAI algorithms into different groups is an
advance in their variety and development, there is a lack of metrics to assess the
effectiveness of the applied method.

3.3 Explainable Artificial Intelligence in Aggresion Detection

Section 3.3 exposes existing articles that deal with explainable and trustworthy
AI in the detection of aggressions. As will be shown below, as far as we know,
there are no papers dealing with this topic, so we will present articles on explain-
able and trustworthy AI in the detection of actions (as a field of study closer to
the detection of aggressions).

To the best of our knowledge, there is no paper addressing the detection
of physical aggression by AI techniques using video cameras, from the point
of view of XAI. Since physical aggression detection using video cameras is a
growing research topic, as discussed throughout this paper, a whole avenue of
research remains open to address XAI techniques that ensure that the detection
of aggression by the model is understandable. This would allow trustworthy
detection that avoids both confusion with other contact actions (e.g., hugging)
and detection by people with different physical and clothing characteristics. Since
no papers were found on XAI in aggression detection, we searched for papers on
XAI in action detection, which is a broader set in which aggression detection is
found. However, no papers could be found on XAI applied to action detection
either. All in all, it was decided to look for papers on XAI in object detection, as
this is a much more studied field within computer vision. In [15] the detection of
autonomous vehicles has been studied using the “KITTI road dataset”, using as
detection algorithms: ResNet-18, ResNet-50 and SegNet; and as XAI methods
Grad-CAM, Saliency maps and Intermediate DL model layer analysis. While
the use of various XAI techniques provides greater clarity on the ’black box’
operation of the model, the explainability of the model is not fully resolved; it is
proposed to integrate NLP into the XAI system to provide explanations through
the use of text. In [13], 10 different object classes of the autonomous driving
environment are detected using the BDD100K dataset, the YOLOv4 model was
used as the detection algorithm and RISE (which generates saliency maps) was
used as the XAI tool; it is argued that the distance between vehicles and other
objects should be taken into account in future work for correct detection. In
[29], the MSCOCO and Flickr30K datasets (containing images from multiple
different categories) are used and a CNN is used for object detection together
with an RNN that associates the detected object with a word describing it,



Review of Physical Aggression Detection in Video Using XAI 59

making the model intrinsically explainable. In [11] multiple datasets have been
used: COCO, KITTI, BDD, and OpenImages; YOLOv3 has been used as object
detection algorithm and Grad-CAM has been integrated into the model. In [4]
L-CRP, an XAI algorithm based on heat maps for the most used state-of-the-art
object detection algorithms (UNet, DeepLab & Yolo), has been created using
multiple public datasets such as: CityScapes, Pascal VOC 2012 and MS COCO
2017; demonstrating the fidelity of L-CRP.

In summary, as far as is known, there is no work on the detection of aggres-
sions or actions using XAI algorithms. As far as object detection is concerned,
the works carried out share the datasets used and widely used XAI algorithms,
obtaining good results and facilitating comparison between them (Table 1).

Table 1. Summary table of the state of the art of object detection using XAI tech-
niques.

Cite Detection
category

Dataset Detection
algorithms

XAI algorithms

[15] Vehicle
detection

KITTI road ResNet-18,
ResNet-50 and
SegNet

Grad-CAM, Saliency
maps and DL model
middle layer analysis

[13] Vehicle
detection

BDD100K YOLOv4 RISE (saliency maps)

[29] Multiple
categories

MSCOCO and
Flickr30K

CNN + RNN Intrinsically
explainable

[11] Multiple
categories

COCO, KITTI, BDD
and OpenImages

YOLOv3 Grad-CAM integrado
en el modelo

[4] Multiple
categories

CityScapes, Pascal
VOC 2012 and MS
COCO 2017

UNet, DeepLab
and Yolo

L-CRP

4 Conclusions and Future Work

Physical assaults are a serious and widespread reality in our society around the
world. Real-time detection can be a key factor in ensuring the physical safety of
the population in dangerous situations.

With the development of technology, it is possible to process information on a
large scale, and for this to be done in real time. This opens up the possibility that
physical aggressions can be detected in real time [24] with an algorithm that can
send an alarm to the competent authorities. In addition to the great potential
this offers, there is also a growing need for AI algorithms to be explainable for
developers and users [8], making the combination of real-time physical assault
detection and the use of AI a research topic of great interest.

This work is a review of the state of art in the detection of physical aggressions
in video using AI algorithms and from the approach of XAI. Section 2 presents
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related work on video assault detection using XAI, highlighting the importance of
the chosen dataset on the accuracy of the algorithm, the complexity of detection
in crowded areas and the need for greater understanding of the algorithm results.

Section 3 first discusses on Sect. 3.1 the state of the art on the detection of
physical aggression in video using AI. Some positive points mentioned about
the studied works are: the better results with the use of feature extraction,
the creation of public databases tagged with aggression/non-aggression videos
and the improvement in accuracy that the use of CNN has brought about. As
negative points, the variety in video features and the use of non-real assault
videos (movies, hockey games...), which make it difficult to detect real assaults.
Section 3.2 presents work on XAI techniques, which is a growing field of study.
Positive points to highlight in the works studied are the use of visual tools for the
interpretation of the result, as well as the non-necessity of being a technical per-
son to understand the result. On the downside, performance and computational
complexity remain issues. In Sect. 3.3, to the best of our knowledge there are no
works that bring together these fields of research, where the physical detection
of aggressions through video by means of XAI is dealt with. While there are a
number of papers that address XAI in object detection [11,15], where positive
results have been presented with widely used XAI algorithms.

As future lines of research and as a continuation of this first review of the
state of the art on the detection of physical aggressions in video by using XAI
techniques, a systematic study will be carried out that will be relevant to struc-
ture the wide variety of works in which different algorithms and databases have
been used, both in the detection of physical aggressions by using video and XAI
techniques. Subsequently, it is proposed that, based on the information gathered
in this article and this systematic study, algorithms for the detection of physical
aggression using video XAI techniques, whose accuracy is at least as high as that
of current algorithms, should be developed.
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and Alfonso González-Briones5(B)

1 Department of Computer Science, Kwara State University,
Malete, Kwara State, Nigeria

{ronke.babatunde,akinbowale.babatunde}@kwasu.edu.ng
2 Department of Multimedia Engineering, Kaunas University of Technology,

Kaunas, Lithuania
rosogu@ktu.lt, ogundokun.roseline@lmu.edu.ng

3 Department of Computer Science, Landmark University, Omu Aran, Nigeria
4 Department of Computer Science, Institute of Information and Communication

Technology, Kwara State Polytechnic, Ilorin, Nigeria
AbdulRahman.t@kwarastatepolytechnic.edu.ng

5 Grupo de Investigación BISITE, Departamento de Informática y Automática,
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Abstract. Gender detection has become an essential component of the
biometric system and protection. It is used to recommend age-appropriate
content and to broaden the reach of multilayer advertising and promo-
tions, among others. Many challenges emanate from using contemporary
machine learning algorithms for face gender recognition, ranging from
low detection accuracy and overfitting. Most recognition tasks, including
object identification, segmentation, and classification, are based on con-
volutional neural networks. The human Face is a nonlinear manifold in
which slight input changes can result in the invariance of the output. This
prompts the need for continuous research to achieve more accurate recog-
nition, especially with experimenting on ground truth data. This research
compares the performance of Convolution Neural Network (CNN) and
Transfer Learning (TL) on faces acquired in real-time scenarios to detect
gender. The empirical result based on the study demonstrates that TL
outperforms CNN in terms of prediction accuracy, with TL having 95.83%
and CNN having 83.11%, and also in terms of recognition time, with TL
having 0.23 s and CNN having 0.98 s, amongst other evaluation metrics.
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The novelty of the research is in the recognition time, which is not a metric
commonly reported in the literature. The work demonstrates the effective-
ness of using pre-trained models based on the dataset used and evaluation
metrics for the experiment.

Keywords: Gender detection · CNN · Transfer learning · Face gender
recognition

1 Introduction

Gender recognition was first sighted as a challenge in psychological research. Sev-
eral academics are now focusing on human detection, gender identification, age
prediction, sentiment evaluation, and race identification. Although this gender
identification is a binary classification issue, it might be considered the most direct
face estimation challenge. In contemporary technology, determining a person’s
gender by face analysis has become very important. Face recognition assessment
has become one of computer vision’s greatest subfields, as it plays a crucial role
in social contact. Automated gender categorization has significant applications in
intelligent user interface design, biometric detection, interpersonal interactions,
visual monitoring, collecting demographic information for advertisement, behav-
ior recognition, and numerous other fields. These responsibilities include charac-
terizing age, gender, facial characteristics, gestures, and personality. As a result,
much research has gone into creating automatic systems that can classify gen-
ders. The primary goal of gender recognition is to distinguish between males
and females founded on various human characteristics. The two eyes, nose, and
mouth are essential facial traits used to determine between genders, as identified
by González-Briones et al. (2018) and Lawal et al. (2019). Although this task has
been extensively studied in the past, the reported performances are far from ideal,
particularly in general settings. Furthermore, the application context and train-
ing procedures significantly impact how difficult this task is Sumi et al. (2021). In-
dataset inference, also known as an inference from separate datasets, can be used
to train and test gender classification models. Additionally, these datasets allow
for capturing facial images in both controlled and uncontrolled/unconstrained
contexts, which adds to the difficulty of the endeavour. Jia et al. (2016) achieved
one of the most modern methods for gender classification by employing 4 million
photos to train the approach and testing it on the unrestricted Labelled Face in
the wide (LFW) dataset. A deep neural network, CNN, has recently emerged as
the industry standard for object recognition. A CNN is a deep learning system
that distinguishes one image from another while allowing an input image to take
on several objects. One of the reasons why convolutional neural networks have
emerged as one of the most popular algorithms with a strong reputation in picture
feature extraction is that they require significantly less pre-processing than other
classification techniques. Due to their outstanding performance in facial analysis,
the design models of this deep-learning neural network have been used in many
detection tasks. Nearly every aspect of computer vision has improved because of
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it, including the ability to recognise facial expressions, handwritten numbers, and
human actions. Zaman (2020). The development and maturation of facial recogni-
tion over time have been made possible by technological progress and the quick rise
in the image and video quality. Finding missing children, combating human traf-
ficking, improving healthcare, and other areas have benefited greatly. Healthcare
facilities have employed facial recognition in many ways to safeguard the health
and safety of patients and staff. These include protecting priceless lab equipment
and enabling touchless access so that solitary skilled and approved staff can enter
private spaces in a facility, lowering the danger of contamination. However, a user-
friendly mechanism and timely and easy-to-interpret interface for gender recogni-
tion is still lagging. Hence, this research aims to compare the effectiveness of the
face gender recognition scheme using CNN and Transfer learning.

2 Related Work

Babatunde et al. (2016) developed a real-time automatic system recognising face
gender. The face images were captured in real-time via webcam, whereby an indi-
vidual is made to position themselves in front of the system to acquire a frame.
A green outline on the face region indicated a tracked face in the frame. Gen-
der recognition takes effect in nanoseconds once the Face is detected. The work
observed that the image quality degraded the system’s resolution and varying
illumination performance. Afifi and Abdelhamed (2019) conducted comparable
cross-dataset tests on face images. According to the work, the face images were
collected and assembled into individual datasets in various ways, with occlusions,
changes in illumination, backdrops, etc. The paper recommended that a foggy face
that combines discrete facial elements with a holistic attribute will be considered
instead of treating the face image as a separate feature. This will lead to better
classification performance. Hence, the work trained CNN on a cloudy face and
combined it with AdaBoost to determine the gender category. For gender cat-
egorisation, a combination of local traits and contextual features (the clouded
Face) were derived from the images. To extract the necessary attributes for the
experiment, four CNNs were used, along with an Ada-boost-based classification.
To build the system, the experiment employed five (5) popular datasets: Labelled
face in the wide (LFW), Face Evaluation Recognition Test (FERET), Adience
dataset, and image of groups dataset. The network was tested and assessed using
Specs on Faces (SoF). Their approach produced good validation accuracy. Jewel
et al. (2019) applied the CNN structured method and TL to recognise the eth-
nicity of Bengali public and did a systematic gender categorisation. To determine
which transfer learning model is more practical for achieving the requisite accu-
racy, the work applied numerous models, including Visual Geometry Group 16
(VGG16), Mobile net, and Resnet50. Since there are many Indians that dress and
appear like Bengalis, the investigation identified various issues. As a result, the
model was created using the custom of their clothes and facial images. A complex
model utilizing CNN and transfer learning was developed, showing that trans-
fer learning led to better results. Moeini and Mozaffari (2017) suggested a tech-
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nique for gender categorisation based on vocabulary acquisition. The three vocab-
ularies they utilised were a male glossary, a female glossary, and a feature glos-
sary. The three vocabularies were learned using two vocabulary learning meth-
ods: dictionary learning gender classification (DL-GC) and separate dictionary
learning gender classification (SDL-GC). Furthermore, they used three (3) pub-
licly available datasets: FERET, LFW, and Groups Dataset. Only two features
were employed to extract the essential characteristics and were removed auto-
matically. Sparse Representation Classification was then used to categorise the
gender from the estimated values. Convincing results were obtained for gender
classification when evaluated on the abovementioned datasets. Comparing other
cutting-edge technologies revealed an improvement over prior gender classifica-
tion accuracy. Sumi et al. (2021) developed a human gender recognition system
from facial images utilising CNN. Two different datasets, each made of 100 males
and females, were obtained from other sources for comparison. The first source
contained up to 100 females and the same for males. The image size used was 96
× 96. There are 32 filters in the convolution layer, each having a 3 × 3 kernel
and the pooling layer with a 3 × 3 kernel, thereby reducing the spatial dimen-
sion from 96 × 96 to 32 × 32. The convolution and Rectified Linear Unit (ReLU)
were repeated to allow richer features. The work used Adam optimiser, and the
result gave a high accuracy compared with similar systems. The work also dis-
covered that a proper dataset and optimisers could improve recognition accuracy.
Sharma et al. (2020) reviewed real-time sentiment, gender, and age recognition
utilising CNN. The work used the Viola-Jones algorithm, CNN, and Histogram
of Oriented Gradient (HOG). The pre-processing stage enhances the quality of
the input image and generated data by removing noise and minimising redun-
dancy. The result shows that the HOG+viola jones algorithm yields a good accu-
racy of 70% on FER13 datasets. At the same time, the CNN model achieved 97%.
Greco et al. (2021) carried out Gender recognition in the wild using a robustness
assessment over tainted imageries. Cropped images were used as the network’s
input, and a face detector based on Single Shot Detector (SSD) and ResNet-10 was
used as the backbone technique. Then the images were rescaled to adapt to the
native input size. A variety of data augmentation techniques were used to replicate
changes that are likely to happen in real circumstances. The dataset consists of
9131 subjects and 3.31 million imageries with variations. Different convolutional
neural networks were tested, and cross-dataset evaluation was performed. The
Stochastic Gradient Descent (SGD) optimiser was used, and the result showed
that VGG attained an accuracy of 96.6%, which is more advanced than the other
types of CNN. The work discovered that a large dataset would increase process-
ing time, which may necessitate using high-end systems for real-time implementa-
tion. YILDIZ et al. (2021) developed a CNN-founded gender recognition in unre-
strained settings. 3.3 million images of more than 9000 unique individuals make
up the VGGFace2 dataset, which uses 3.1 million images as train data and 200
000 images as test data. An average of 362 images represents each individual. The
images in the dataset differ from each other. Bilinear interpolation was used to
resize face images to 32 × 32× 3 before pre-processing. The Adience dataset was
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used as a benchmark to evaluate the results. The classification was performed
using the sigmoid classifier. The VGGNet architecture was scaled down and made
more manageable. The suggested network has five convolution layers, three pool-
ing levels, and one fully linked layer. The work achieved 96.29% test accuracy and
93.71% validation accuracy. However, comparing two different datasets may lead
to bias in some instances. The deductions from the literature indicate that CNN
is widely used in the recognition task. However, a face image’s pose, illumination
and expression challenges call for continual research to achieve an improved result.

3 Methodology

3.1 Dataset Collection and Pre-processing

The dataset used in this research consists of two hundred and forty (240) faces of
forty (40) students taken from six distinct camera angles, poses and illumination
to ensure adequate sample variations. Additionally, 4 of each face image were
used to populate the training set to avoid overfitting, while the other two were
used to aggregate the testing set. The photos were labelled, resized and converted
to a greyscale to provide a suitable template for the next stage. The images
were first scaled down to an arbitrary size of 32 × 32. Then the images were
transformed to grayscale to reduce the channel of the idea from a 3-channel Red
Green Blue/Yellow Cyan Magenta (RGB/YCM) image to a 1-channel image to
prevent creating excessively large images. This process also removed noise and
other undesired distortion. The normalised images were then passed on to the
machine learning models. The CNN and TL approaches were trained on the
human faces dataset. The images were split into a train set of 70% and a test
set of 30%. Hence the training set consists of 168 pictures, and the testing set
consists (of 72) images. The images were trained using a 15-piece batch size and
20-iteration training epochs. The choice of batch size was because a larger batch
size reduces the network’s generalization ability. Also, increasing the number
of iterations beyond 20 in the experiment has little or no significance on the
accuracy. Following model implementation, the accuracy and loss for each period
were calculated.

3.2 Classification Using CNN

The resultant face images are in the form of matrices passed onto the CNN model
as input into the input layer. Most of the framework’s computational effort is
carried out by the convolution layer, which is the essential element of CNN.
The restricted province of the approachable field and the kernel, a collection of
learnable parameters, merge two matrices in this layer to create a dot product.
The kernel is smaller in space but more profound when using a face image. The
output volume was computed utilising the formula below for an input of size W
× W × D. D is the number of kernels with a spatial dimension of F, stride S,
and amount of padding P Ogundokun et al. (2022).
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W out =
(
W − F + 2P

S

)
+ 1 (1)

The second layer, known as the pooling layer, substitutes a summary statistic
produced from nearby outputs for the network’s creation in certain areas. This
helps reduce the spatial size of the representation, which minimises the amount
of computation and weights required. Each slice of the model is subjected to
the pooling operation separately. The output volume was determined using the
formula below, with a pooling kernel of spatial size F, a pooling map of size W
× W × D, and stride S.

W out =
(
W − F

S

)
+ 1 (2)

Since convolution is a linear operation and Face images are nonlinear, the
third layer, known as the non-linearity layer, is typically added straight after
the convolutional layer to add non-linearity to the activation map. ReLU is
more reliable than all the activation functions, as it accelerates convergence up
to six times. As in a standard Fully Connected Neural Network (FCNN), all of
the neurons in the fourth layer are fully connected to all the neurons in the layers
above and below. This layer is known as the fully connected layer. Therefore,
it can be determined by matrix multiplication, adding a bias effect. As seen
in Fig. 1, the wholly connected layer makes it easier to map the representation
between the input and output.

Fig. 1. The CNN architecture (Atha and Jahanshahi, 2018)

3.3 Classification Using VGG 16 TL

The facial images in this study were also exposed to the VGG16 algorithm, which
uses a max pool layer of 2× 2 filters with a stride of 2 and convolution layers
of 3× 3 filters with a stride of 1. Max pool and convolution layers are evenly
spaced throughout the whole architecture. Two fully connected layers (FC) and
a softmax for output are included as a conclusion. The 16 in VGG16 refers to
the network’s large size and the fact that it has 16 layers with weights. Figure 1
displays the architecture of the VGG16.
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3.4 Testing and Validation

To measure the effectiveness of the models, after the training, the models were
tested and validated by obtaining the accuracy of classification in terms of cor-
rectly and incorrectly classified images. Additional metrics of evaluation of the
efficiency of the models are precision, recall, and F-measure values for CNN and
TL.

3.5 Results and Discussion

The validation accuracy and loss of the CNN architecture implemented in this
research work, after training the model with the acquired dataset, with an epoch
of 20 and validation step of 20, based on the accuracy of the last epoch, is
presented in Fig. 3.

Fig. 2. The loss in training and validation

At the start of the training, there was a high training loss of over 0.5 and
a validation loss of slightly over 0.3 was evident. As the epochs are further
increased, the network can learn more, and the loss of the training and validation
experiences declines as it gets closer to 0.

The accuracy rises to a good range near 0.75 at the beginning of training,
and the validation accuracy rises to well above 0.80. As the number of epochs
increases, the network experiences an increase and gets close to the range of 0.97
and above. Similarly, the TL VGG16 architecture shows the loss and accuracy
curves in Fig. 2 and Fig. 3.
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Fig. 3. The accuracy in training and validation

The training starts with a loss of up to 0.175, but there was no consistent
decrease as the epoch increased. It ended up at a value slightly above 0.050.
The validation loss started well and ended at the same weight as the training
loss. This means that the TL model’s performance will keep increasing with an
increase in the number of epochs.

The validation accuracy was steady until the last epoch when the model’s
performance dropped as a result of the early stopping callback included to avoid
overfitting. The result of implementing using the CNN, as well as TL models
for the face gender recognition, is further presented in the below tables. Table 1
reveals the result of the time taken to recognise the gender of the queried faces
and the recognition accuracy.

Table 1. Performance result of recognition.

Model Recognition time
(sec)

No. of tested
samples

Correct
Classification

Incorrect
Classification

Accuracy
(%)

CNN 0.98 72 62 10 86.11

TL 0.23 72 69 3 95.86

The result in Table 1 reveals that the TL model outperforms the CNN model
regarding faster recognition time, higher accuracy and a limited number of incor-
rect classifications. This result could be because only the early and central layers
are employed in transfer learning, while the latter layers are only retrained. The
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overall effect is a shorter training time, and as can also be observed, TL takes
0.23 s to recognise the test image, unlike CNN, which takes 0.98 s. This indicates
that the TL that involves pre-trained models to carry out the new task is faster
than the existing CNN.

Furthermore, the TL has a higher accuracy in recognising the queried image.
A possible reason is that CNN loses information in the pooling layers due to
changes in pose and orientation, which makes it challenging to handle ambiguity
in terms of a slight shift in face orientation.

The contingency table for the CNN and TL models are presented in Table 2
and Table 3, respectively. The letters TP, FP, FN, and TN denote the true pos-
itives, false positives, and false negatives, respectively.

Table 2. Contingency table for CNN.

Model Accuracy (%)

TP (36) FN (6)

FP(4) TN (26)

Table 3. Contingency table for TL.

Model Accuracy (%)

TP (48) FN (1)

FP(2) TN (21)

These values were used to obtain the precision, recall and f-measure based
on the widely adopted relations indicated in Eqs. 3, 4 and 5 Ogundokun et al.
(2022).

Precision =
(

TP

TP + FP

)
(3)

Recall =
(

TP

TP + FN

)
(4)

F − measure = 2 ∗
(

ecall ∗ precision

recall + precision

)
(5)

The measure of the efficiency of the models based on the experiment carried
out in this research is presented in Table 4 in terms of recall, precision and f-
measure, which are computed using the values from the contingency tables above
for CNN and TL.

It can be observed from Table 4 that the TL outperforms the CNN in terms
of the F-measure, which is a result of the very low false negative (FN) outcome.
This implies that the model will not deny authentic users (as obtained from the
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Table 4. Result of precision, recall and f-measure.

Classifier Recall precision F-measure

CNN 0.86 0.90 0.88

TL 0.98 0.96 0.97

recall). The low false positive (FP) outcome indicates that the model will not
wrongly accept unauthorized users.

It is worthy of note that much of the reviewed research related have not
satisfactorily reported information on the evaluation metrics such as recall, pre-
cision, f-measure and recognition time, which are important determinants of the
efficiency of a machine learning model. Therefore, this work recommends that
recognition accuracy alone is insufficient to measure a model’s performance.

4 Conclusion

In this study, a performance comparison between CNN and TL on classify-
ing human face gender was carried out. The experimental results indicate that
both algorithms performed optimally. However, TL outperforms CNN regard-
ing recognition accuracy, recognition time, precision, recall and f-measure. The
TL approach proves effective and efficient based on the performance metrics and
dataset. Furthermore, the dataset used for training is relatively small. This work
intends to extend the experiment to a larger and augmented dataset. This tech-
nique is essential to address the problem of distributed coordination and deci-
sion making in hostile environments with heterogeneous physical IoT (Internet
of Things) devices operating with images in Edge-Computing, to achieve their
goals more efficiently. This enables solutions to flexible, adaptive and seamless
decision-making problems at the edge of the cloud, where complex predictions
are processed in the cloud in an optimised way and operational decisions are
made locally at the edge. in the cloud and operational decisions are made locally
at the edge.
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ments. Düzce Üniversitesi Bilim ve Teknoloji Dergisi 9(2), 890–898 (2021)

Zaman, F.: Gender classification using custom convolutional neural networks architec-
ture. Int. J. Electr. Comput. Eng. (IJECE) 10(6), 5758–5771 (2020)

https://doi.org/10.1007/978-3-030-82269-9_15


A Proposal for a Taxonomy of Augmented
Humanity Based on Current Needs, Topics

and Challenges

Graciela Guerrero1,2(B), Fernando José Mateus da Silva3, António Pereira3,4,
and Antonio Fernández-Caballero2,5,6

1 Departamento de Ciencias de la Computación, Universidad de las Fuerzas Armadas
ESPE, Sangolquí, Ecuador

rgguerrero@espe.edu.ec
2 Neurocognition and Emotion Unit, Instituto de Investigación en Informática de

Albacete, Albacete, Spain
3 School of Technology and Management, Polytechnic Institute of Leiria, Leiria,

Portugal
4 INOV INESC INOVAÇÃO, Institute of New Technologies-Leiria Office, Leiria,

Portugal
5 Departamento de Sistemas Informáticos, Universidad de Castilla-La Mancha,

Albacete, Spain
6 Centro de Investigación Biomédica en Red de Salud Mental (CIBERSAM),

Instituto de Salud Carlos III, Madrid, Spain

Abstract. In recent years, the term Augmented Humanity (AH) has
been increasingly used in the research community. AH is a term that
refers to the use of advanced technologies to enhance human capabili-
ties, whether physical, cognitive, or social. Technologies used to achieve
AH range from wearable devices such as smart watches to cybernetic
implants and advanced prostheses. The purpose of this article is to
present a proposal for a taxonomy of AH. After describing the main
research topics that have been worked on in this area, the reasons why
such a taxonomy is needed are explained. Then, this article presents
three main approaches to AH: the enhancement of physical, intellectual,
and social capabilities. In addition, several challenges of providing a tax-
onomy of AH are introduced. Finally, it may be concluded that this
proposed AH taxonomy will help to organize the field of research and
establish a common knowledge base and terminology for future studies.

Keywords: Augmented Humanity · Taxonomy · Enhanced abilities

1 Introduction

A variety of terms related to human augmentation can be found in the literature.
Human augmentation is a broad field that spans several disciplines, from elec-
trical engineering or mechanics to genetics. Human augmentation [2] and the
related terms Human Augmented [27] and Human 2.0 [10] refers to technolo-
gies that enhance human productivity or capabilities, or otherwise augment the
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human body or mind. Modern advances in science and technology have led to
a wide variety of technologies that could be classified as human augmentation.
Augmentation is the most commonly used term in the interdisciplinary research
community that focuses on interactive digital extensions of human capabilities.

In our recent research [15], we conducted a systematic mapping to define the
terminology of Augmented Humanity (AH), and arrived at the following: “Aug-
mented humanity is a human-computer integration technology that proposes to
improve capacity and productivity by changing or increasing the normal ranges
of human function, through the restoration or extension of human physical, intel-
lectual and social capabilities.”

The objective of this new research is to propose a taxonomy based on
the main topics in which AH work has been done [15]: Augmented Reality,
Computer Vision, Wearable Computing, Human-Robot Interaction, Human-
Computer Interaction, Mixed Reality, Smart Devices, Virtual Reality, Cognitive
Science, Human-Centered Design, Human Intention, Interactive System, and
Mobile Computing. From the aforementioned topics, and considering the cur-
rent challenges faced by AH, this paper proposes AH focus groups to achieve a
classification for future research work.

2 The Need for a Taxonomy

The purpose of a taxonomy is to provide an orderly classification on which to
focus theoretical debates, evaluate developments, conduct research, and compare
data in a meaningful way. According to recent studies [8], human augmentation
as a field is still so young that a definition derived from a compilation of a
representative number of articles and books has barely been developed, and
a taxonomy on which to structure the various proposals of researchers is still
lacking, even though there has been increasing conversation about AH in the
last few years.

Having already defined the concept of AH and some of its various forms, here
are three pertinent points regarding the need for a taxonomy:

– Researchers may encounter some confusion regarding the terminology of Aug-
mented Reality (AR) and Augmented Humanity. AH is a discipline related to
Augmented Reality, but the difference between the two may not be clear [40],
so it is necessary to establish a taxonomy of AH.

– The use of the term AH shows that it can be considered in several fields of
knowledge, such as computer science, engineering, robotics, automation and
control systems, telecommunications and others [15]. Therefore, the applica-
tions developed by the different fields of knowledge and strongly related to
the definition of AH can be framed in the taxonomy to be proposed.

– As AH technologies become more advanced and accessible, there is a need for
a taxonomy that provides a clear understanding of the different categories of
technologies used to enhance human abilities.



76 G. Guerrero et al.

3 Most Important Topics of AH

In the aforementioned systematic mapping review on AH, keywords from a total
of 133 relevant articles dealing with AH terminology were clustered. By extract-
ing the identifying words from each of the articles, the total number of keywords
was 200. The keywords selected for clustering were those that were repeated
more than twice. Among these keywords, those that mentioned the technologies
used in the scientific articles studied were selected. From this grouping and selec-
tion of the main technologies, it is highlighted that Augmented Reality is the
most popular, below is a description of each of the most relevant technologies
that are directly related to AH:

– Augmented Reality: Augmented Reality (AR) has been defined by two
approaches, one broad and one narrow [25]. In the broad sense, AR is defined
as “augmenting natural feedback to the operator with simulated cues”, while
the narrow approach emphasizes and defines AR as “a form of virtual reality
in which the participant’s head-mounted display is transparent, allowing a
clear view of the real world”. A similar definition is in terms of its charac-
teristics, where real and computer-generated information are combined in a
physical world, interactively in real time, and the display of the virtual object
is intrinsically aligned with the real world orientation.

– Wearable Computing: The concept of Wearable Computing (WC) emerged
in the mid-1990s, when wearing a computer combined with a head-mounted
display and control interface became a practical possibility [28]. DARPA
(Defense Advanced Research Projects Agency) defined WC as data collec-
tion and dissemination devices that allow the user to operate more efficiently.
WC is an effort to make computers part of our everyday lives through our
clothing (e.g., in shoes) or by creating wearable artifacts that can be worn
like clothing [31].

– Human-Robot Interaction: Human-Robot Interaction (HRI) is currently
a very large and diverse design and research activity. HRI is a field of study
dedicated to the understanding, design, and evaluation of robotic systems for
use by or with humans [29]. This interaction, by definition, requires commu-
nication between robots and humans. The literature is growing rapidly, with
hundreds of publications each year and the activity of many different profes-
sional societies and ad hoc meetings, primarily in the technical disciplines of
mechanical and electrical engineering, computer science, control engineering,
and artificial intelligence.

– Computer Vision: Computer Vision (CV) has a dual goal [18]. From a
biological point of view, CV aims to build computational models of the
human visual system. From an engineering point of view, CV aims to build
autonomous systems that can perform some of the tasks that the human
visual system can perform (and in many cases surpass). Many vision tasks
are related to the extraction of three-dimensional and temporal information
from time-varying two-dimensional data (e.g., from one or more cameras) and,
in general, to the understanding of such dynamic scenes [11]. The applications
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of CV are innumerable in the fields of automated manufacturing and robotics,
where problems such as image motion resolution and three-dimensional anal-
ysis can be addressed.

– Human-Computer Interaction: Human-Computer Interaction (HCI) is a
term that has been around since the early 1980s [9]. The concept of HCI
or interface was automatically introduced with the advent of the computer
or, more generally, the machine. The approach is based on the assumption
that sophisticated machines are of no value if they cannot be used prop-
erly by humans. To this end, the design of HCI must strike an appropriate
balance between functionality and usability [26]. The SIGCHI (Special Inter-
est Group on Human-Computer Interaction) of the ACM (Association for
Computing Machinery), one of the leading international HCI societies, has
developed the following working definition: Human-Computer Interaction is
a discipline concerned with the design, evaluation, and implementation of
interactive computer systems for human use, and with the study of the major
phenomena surrounding them [17].

– Mixed Reality: Mixed Reality (MR) was first defined as the fusion of the
physical and virtual worlds [24]. In its definition, Augmented Reality (AR)
and Augmented Virtuality (AV) are considered special cases of MR. MR refers
to the process of merging computer-generated graphics and a real-world scene
to create new environments and visualizations in which physical and digital
objects coexist and interact in real time.

– Virtual Reality: Virtual Reality (VR) is defined as the computer-generated
simulation of a three-dimensional image or environment with which a per-
son can interact in a seemingly real or physical way, using special electronic
equipment such as a helmet with a screen inside or gloves equipped with
sensors [23].

– User-Centered Design: For more than two decades, User-Centered Design
(UCD) has been the guiding philosophy and process in the field of design,
both practically and pedagogically [12]. UCD has evolved across technical
disciplines, drawing on human-computer interaction, artificial intelligence,
human-machine systems, and social and cognitive sciences It is based on the
same goal as systems engineering, but UCD brings concepts and terminologies
that are a broader, trans-disciplinary language that supports a new, broader
approach to systems design.

– Smart Devices: Smart Devices (SDs) help people be context-aware, run
errands or perform tasks, and support people’s daily activities [5]. SDs
promise benefits including: (i) increased convenience and capability - peo-
ple can control more of their world when smart objects help them; if designed
correctly, we can control more smart devices in less time, leading to a rad-
ical change in productivity and (ii) remote control - devices can be con-
trolled remotely. Sometimes this provides time savings and convenience, some-
times safety or security. The Internet of Things adds new interfaces to smart
devices so that they can have memory, sensors, actuators, computing and
communications.
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– Cognitive Computation: Cognitive science is defined as the interdisci-
plinary study of mind and intelligence, encompassing philosophy, psychology,
artificial intelligence, neuroscience, linguistics, and anthropology [38]. Cogni-
tive Computation and Artificial Intelligence share the view that information
processing is the central activity of intelligent behavior [36]. In addition, net-
works of interconnected nodes have long played a key role in cognitive science,
from artificial neural networks to the popularization of models of semantic
memory activation [4].

– Artificial Intelligence: Artificial Intelligence (AI) has been used to focus
on many different aspects, and there is no widely accepted definition [16].
One possible definition is: Artificial intelligence is designed to run computer
programs that can replicate some aspect of human behavior [37]. A similar
definition states that AI has the ultimate goal of understanding intelligence
and building intelligent systems.

4 Proposed Taxonomy of Augmented Humanity

The main technologies described above have been included to establish the AH
taxonomy. In Fig. 1, we have chosen to leave a section open for the reception
of new technologies that can make use of AH. In addition, the human is shown
in the center of the figure because it is the core around which this taxonomy
must revolve. A relevant part of this taxonomy are the physical senses (taste,
touch, hearing, smell and sight) and the human intellect has also been consid-
ered because it is the one that can analyze, understand, reason, communicate,
collaborate, etc. on different scales. All these physical and intellectual aspects
can be augmented with various AH applications. Finally, the figure shows that
the AH taxonomy focuses on three broad areas of application or use. Specifically,
Table 1 defines the increase in physical, intellectual, and social skills.

Table 1. Augmented abilities in Augmented Humanity

Focus on the human Definition

Augmentation of
physical abilities

Enhanced physical abilities are achieved through the interpretation of the
enhanced senses and the actions they produce. Sight, taste, touch, smell, and
hearing can be physically enhanced.

Augmentation of
intellectual abilities

Intellectual abilities are achieved through the acquisition of knowledge,
information processing, and enhanced reasoning. Numerical aptitude, verbal
comprehension, perceptual speed, inductive reasoning, deductive reasoning,
spatial visualization, memory, and willpower can be intellectually improved.

Augmentation of social
abilities

Enhanced social skills are considered through the interpretation of basic and
complex social skills. Empathy, emotional intelligence, assertiveness, listening
skills, the ability to communicate emotions, the ability to define a problem and
evaluate solutions, negotiation, can be socially enhanced

The above taxonomy provides a guide for classifying applications that focus
their development on AH. This classification is also important in light of the
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Fig. 1. Towards an open taxonomy of Augmented Humanity

rapid development of new applications. The classification of focus areas that
has been presented clearly illustrates the diversity of applications related to
developments in different AH topics. It is important to note that the topics
covered may not be all of them, and there may be a need to add an additional
topic. Having defined the proposed main categories of AH (see Table 1), we
now provide a brief description of just a few of the subcategories, together with
examples of their use. However, it is important to note that these subcategories
are not exhaustive, as the field of technology is constantly evolving and new
subcategories may emerge at any time. Therefore, the following examples serve
to illustrate the diverse range of applications within Augmented Humanity, but
do not encompass the full potential.

– Augmentation of physical abilities: Augmented vision: Enhancing visual
perception, acuity, or field of view through devices like smart glasses or con-
tact lenses [13]; Augmented hearing: Enhancing auditory perception, such as
amplifying sounds or filtering background noise using hearing aids or earbuds
with built-in audio processing capabilities [21]; Augmented touch: Enhancing
tactile feedback or sensitivity through haptic feedback devices that provide
vibrations or pressure sensations [33]; Augmented smell: Enhancing olfactory
perception by simulating scents through electronic devices that release specific
odors or use chemical sensors to stimulate the sense of smell [19]; Augmented
taste: Enhancing gustatory perception by altering the perception of flavors
through the use of electrical or thermal stimulation of the tongue [19].
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– Augmentation of intellectual abilities: Augmented learning: Enhanc-
ing the process of acquiring knowledge and skills through personalized adap-
tive learning systems, virtual tutors, or brain-computer interfaces for direct
knowledge transfer [20]; Augmented problem-solving: Enhancing problem-
solving capabilities through AI-powered decision support systems, cognitive
computing, or augmented reality-based problem-solving environments [32];
Augmented creativity: Enhancing creative thinking and ideation through
AI-generated suggestions, creative collaboration platforms, or brain stim-
ulation techniques like transcranial magnetic stimulation [41]; Augmented
focus and attention: Enhancing concentration and attention span through
neurofeedback training, brain stimulation, or wearable devices that monitor
and provide real-time feedback on cognitive states [39]; Augmented memory:
Enhancing memory encoding, retention, and recall through memory pros-
thetics, brain implants, or cognitive training programs tailored to memory
enhancement [35].

– Augmentation of social abilities: Augmented communication: Enhancing
communication skills through natural language processing, voice assistants,
or augmented reality-based communication aids for individuals with speech or
language impairments [3]; Augmented empathy: Enhancing empathic under-
standing and emotional resonance through virtual reality-based empathy
training simulations, affective computing, or emotion recognition technolo-
gies [30]; Augmented collaboration: Enhancing collaborative work and team-
work through virtual collaboration platforms, remote presence technologies,
or shared augmented reality environments [34]; Augmented social perception:
Enhancing the ability to interpret social cues and non-verbal communication
through augmented reality glasses with facial recognition or emotion detection
capabilities [7]; Augmented negotiation: Enhancing negotiation skills through
AI-powered negotiation assistants, virtual reality-based negotiation simula-
tions, or real-time feedback systems during negotiation scenarios [1].

5 Challenges of Taxonomizing Augmented Humanity

As discussed above, research in AH has increased significantly in recent years,
leading us to develop an AH taxonomy to classify and organize the various
approaches and applications of this technology. While an AH taxonomy facili-
tates understanding in the research and development of related technologies, it
also raises important ethical and social challenges that need to be considered and
addressed appropriately. One of the main ethical challenges of an AH taxonomy
is the concern that the classification and organization of AH technologies may
lead to discrimination and exclusion of certain groups of people [6]. For exam-
ple, if AH technologies are classified and organized according to their ability to
enhance the physical, intellectual, or social capabilities of individuals, there is a
risk that those who cannot afford access to these technologies will be left behind
and excluded.

In terms of social challenges, the implementation of an AH taxonomy could
widen the social and economic gap between developed and developing countries,
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as countries with greater resources would have an advantage in the development
and use of AH technologies [14]. In addition, the implementation of AH technolo-
gies could also affect the relationship between individuals and society in general,
as well as the very nature of what it means to be human.

In summary, the creation of a taxonomy of AH poses significant ethical and
social challenges that must be approached with caution. It is necessary to ensure
that this technology does not create divisions in society or discrimination, and
that the privacy and rights of individuals are respected [22].

6 Conclusions

This article has demonstrated the need for a taxonomy to organize the vari-
ous terms and technologies involved. It has explained that human enhancement
involves several disciplines, from electrical or mechanical engineering to genet-
ics, and has mentioned concepts such as Augmented Human and Human 2.0. It
was also explained that there is some confusion between the terms Augmented
Reality and Augmented Humanity, and the importance of a taxonomy to mark
the differences between the two disciplines was described.

In summary, this research has presented a taxonomy of Augmented Humanity
that provides a guide for the scientific community, consisting of the classification
of applications that focus their development on human enhancement. It has listed
the topics of interest that are closest to the AH terminology, leaving open the
possibility of adding other terms of use as the contributions grow.

In the field of Augmented Humanity, there is a growing need to develop a
taxonomy to organize the different technologies and approaches. While this could
facilitate research and development of more advanced technologies, it also raises
significant ethical and social challenges. A taxonomy could lead to discrimination
and exclusion of certain groups of people and widen social and economic gaps.
These issues need to be carefully addressed to ensure that technologies do not
lead to social division or discrimination, and that privacy and individual rights
are respected.
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Abstract. Smart cities require the integration of various data sources
and the application of artificial intelligence (AI) to enhance decision-
making, operations, and planning. However, the complexity of AI solu-
tions often poses a barrier for non-experts. This paper proposes a user-
friendly software architecture and AI-based solution that allows end-
users to harness the power of AI without delving into its theoretical
aspects. The solution features an AI-driven assistant, which helps users
create interactive dashboards and visualizations by importing data from
multiple heterogeneous sources, with a focus on the Internet of Things
(IoT). The proposal is evaluated within the context of smart cities, and
the results show a promising direction for future development.

Keywords: Smart cities · Internet of Things · Software platform

1 Introduction

Smart cities represent a vision of urban development that leverages advanced
technologies, such as artificial intelligence (AI) and the Internet of Things (IoT),
to improve the quality of life for residents, optimize urban operations, and
enhance overall decision-making. With the rapid growth of urbanization and the
increasing demands placed on city infrastructures, the development and imple-
mentation of smart cities have become essential to ensure sustainable urban
living. As a result, numerous efforts are being made by governments, municipali-
ties, and private organizations to integrate innovative technologies into the urban
landscape, ultimately transforming the way cities are managed and experienced.

The integration of AI and IoT in smart cities allows for the collection and
analysis of large volumes of data from various sources [8,9], including sensors
[3], devices [1], and social media platforms [16]. This wealth of information can
be utilized to optimize resource allocation [11], transportation [14], energy con-
sumption [13], public safety [12], and numerous other aspects of urban living [10].
Furthermore, AI can be used to predict and model complex urban phenomena,
c© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023
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enabling decision-makers to identify potential issues and implement proactive
solutions.

However, despite the significant potential of AI to transform smart cities
[6], the widespread adoption of AI solutions is often hindered by their inherent
complexity. Many AI tools and techniques require a deep understanding of the
underlying algorithms and a high level of technical expertise to be effectively
utilized [4,5]. This presents a significant barrier for non-experts, such as urban
planners, city officials, and other stakeholders, who may not possess the necessary
technical knowledge to harness the full potential of AI in their decision-making
processes.

In response to this challenge, this paper proposes a user-friendly software
architecture and AI-based solution that aims to simplify the process of applying
AI in smart cities. The proposed solution features an AI-driven assistant that
guides end-users through the steps required to create interactive dashboards and
visualizations, enabling them to harness the power of AI without delving into
its theoretical aspects.

The primary goal of this research is to democratize the use of AI in smart
cities, making it accessible and easy to use for a wide range of stakeholders [2],
regardless of their technical expertise. By providing an intuitive, user-friendly
interface, the proposed solution seeks to bridge the gap between complex AI
algorithms and their practical applications in urban planning and management.

To achieve this goal, the software architecture integrates several compo-
nents, including a data importer for ingesting data from multiple heterogeneous
sources, an AI-driven assistant that uses natural language processing (NLP)
and machine learning algorithms to guide users through the process of creating
visualizations and dashboards, a visualization engine for rendering interactive
and dynamic visualizations based on input data and user preferences, and a
dashboard designer that enables users to create customizable dashboards using
drag-and-drop techniques.

The proposed solution is evaluated within the context of smart cities, focusing
on the integration of AI-driven insights into urban planning and resource alloca-
tion. The evaluation aims to assess the effectiveness of the AI-driven assistant in
guiding users through the process of importing data from various sources, includ-
ing IoT devices, and creating visualizations that facilitate decision-making. More-
over, the evaluation examines the user-friendliness of the dashboard designer in
allowing users to create customizable dashboards without programming.

In addition to making AI more accessible to non-experts, the proposed solu-
tion offers several benefits in the context of smart cities [7,15]. First, by simplifying
the process of creating visualizations and dashboards, the solution enables users to
quickly and efficiently analyze large volumes of data, leading to more informed and
effective decision-making. Second, the AI-driven assistant can help users identify
patterns, trends, and correlations in the data that may not be readily apparent,
further enhancing their understanding of the urban environment. Finally, the intu-
itive interface provided by the dashboard designer facilitates collaboration and
communication among stakeholders, as it allows users to easily share and discuss
their findings.
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In summary, this paper presents a user-friendly software architecture and AI-
based solution that aims to democratize the use of AI in smart cities, making it
accessible to a broad range of stakeholders, regardless of their technical expertise.
By providing an intuitive, user-friendly interface, the proposed solution seeks to
bridge the gap between complex AI algorithms and their practical applications
in urban planning and management.

The remainder of this paper is organized as follows: Sect. 2 outlines the pro-
posed software architecture, detailing its various components and their roles in
simplifying the application of AI in smart cities. Section 3 presents the results of
the evaluation of the proposed solution within the context of smart cities, focus-
ing on its effectiveness in guiding users through the process of importing data,
creating visualizations, and designing dashboards. Finally, Sect. 4 concludes the
paper and outlines potential directions for future work in the development of
user-friendly AI-based solutions for smart cities.

Through the development and evaluation of the proposed solution, this
research contributes to the ongoing efforts to make AI more accessible and
easy to use in the context of smart cities. By lowering the barrier to entry
for non-experts, the proposed solution has the potential to significantly enhance
the adoption of AI in urban planning and management, ultimately leading to
more sustainable, efficient, and livable cities. Moreover, the insights gained from
this research may be applicable to other domains that face similar challenges
in harnessing the power of AI, paving the way for further innovations in the
democratization of AI.

2 Proposal

The proposed solution consists of a software architecture that integrates an AI-
driven assistant to guide users through the process of creating interactive dash-
boards and visualizations using drag-and-drop techniques. The AI assistant helps
users import data from multiple heterogeneous sources, including IoT devices,
and create dynamic visualizations without programming. The assistant supports
the application of various classical machine learning algorithms, allowing users to
derive insights from their data without the need for extensive technical knowledge.

The software architecture consists of the following components:

– Data Importer: Enables users to import data from various sources, includ-
ing IoT devices, databases, and files, by providing an intuitive interface. The
Data Importer supports multiple data formats and handles data preprocess-
ing, ensuring that the data is ready for analysis.

– AI-driven Assistant: Guides users through the process of creating visualiza-
tions and dashboards using natural language processing (NLP) and machine
learning algorithms. The assistant allows users to apply a wide range of classi-
cal machine learning algorithms, such as regression, classification, clustering,
and dimensionality reduction techniques, to their data. Additionally, the AI-
driven Assistant provides explanations and recommendations on the most
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suitable algorithms based on the characteristics of the data and the user’s
goals.

– Algorithm Library: A comprehensive library of classical machine learn-
ing algorithms, such as linear regression, logistic regression, support vector
machines, decision trees, random forests, k-means clustering, and principal
component analysis, among others. The library provides a robust foundation
for the AI-driven Assistant to offer users various options for analyzing their
data and generating insights.

– Visualization Engine: Renders interactive and dynamic visualizations
based on the input data and user preferences. The engine supports a wide
range of visualization types, including bar charts, line charts, scatter plots,
heatmaps, and geographic maps, allowing users to effectively communicate
their findings and explore their data.

– Dashboard Designer: Allows users to create customizable dashboards using
drag-and-drop techniques, incorporating the visualizations created with the
AI-driven assistant. The designer provides a variety of layout options and wid-
gets, enabling users to create visually appealing and informative dashboards
that facilitate data-driven decision-making.

The proposed solution has been designed with usability and flexibility in
mind. By providing a wide range of classical machine learning algorithms and
an intuitive interface, the AI-driven assistant empowers users to derive valuable
insights from their data without needing to understand the intricacies of each
algorithm. Moreover, the assistant offers guidance on the most appropriate algo-
rithms to use based on the data and the user’s objectives, ensuring that the
generated insights are both relevant and reliable.

The inclusion of an extensive library of classical machine learning algorithms
in the software architecture allows users to explore their data from various per-
spectives and uncover hidden patterns, trends, and relationships. This flexibility
is particularly important in the context of smart cities, where the data is often
diverse and complex, requiring the application of multiple techniques to fully
understand the urban environment and make informed decisions.

By seamlessly integrating the AI-driven assistant with the visualization
engine and dashboard designer, the proposed solution enables users to effec-
tively communicate their findings and explore their data in an interactive and
engaging manner. This, in turn, facilitates collaboration and discussion among
stakeholders, promoting the widespread adoption of data-driven decision-making
in smart cities.

Overall, the proposed software architecture represents a significant step
towards democratizing the use of AI in smart cities, making it accessible to
a broad range of stakeholders and facilitating the development of more sustain-
able, efficient, and livable urban environments.

3 Results

The proposed software architecture and AI-based solution were implemented and
evaluated within the context of smart cities, focusing on the ease of use for end-
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users and the effectiveness of the AI-driven assistant in guiding users through
the process of importing data, creating visualizations, and designing dashboards.
The AI-driven assistant and the algorithm library were implemented in Python, a
popular programming language for machine learning applications, while the user
interface was developed using TypeScript, Vue.js, and Node.js. The solution was
deployed on a cloud-based architecture, ensuring scalability and accommodating
the large volumes of data typically generated by smart cities.

This section presents the results of the evaluation, highlighting the effective-
ness of the proposed solution in achieving its objectives of democratizing the
use of AI in smart cities and making it accessible to a wide range of stakehold-
ers, regardless of their technical expertise. The results are organized into the
following subsections:

3.1 AI-Driven Assistant and Algorithm Library

The AI-driven assistant, implemented in Python, was found to be effective in
guiding users through the process of applying various classical machine learning
algorithms to their data. The assistant’s natural language processing capabilities
enabled users to interact with the system using conversational language, making
the process more intuitive and user-friendly. Additionally, the assistant provided
explanations and recommendations on the most suitable algorithms based on
the characteristics of the data and the user’s goals, further enhancing the user
experience.

The algorithm library, which included a comprehensive collection of classical
machine learning algorithms, proved to be a valuable resource for users, enabling
them to explore their data from various perspectives and uncover hidden pat-
terns, trends, and relationships. The flexibility offered by the library allowed
users to tailor their analyses to their specific needs and objectives, ensuring that
the insights generated were both relevant and reliable.

3.2 Visualization Engine and Dashboard Designer

The visualization engine, implemented using TypeScript and Vue.js, was effective
in rendering interactive and dynamic visualizations based on the input data
and user preferences. The engine supported a wide range of visualization types,
allowing users to effectively communicate their findings and explore their data.
The visualizations were found to be easy to customize and manipulate, enabling
users to interact with their data in a more engaging and immersive manner.

The dashboard designer, also implemented using TypeScript and Vue.js,
allowed users to create visually appealing and informative dashboards using
drag-and-drop techniques. The designer provided a variety of layout options
and widgets, ensuring that users could create dashboards tailored to their spe-
cific needs and preferences. The intuitive interface of the designer facilitated
the process of designing and sharing dashboards, promoting collaboration and
discussion among stakeholders.
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3.3 Cloud-Based Deployment and Scalability

The proposed solution was deployed on a cloud-based architecture, ensuring
scalability and accommodating the large volumes of data typically generated
by smart cities. The cloud deployment utilized a load balancer to distribute
incoming requests across multiple server instances, guaranteeing efficient per-
formance and resource utilization. This approach allowed the system to handle
a large number of concurrent users and process vast amounts of data without
experiencing performance degradation or downtime.

To further enhance the performance and scalability of the system, a caching
mechanism was implemented to store the results of frequently executed queries
and computations. This reduced the overall response time of the system and
minimized the computational overhead associated with complex analyses. Addi-
tionally, the cloud-based architecture enabled the system to automatically scale
the number of server instances based on the current workload, ensuring that
resources were efficiently allocated and that the performance of the system was
maintained even during periods of high demand.

3.4 Performance Evaluation

The performance of the proposed solution was evaluated using a combination
of quantitative and qualitative methods. The quantitative evaluation focused
on measuring the system’s response time, throughput, and resource utilization,
while the qualitative evaluation involved gathering feedback from users regarding
their experience with the system.

The quantitative evaluation results showed that the system was able to effec-
tively handle large volumes of data and maintain efficient performance, even
during periods of high demand. The load balancer and caching mechanisms were
found to be particularly effective in ensuring resource utilization and response
time remained at optimal levels. This demonstrated the system’s capability to
accommodate the vast amounts of data generated by smart cities and support a
large number of concurrent users.

The qualitative evaluation involved collecting feedback from users, who
included urban planners, city officials, and other stakeholders involved in the
management of smart cities. Overall, the users reported a positive experience
with the system, praising its intuitive interface, the AI-driven assistant, and the
flexibility offered by the algorithm library. Users found the process of importing
data, creating visualizations, and designing dashboards to be straightforward
and user-friendly, with the AI-driven assistant providing valuable guidance and
recommendations throughout the process.

Many users also reported that the system facilitated collaboration and com-
munication among stakeholders by making it easy to share and discuss their
findings. The interactive visualizations and customizable dashboards were par-
ticularly well-received, as they allowed users to explore their data in an engaging
and immersive manner. This, in turn, contributed to more informed and effective
decision-making in the context of smart cities.
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3.5 Summary of Results

The results of the evaluation demonstrate the effectiveness of the proposed soft-
ware architecture and AI-based solution in achieving its objectives of democ-
ratizing the use of AI in smart cities and making it accessible to a wide range
of stakeholders, regardless of their technical expertise. The AI-driven assistant,
algorithm library, visualization engine, and dashboard designer were found to
be effective in guiding users through the process of importing data, applying
machine learning algorithms, creating visualizations, and designing dashboards.
Moreover, the cloud-based deployment and scalability mechanisms ensured the
system could efficiently handle large volumes of data and support a large number
of concurrent users.

4 Conclusion and Future Work

This paper presents a user-friendly software architecture and AI-based solution
that simplifies the application of AI in smart cities by providing an AI-driven
assistant. The assistant guides users through the process of creating interactive
dashboards and visualizations by importing data from multiple heterogeneous
sources, with a focus on IoT devices. The results show that the proposed solution
is effective in helping users create customizable dashboards without program-
ming, providing an accessible interface for managing and analyzing data within
the context of smart cities.

Future work will focus on the following aspects:

– Improved AI-driven Assistant: Enhancing the AI-driven assistant by
incorporating more advanced NLP techniques and machine learning algo-
rithms to better understand user needs and provide more accurate guidance.

– Expanded Data Source Integration: Developing methods to seamlessly
integrate additional data sources, such as social media and streaming data,
to further enrich the available information for decision-making.

– Advanced Visualization Techniques: Investigating and incorporating
more advanced visualization techniques to provide users with a broader range
of options to visualize and analyze data.

– Scalability: Addressing the scalability of the software architecture to accom-
modate the growing volume of data generated by smart cities and the increas-
ing complexity of AI algorithms.

– User Experience: Continuously refining the user interface and overall user
experience to ensure that the software architecture remains intuitive and easy
to use for end-users.

By addressing these aspects, the proposed solution can continue to evolve
and better serve the needs of smart cities, empowering end-users to harness the
power of AI without the need for extensive technical knowledge. Ultimately, this
will contribute to the advancement of smart cities and the improvement of urban
life for their inhabitants.
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11. Garćıa-Garćıa, L., Jiménez, J.M., Abdullah, M.T.A., Lloret, J.: Wireless technolo-
gies for IoT in smart cities. Netw. Protoc. Algorithms 10(1), 23–64 (2018)

12. Garcia-Retuerta, D., Chamoso, P., Hernández, G., Guzmán, A.S.R., Yigitcanlar,
T., Corchado, J.M.: An efficient management platform for developing smart cities:
solution for real-time and future crowd detection. Electronics 10(7), 765 (2021)
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Abstract. In 2020, the number of people aged 60 years and older out-
numbered children younger than 5 years and this trend is growing at a
rapid pace. Therefore, elders are at higher risk of social isolation and lone-
liness due to the busy lifestyle of families in the current society. According
to recent studies, conversational agents have a significant impact on the
emotional and physical well-being and independence of elders in Ambi-
ent Assisted Living (AAL) environments. Chatto, a conversational agent
with an animated avatar, aims to enhance the emotional well-being of
elders by establishing an empathetic connection through interactive con-
versations.

This paper focuses on the implementation and benefits of Chatto for
the elder population. The proposed solution offers numerous benefits
for elders, including increased social interaction, emotional support, and
real-time monitoring of their well-being. Utilizing advanced techniques to
recognize facial expressions and analyze voice sentiment, Chatto offers a
dynamic and interactive avatar. A key innovation of the proposed solu-
tion is the ability for caregivers to personalize the user experience by
selecting which of Chatto’s animations are displayed and when result-
ing in a highly personalized and engaging experience. Usability tests
with diverse elder users demonstrate that Chatto is user-friendly, easy
to navigate, and offers an enjoyable experience. Future improvements,
informed by user feedback, will further enhance the avatar’s intuitive-
ness and impact on the emotional well-being of elders.
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1 Introduction

According to recent studies from the World Health Organization [1], by 2050, the
proportion of the world’s population over 60 years is expected to nearly double
from 12% in 2015 to 22% in 2050, whereas the number of people aged 60 years
and older already outnumbered children younger than 5 years in 2020.

Furthermore, elders who are ill or dependent and living at home often expe-
rience social isolation, as their physical and mental abilities decline and they
become hesitant to venture outside. Even those residing in sheltered accommo-
dations or hospitals may go through periods of loneliness when they are left
unattended or when caregivers are unable to provide round-the-clock care. As
the population ages and the cost of hiring full-time caregivers for every dependent
individual at home becomes a financial burden for families, the increasing avail-
ability of advanced assistant conversational systems appears to offer a promising
solution for the future [8].

Ambient Assisted Living (AAL) has the potential to enhance the quality
of life of elders by offering personalized care and assistance while using infor-
mation and communication technologies combined with Artificial Intelligence
(AI). In recent years, the use of avatars has emerged as a promising approach to
improving the psychological well-being of individuals in AAL environments. By
establishing an empathetic connection with the user, avatars can facilitate the
expression of emotions and promote positive emotional reinforcement [5,7].

This paper presents an innovative solution that combines the power of AAL
systems with the benefits of avatars for emotional support. The proposed solu-
tion, Chatto, is an interactive avatar that is capable of detecting emotions and
responding accordingly. By providing a friendly and engaging interaction, Chatto
aims to improve the emotional state of elders and reduce feelings of loneliness
and monotony.

The main contributions of this research are as follows:

– Easy interaction: Chatto, an avatar that offers a user-friendly and intuitive
interaction for elders. It promotes engagement, reinforces positive emotions,
and alleviates loneliness and monotony.

– Multisource message interpretation: Chatto interprets and processes messages
from multiple sources like chatbot conversations, RGB cameras, and micro-
phone audio, therefore harnessing a diverse range of inputs to enhance the
understanding of the user’s emotions.

– Personalized animations: Development of customized animations for Chatto,
an innovative feature, where caregivers can customize which animations
Chatto can perform. Therefore, providing personalized features to the user
accordingly to their preferences.

Understanding the potential of avatars in the AAL context [10], the focus
consists of the interaction between elders and Chatto. Therefore, this paper aims
to investigate the impact of this interaction on the emotional state of elderly
individuals and explore the benefits of using avatars to support their emotional
well-being.
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The remainder of this paper is organized as follows: Sect. 2 provides informa-
tion regarding related work in the field. Section 3 describes the proposed solu-
tion in detail. Section 4 discusses the implementation and testing of the solution.
Section 5 presents the analysis and discussion of the results. Finally, Sect. 6 con-
cludes the paper and offers directions for future work.

2 Related Work

This section presents a summary of previous research on conversational agents
(CA) designed for elderly users within the context of AAL or healthcare empha-
sising CA with a visual interface of an avatar.

The authors in [10] discuss the potential of using avatars and virtual agents as
interfaces for the elder. The authors explain how these technologies can improve
communication and interaction between the elders and their caregivers and help
alleviate loneliness and social isolation. They also highlight some challenges, such
as personalized interfaces and maintaining privacy and security. Overall, the arti-
cle suggests that avatars and virtual agents have great potential as relationship
interfaces for elder people.

Wan et al. [11] describes the development of a chatbot named Midoriko,
which utilizes a three-dimensional (3D) avatar to convey emotional states. The
chatbot is powered by a long short-term memory (LSTM) network, which helps
it to respond to user inputs in a more natural and human-like way. The 3D
avatar of Midoriko has several advantages. Firstly, it provides a more engaging
and personalized experience for users. The avatar is designed to be visually
appealing and can be customized to suit individual preferences. Secondly, the
avatar can convey emotions more effectively than a traditional chatbot interface,
as it can display facial expressions, body language, and other nonverbal cues,
which can help to build a stronger emotional connection between the user and
the chatbot.

Noh et al. [3] presents a new approach for designing mobile user interfaces
that are more accessible and user-friendly for elderly users. The authors propose
a virtual companion that can assist elderly users in navigating and using mobile
devices. The virtual companion uses Natural Language Processing (NLP) and
speech recognition to allow users to interact using voice commands. The authors
also conducted a usability study to evaluate the effectiveness of the virtual com-
panion interface, which was well-received by elderly users, who found it more
intuitive and easier to use than traditional mobile interfaces. The paper con-
cludes that the virtual companion-based mobile user interface has the potential
to improve the accessibility and usability of mobile devices for elderly users, thus
enhancing their quality of life.

The authors in [2] describes the development of the NESTORE e-Coach, a
tangible and embodied conversational agent designed to support healthy ageing
and independent living in elders. The e-Coach is based on the principles of user-
centred design, incorporating feedback from elders and healthcare professionals.
The article outlines the technical details of the e-Coach’s development, including
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its hardware components and software architecture. The e-Coach’s functional-
ities, such as reminders, suggestions, and motivational messages are described.
A pilot study with elders was conducted evaluate the conversational agent and
the study showed promising results regarding user engagement and perceived
usefulness.

Compared to existing research, Chatto stands out with its personalization
feature, allowing caregivers to customize the avatar’s expressions and anima-
tions, providing a tailored, emotionally supportive experience for elderly users
by addressing their unique needs and preferences.

3 The Proposed System

This section presents the proposed system architecture, Chatto, an empathetic
conversational agent designed to enhance the emotional well-being of elders in
AAL environments. The system is structured to seamlessly capture the auditory
and visual context of a conversation between the elder user and Chatto, pro-
cess the data for emotion recognition, and generate appropriate expressions and
responses for the avatar. Figure 1 illustrates the flow of information and commu-
nication between the various modules and components within the system.

The process commences with data acquisition from the conversation between
the elder user and Chatto. Utilizing sensors embedded in the mobile device, the

Fig. 1. Overview of the Chatto system, illustrating the flow of information and com-
munication between data acquisition, emotion recognition, expression calculation, and
conversational interaction modules.
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system (1) captures both visual and auditory context through (A) RGB cam-
eras and the microphone in the capture module. In the current implementation,
only the dialogue and the elder’s facial expressions are used; however, this sys-
tem could be scaled to incorporate additional information, such as the vocal
spectrogram of the dialogue or the elder’s body poses.

Once the visual and auditory data are captured, the system processes the
information and (2) sends the frame and the (3) speech-to-text data to the
emotion recognition module (B). It analyzes these inputs to identify the elder
user’s emotional state during the interaction.

Subsequently, the emotional data are sent to the (4) expression calculation
module (C), which determines the appropriate expressions for Chatto based on
the detected emotions and the elder’s personalized expressions. The calculated
expression is then (5) sent to Chatto, enabling the avatar to accurately represent
the elder’s emotional state.

In addition to emotion detection and response generation, Chatto offers a
unique feature that allows caregivers to customize the avatar’s expressions to
better cater to the individual needs of each elderly user. This personalization
process involves the caregivers selecting and adjusting specific animations and
gestures for Chatto to perform, based on their knowledge of the elder’s prefer-
ences and emotional triggers. By enabling caregivers to directly influence the
avatar’s behavior, Chatto ensures a more engaging and supportive experience
tailored to the elder user’s emotional requirements, ultimately contributing to
their emotional well-being.

The calculation of the expressions is necessary due to the presence of multiple
data sources, and a weighted sum formula is used to combine the information
from different modalities. The formula is defined as:

y = (Ws ∗ AccS ∗ WEmoS) + (Wf ∗ AccF ∗ WEmoF ) (1)

The variables in Eq. 1 are defined as follows:

– y - A decimal value ranging between [-100;100] that will be converted into an
expression;

– Ws - The weight assigned to the sentiment analysis module based on voice;
– AccS - The confidence value (in percentage) of the emotion detected from

the voice data;
– WEmoS - The weight assigned to the emotion detected from the voice,

ranging from -1 to 1. Values close to -1 correspond to negative emotions, values
close to 1 signify positive emotions, and values near 0 represent neutrality;

– Wf - The weight assigned to the sentiment analysis module based on facial
expressions;

– AccF - The confidence value (in percentage) of the emotion detected from
facial expressions;

– WEmoF - The weight assigned to the emotion detected from facial expres-
sions, ranging from -1 to 1. Values close to -1 correspond to negative emotions,
values close to 1 signify positive emotions, and values near 0 represent neu-
trality.
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In parallel with the emotion detection and expression calculation processes,
the text derived from the audio captured by the microphone (A) is (6) sent to the
chatbot conversation module (D). This module processes the text and generates
a suitable response for Chatto, ensuring a meaningful and engaging conversation
with the elder user. The generated response is then (7) sent to Chatto, which
delivers the response audibly, maintaining an interactive dialogue with the elder
user.

With the information about the appropriate expression and response, Chatto
(8) interacts with the elder user, effectively conveying empathy and providing
emotional support. This comprehensive process ensures that Chatto can adapt
its behavior in real time, considering the elder user’s emotions during the con-
versation.

4 Implementation and Testing

In this section, the implementation and testing of Chatto is presented, the ani-
mated avatar created to improve the emotional well-being of elders in AAL envi-
ronments. The implementation is based on the system architecture and modules
described in the previous section, which includes data acquisition (Module A),
emotion recognition (Module B), expression calculation (Module C), and con-
versational interaction (Module D).

Initially, an 3D animated avatar was developed, as displayed in Fig. 2a, uti-
lizing a combination of modeling and animation tools to ensure that Chatto’s
expressions were visually appealing and easily comprehensible. Afterwards, facial
expression recognition (Module B) was integrated using voice and image data
(Module A) to identify the emotions of elders and adapt the avatar’s behaviour
accordingly. This integration involved employing the DeepFace model [9] for
facial expression analysis and the SentimentPolarity model [4] for voice senti-
ment analysis, both trained on extensive datasets to enhance their accuracy in
emotion detection.

For the conversational interaction (Module D), DialogFlow [6] was used as the
chatbot engine to enable seamless and natural conversations between Chatto and
the elder users. DialogFlow facilitated the creation of robust, context-aware, and
engaging conversations tailored to the needs of the elderly population in AAL
environments. This implementation ensured that the avatar could provide not
only emotional support but also a reliable and enjoyable conversational experi-
ence.

Next, a user interface that facilitated seamless interaction between elders and
Chatto was designed. The interface was optimized for readability, ease of use,
and accessibility, considering the specific needs and preferences of the target user
group.

For the testing phase, comprehensive usability tests were conducted and rep-
resented in Table 1, with a diverse group of elder users in an AAL setting. Partici-
pants engaged in conversations with Chatto, during which their facial expressions
and voices were analyzed to detect emotions. The detected emotions were sent
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Fig. 2. Visual representation of the Chatto avatar and its personalized animations: (a)
The Chatto avatar engaged in conversation with an elder user; (b) A range of Chatto’s
expressions and gestures tailored to the user’s emotions

to the expression calculation module (Module C), which adjusted the avatar’s
expressions based on the weighted sum formula described in the previous section
and according to the caregiver’s preferences. This approach aimed to establish
an empathetic connection and provide emotional support.

Additionally, Chatto’s real-time monitoring capability was assessed, which
allowed caregivers to be informed of the user’s emotional state and intervene
when necessary.

To further evaluate the effectiveness of Chatto, quantitative measures were
incorporated in the testing process and pre-and post-test questionnaires were
utilized to assess changes in the participants’ emotional states and satisfaction
levels, as well as semi-structured interviews to gather detailed feedback on their
experiences. This approach enabled us to identify areas for improvement and
optimize the avatar’s performance based on user input.

The testing phase sought to evaluate the user-friendliness, intuitiveness, and
overall effectiveness of the proposed solution. Participants provided feedback on
their experiences interacting with Chatto, including any difficulties they faced
and suggestions for improvement.

An important aspect of the testing phase was to assess the effectiveness of the
personalization feature that allows caregivers to customize Chatto’s expressions
and animations. This customization aimed to enhance the emotional support
provided to the elder users by tailoring the avatar’s behavior to their specific
needs and preferences. Feedback from caregivers was essential to understand-
ing the impact of this feature and identifying potential improvements to better
support the emotional well-being of elderly users.

Multiple tests and iterations were conducted to gather valuable insights and
refine the avatar’s performance. The results demonstrated that Chatto was well-
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Table 1. Usability test results indicating the ease with which participants completed
various tasks while interacting with Chatto.

Task Failed to
complete

Finished with
many struggles

Finished with
some struggles

Finished with
some ease

Finished with
much ease

Interact with
Chatto

– – 3 3 10

Observe last
detected emotions

– – 2 3 11

Observe last sent
notifications

– – – 1 15

Observe last sent
notifications

– – – 1 15

Observe emotion
shown in the DT

– – – 4 12

Associate an
emotion to a
Chatto’s
animation

– – 3 5 8

Observe Chatto’s
animation with
AR

– – – 4 12

received by the majority of users, who found the avatar enjoyable, easy to navi-
gate, and emotionally supportive.

Furthermore, caregivers appreciated the real-time monitoring feature, which
facilitated more timely and responsive care. The combination of user feedback
and quantitative assessments enabled us to establish a comprehensive under-
standing of Chatto’s impact on the emotional well-being of elder users. This
understanding will be instrumental in guiding future development and enhance-
ments to the system, ultimately ensuring that Chatto continues to provide valu-
able emotional support to the elder population in AAL environments.

5 Analysis and Discussion

This section discusses and evaluates the Chatto system as an interactive and
empathetic avatar for elderly users. Moreover, detailing challenges found during
implementation.

Chatto is a promising system that aims to enhance the emotional well-being
of elderly users where the integration of facial emotion recognition and voice sen-
timent analysis enables the system to detect emotions. Furthermore, by allowing
the caregiver to adjust the avatar’s animation behavior accordingly, the systems
creates a more personalized and supportive experience when the animation is
joined with the textual response obtained from DialogFlow.

Overall Chatto was well-accepted by the families involved in testing and
overall elder people were pleased with the visual appearance and interaction
modes of the system. Furthermore, the caregivers also provided positive opinions
regarding the features related to the emotional accompanying.
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Some struggles found during the implementation were choosing Chatto’s
visual style form e.g. animal, character, human, plant, among others and ani-
mations to best match elderly users’ preferences [10], how to map the emotional
results from both models, DeepFace and SentimentPolarity, and how to aggre-
gate the results into a final expression.

Another of the challenges encountered during the implementation was the
delay in obtaining a response from DialogFlow after the elderly user interacted
with Chatto. If this delay exceeds a few seconds, it can result in an unpleasant
user experience, as the user may feel that the conversation is not flowing natu-
rally. This challenge highlights the importance of minimizing response times in
chatbots to ensure that the user remains engaged and satisfied with the interac-
tion.

6 Conclusions and Future Work

This paper presented Chatto, an interactive and empathetic avatar designed to
enhance the emotional well-being of elderly users in AAL environments. Chatto
offers easy interaction through a user-friendly and intuitive design, multisource
message interpretation by processing messages from sources like chatbot con-
versations, RGB cameras, microphone audio, and personalized animations that
allow caregivers to customize the avatar’s behavior.

During the implementation phase, a 3D animated avatar was developed, inte-
grated facial emotion recognition, and voice sentiment analysis, and designed a
user interface optimized for readability, ease of use, and accessibility. Some chal-
lenges were encountered, such as selecting an appropriate visual style, mapping
the emotional results from both the DeepFace and SentimentPolarity models,
and aggregating the results into a final personalized expression. Additionally,
response time delays from DialogFlow posed a challenge, emphasizing the need
to minimize response times for a more natural conversation flow.

Following the implementation, comprehensive usability tests were conducted
with a diverse group of elderly users in an AAL setting, in which quantitative
measures were employed to evaluate the user-friendliness, intuitiveness, and over-
all effectiveness of Chatto. The participants provided valuable feedback on their
experiences interacting with the avatar, including any difficulties they faced and
suggestions for improvement. Multiple tests and iterations allowed us to refine
the avatar’s performance, leading to a majority of users finding Chatto enjoy-
able, easy to navigate, and emotionally supportive. Caregivers also appreciated
the real-time monitoring feature, which facilitated more timely and responsive
care.

Future research and development efforts will focus on addressing the chal-
lenges encountered during the implementation: decreasing the time delay
between the user interaction and Chatto response from DialogFlow by training
NLP models to be used on the device. Furthermore, to ensure a more informed
choice of weights for the weighted sum formula, experts could be contacted to
integrate knowledge from other areas, such as psychology and tests regarding
the formula could be performed to assess its effectiveness.
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Abstract. Traffic congestion is a significant problem in many cities,
leading to delays, increased fuel consumption, and environmental pollu-
tion. In recent years, optimization algorithms have been used to improve
traffic control systems and reduce congestion. This paper proposes an
optimization algorithm based on genetic algorithms to optimize traffic
signal controllers in Cádiz, Spain, using the Simulation of Urban MObil-
ity (SUMO) traffic simulator. The proposed optimization algorithm is a
promising solution for the optimization of traffic control systems, which
can lead to more efficient traffic flow, reduced congestion, and improved
environmental conditions.

Keywords: Genetic Algorithms · Traffic Light Controllers ·
Optimization · SUMO

1 Introduction

Traffic congestion is a major problem in many cities around the world, causing
delays, increased fuel consumption, and environmental pollution [8]. One alter-
native to mitigate traffic congestion is the proper use of traffic control systems,
such as traffic lights and the adjustment of traffic light timing. However, tradi-
tional traffic control systems are often not optimized, leading to inefficient traffic
flow and increased congestion.

In recent years, there has been growing interest in the use of optimization
algorithms to improve traffic control systems [1]. These algorithms can be used
to find optimal traffic signal timings, which can reduce congestion and improve
traffic flow. In this context, the present paper proposes an algorithm based on
genetic algorithms to optimize the traffic signal waiting times at traffic lights
in the city of Cádiz, Spain, and to reduce CO2 emissions from road traffic. To
evaluate the proposed algorithm, the Simulation of Urban MObility (SUMO)
traffic simulator [3] has been used. The road network of Cádiz has been designed
based on OpenStreetMap data, and the traffic lights have been manually added
using the SUMO netedit tool.
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This paper is structured as follows: Section 2 provides an overview of previ-
ous proposals that have tackled this problem. Section 3 explains the materials
utilized in this work. Section 4 outlines the methodology applied in this study,
including the proposed optimization algorithm’s particulars. The experimental
results obtained are presented in Sect. 5. Finally, Sect. 6 concludes the paper and
suggests future research directions.

2 Related Work

The field of smart mobility has seen numerous advancements and innovations
aimed at improving traffic flow and reducing congestion on roads. One such pro-
posal is presented by [4], which introduces a mechanism that adapts itself for
regulating traffic, utilizing cooperative agents. This mechanism focuses on reduc-
ing traffic congestion at intersections by using three types of agents: Viewagents,
Trafficlightagents, and Intersectionagents. Viewagents are responsible for moni-
toring a specific view and detecting the number of cars in that area. Trafficligh-
tagents control the traffic lights and adjust the duration of green and red lights
accordingly. The adjustment of a particular traffic light’s duration is managed
by Intersectionagents through the use of Adaptive Value Tracking.

Another interesting proposal is presented by [12], where a system for pre-
empting traffic lights is proposed specifically for emergency vehicles and public
transportation. The main objective of this system is to minimize the average
response time during emergencies and improve traffic flow at junctions. The
authors evaluate the system using a simulator in real-life scenarios and explore
how communication between multiple intersections can be used to minimize the
time spent in traffic. Furthermore, [6] assesses the effectiveness of an emergency
vehicle in a simulated traffic situation with traffic lights, using both V2X commu-
nications and the conventional siren. The research also proposes a collaborative
algorithm that employs V2X communications for vehicles and traffic lights to
act accordingly and minimize the delay in emergency response.

As for signal control methods, [7] introduces a signal control method for
improving the control efficiency of signalized intersections based on deep rein-
forcement learning and value distribution. The approach uses a Distributional
DQN algorithm to acquire knowledge of the estimated distribution of phase
actions in the intersection setting. The authors of [15] introduce a technique for
intelligent traffic signal control that combines multiagent reinforcement learning
and Artificial Intelligence of Things through an information fusion approach.
They treat each traffic intersection as an agent and utilize Q-learning to update
the Q-factors of each agent, enabling the controllers to collaborate on signal
control actions with adjacent intersections. Meanwhile, [2] presents a solution
to the “green wave” problem, which involves synchronizing traffic signals on a
route to enable vehicles to traverse multiple intersections without stopping. This
solution reduces the green wave problem on busy routes to a Job Shop Scheduler
problem, which can be solved using optimization techniques, with the objective
of minimizing delays and enhancing traffic flow, especially during peak periods.
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Moreover, [16] proposes a centralized route management solution for
autonomous vehicles, which can effectively mitigate the effects of traffic con-
gestion and improve traffic flow in cities. The authors conducted an experi-
mental study in Valencia, Spain, which analyzed traffic congestion in an area
with high traffic density. They found that their proposed solution resulted in
significant benefits compared to the traffic flow on a typical day. Finally, [13]
presents a methodological approach that uses microsimulation and refined
Origin-Destination matrices to estimate greenhouse gas and pollutant emissions
from traffic.

Overall, these studies contribute to the development of efficient traffic man-
agement systems that can improve traffic flow and reduce congestion, thereby
improving the overall mobility of people and goods. Nevertheless, there is a lack
of focus on optimizing traffic in cities where geographic conditions pose unique
challenges. Cities located near marshes, isthmuses, or small peninsulas are espe-
cially affected, with limited space, winding and narrow roads, high population
density, and other factors that lead to traffic congestion or prevent proper man-
agement.

3 Material

This section describes the traffic simulator tool and the traffic network employed
for the experiments performed in this work.

3.1 Simulator

To perform the evaluation of the proposed system, the SUMO traffic simulator
has been selected. It comprises a set of open-source tools for traffic simulation
(vehicular, pedestrian, and public transport). It provides information related to
travel times, traffic congestion, emissions, and road safety. In addition, it offers a
set of tools for scenario creation, facilitating the simulation of realistic scenarios
of existing cities. SUMO version 1.16.0 has been used in this work.

3.2 Traffic Network

Cádiz is a city in Spain, located in the autonomous community of Andalusia.
It has 113,066 inhabitants in 2022, according to data provided by the Spanish
National Institute of Statistics [10]. The city has a particular geographical loca-
tion (Fig. 1). It is located on an island, linked by a tombolo to the island of León.
It has an area of 12.3 km2 and a population density of 9192 inhabitants/km2.
There are only three entrances to the city, two bridges that connect it with the
municipality of Puerto Real and a road that connects it with the city of San
Fernando.

Within the city, there are a total of 13,022 daily trips by private vehicles
in 2022, according to the Spanish National Institute of Statistics [9]. The city
has numerous junctions regulated by traffic lights. These are controlled by the
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Fig. 1. Map of the city of Cádiz. Source: [11].

Traffic Control Centre of the Cádiz City Council [5]. This center has a network
of the vehicle and pedestrian detectors that provide real-time information on
the state of traffic. Furthermore, the network includes thirteen traffic cameras
installed in the main avenues of the city and several vehicle counting points with
electromagnetic detectors.

4 Methodology

This paper aims to evaluate the proposed system using the SUMO traffic simula-
tor, and the city of Cádiz, Spain as a case study. In this section, the methodology
of the study is presented, including the design of the road network and the opti-
mization algorithm.

4.1 Design of the Road Network

The road network has been designed using the information provided by Open-
StreetMaps. For this purpose, the netconvert tool has been used, which allows
importing the information provided by OpenStreetMaps about a region and con-
vert it to a SUMO road network. Although the OpenStreetMaps information is
considerably complete, there are several errors that have been corrected man-
ually through the netedit tool. Specifically, it has been necessary to include
the city’s traffic light network. A total of 223 traffic lights have been included,
focusing specifically on the city’s main avenues and streets. It should be noted
that Cádiz counts with a historic center in which traffic is restricted.

4.2 Design of the Optimization Algorithm

The problem of optimizing traffic light signals is a complex and challenging task.
It involves balancing multiple variables and constraints, such as traffic volume
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and road network layout. One of the key challenges is coordination, as traffic
signals must be timed and synchronized to ensure smooth and safe traffic flow
along an entire route or network. To address the problem, an approach based on
genetic algorithms has been chosen.

In SUMO, all traffic lights at the same junction are controlled by the same
program (i.e., controller). This is because, for the safety of the users, the traf-
fic lights must be synchronized with each other. In other words, traffic lights
controlling conflicting lanes cannot be green at the same time.

The traffic light controller is defined in the SUMO network file, an XML con-
figuration file. This file defines the road network for a given scenario. The network
file contains information about the geometry of the road network, including the
location, shape, and properties of individual road segments, intersections, and
traffic signals. The logic of a specific traffic light is defined through a tlLogic
element, which comprises a set of phases. Each of the phases, defined with the
phase element, has a duration and a set of associated states for each of the traffic
lights at the junction. ‘G’ indicates that the traffic light will remain green, ‘g’
that the vehicle can turn left, ‘r’ that the traffic light will be red, and ‘y’ that
it will be yellow.

<tlLogic id ="1341845187" type=" static" programID ="0" offset

="0">

<phase duration ="40" state ="GGrr"/>

<phase duration ="5" state ="yyrr"/>

<phase duration ="40" state ="rrGG"/>

<phase duration ="5" state ="rryy"/>

</tlLogic >

Listing 1.1. Definition of the traffic light controller of a junction in SUMO.

Fig. 2. Example of a traffic light controlled junction (Color figure online).

In Listing 1.1, the example of a traffic light controller for a four-lane one-way
junction is given (see Fig. 2). The controller consists of four phases. In the first
phase, the traffic lights of the two lanes of road A in Fig. 2 will be green, while the
two lanes of road B will be red. This is indicated by the property state="GGrr"
in the XML file. This phase will last for 40 s. Subsequently, for 5 s the two traffic
lights on road A will turn yellow, warning drivers of a change. After this, in the
third phase, it will be the lanes on road B that will be green for 40 s, followed
by a 5-second yellow phase. This cycle will be repeated indefinitely.



108 S. Balderas-Dı́az et al.

The proposal adheres to the basic structure of genetic algorithms (Algo-
rithm 1). It begins with the initialization of a population of potential solutions,
which are randomly generated. Each of the traffic light controllers will respect
the four phases of the controller, but the duration of each phase will be ran-
domly assigned between 1 and 100 s. The status of the traffic lights will also be
randomly generated within the possible combinations that do not cause conflicts
at the junction. The initial population has been set at 100 candidate solutions.

SUMO is used for the evaluation of candidate solutions (Fig. 3). The traffic
light configuration is written to the traffic network file and the simulation is
launched. SUMO will provide information regarding the CO2 emission of the
vehicles in the simulation. The solution fitness will be determined by summing
the emissions of all vehicles.

Fig. 3. Overview of the optimization process.

From the resulting population, the top 10% will be selected to generate new
candidate solutions. To that end, two candidates will be randomly selected from
them, and for each traffic light controller, the configuration of one of the parents
will be selected to generate a child solution. This child solution will have a
mutation probability of 30%. In this mutation, for each traffic light controller,
the duration of each phase will be modified with a random value between -10
and 10. The state of one of the traffic lights will also be randomly permuted
within the constraints of the junction.

4.3 Vehicle Fleet

The simulated vehicles are of the HBEFA3\PC G EU4 class. This class repre-
sents passenger cars with petrol engines and emissions corresponding to the Euro
4 level of the European standard [14]. According to this standard, these are vehi-
cles manufactured from 2006 to 2009 with a CO2 emission of 0.5 g/km. It should
be noted that these values have been maintained for vehicles manufactured in
subsequent years.
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Algorithm 1. Pseudocode of the genetic algorithm.
1: function geneticAlgorithm(population)
2: populationSize ← size(population)
3: newPopulation ← []
4: bestF itness ← getAverageFitness(population)
5: stallCount ← 0
6: maxStallCount ← 10
7: while stallCount < maxStallCount do
8: while size(newPopulation) < populationSize do
9: eliteSize ← populationSize × 0.1

10: elite ← selectElite(population, eliteSize)
11: newPopulation ← newPopulation + elite
12: parent1 ← randomSelection(population)
13: parent2 ← randomSelection(population)
14: child ← crossover(parent1, parent2)
15: if random() < 0.3 then
16: child ← mutate(child)
17: end if
18: childF itness ← evaluateFitness(child)
19: newPopulation ← newPopulation + [(child, childF itness)]
20: end while
21: population ← newPopulation
22: newPopulation ← []
23: newFitness ← getAverageFitness(population)
24: if newFitness > bestF itness then
25: bestF itness ← newFitness
26: stallCount ← 0
27: else
28: stallCount ← stallCount + 1
29: end if
30: end while
31: return population
32: end function
33:
34: function selectElite(population, eliteSize)
35: sortedPopulation ← sort(population,descending order of fitness)
36: return sortedPopulation[: eliteSize]
37: end function

In the simulation, 10.000 vehicles have been introduced, to approximate the
daily traffic of the city according to the Spanish National Institute of Statistics.
Vehicle routes have been randomly generated through the randomTrips utility.

5 Results

The present study reveals that the application of an optimization system results
in a noteworthy decrease of 55.43% in CO2 emissions compared to the default
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solution generated in SUMO. The optimization system displays fast convergence
within a mere 25 generations, as shown in Fig. 4.

Fig. 4. Convergence of the population in the optimization system.

It is found that the total CO2 emissions from vehicles in the optimized
scenario with traffic signal controllers are notably lower, i.e., 3,374,990 kg, as
opposed to 6,088,216 kg in the scenario without optimized controllers. This is
attributed to the protracted waiting time of vehicles at traffic signals.

Further analysis of emissions by zones reveals that areas with a higher number
of lanes, such as the avenues, and the large intersections where different avenues
of the city converge are the most adversely impacted by emissions. However, the
optimized scenario significantly curtails CO2 emissions at these critical points,
as demonstrated in Fig. 5.

Fig. 5. Map of CO2 emissions in the city of Cádiz. Comparison of the best configuration
obtained versus the default configuration.

6 Conclusions

In this paper, an optimization algorithm based on genetic algorithms has been
proposed to optimize the traffic signal controllers in the city of Cádiz, Spain. The
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experimental results show that the proposed algorithm significantly reduces con-
gestion and improves traffic flow. The proposed algorithm can adapt to changing
traffic conditions and find optimal signal timings, thereby reducing delays, fuel
consumption, and environmental pollution. This approach is applicable to any
road network, regardless of the particular city under consideration. The only
requirement for implementation is the creation of the road network within the
simulation framework. The use of the SUMO traffic simulator has facilitated the
design and evaluation of the proposed algorithm. The road network of Cádiz has
been designed based on OpenStreetMap data, and the traffic lights have been
manually added using the SUMO netedit tool.

As a future plan, we suggest applying the implemented method to real traffic
data from the city of Cádiz, including information about public transport and
pedestrian traffic. Additionally, the approach used may be expanded to optimize
the current crossing control methods (traffic lights, roundabouts, stop or yield
signs) and the direction of the streets. The use of crowdsensing applications will
be also analyzed to detect traffic problems in real-time through online social
networks.
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Abstract. The Agritech project is a large Italian project funded with
the National Recovery and Resilience Plan to contribute, among other
objectives, to the digitization of Agriculture in Italy and to the implemen-
tation of an information technology platform and its web-based abstrac-
tion (called Web of Agriculture - WoA) that will support research, pro-
duction and commercial activities in the agrifood sector in Italy, by
leveraging on innovative artificial intelligence tools. We present here the
design of the platform and of the WoA and its respective case studies.

Keywords: Digital Agriculture · Data space · Web of Agriculture

1 Introduction

The European Green Deal [2] is the response of the EU to the call for a sustain-
able development of the United Nations 2030 Agenda [11] and it sets, among
others, specific goals for the agricultural sector to achieve climate neutrality by
2050. These goals address all sectors of agriculture and give a key role to the
adoption of digital technologies. The objectives of the European Green Deal
fall on the partner countries that are responsible for their implementation. In
the case of Italy, this is included in the National Recovery and Resilience Plan
(PNRR) and, in the specific case of the agrifood sector, implemented by the
National Research Centre for Agricultural Technologies (AGRITECH) [6].

The AGRITECH center itself is structured into 9 Spokes, each covering
a thematic area, and among these Spoke 9 addresses “new technologies and
methodologies for traceability, quality, safety, measurements and certifications
to enhance the value and protect the typical traits in agrifood chains”. It is
within this Spoke that rises the idea of building a technological platform, called
METRIQA, to support the digitization of the agrifood sector in Italy.

The main purpose of METRIQA is tow-fold. On one hand it supports the
entire chain of data and information production, storage and analysis typical of
an intelligent environment. The data, mostly in form of experimental datasets
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(together with associated reports) produced by means IoT sensors and created
by the on-site experimental activities of the researchers in the Spoke, are stored
and processed by using AI tools offered by the platform to support the cre-
ation of innovative decision support systems. On the other hand, METRIQA
implements the abstraction of the“Web of Agrifood” (WoA) which provides a
web-like access to data (digital resources) and services to its users. According
to this abstraction, WoA glues data lakes of different subjects by connecting
their resources despite of their internal technology and structure, so that dif-
ferent providers may make available any kind of unstructured resources, either
relevant for research or production and concerning the agrifood sector in Italy,
and METRIQA user can rely on AI-based retrieval services to obtain relevant
information about this sector. We expect that METRIQA and its abstraction
of the WoA will contribute both to research and productive stakeholders of the
agrifood sector. In particular, it will support researchers by the implementation
of a “widespread laboratory” offering them the opportunity for collecting and
sharing digital resources and state-of-the-art Artificial Intelligence (AI) tools,
and a mean to make their results available to non-researchers stakeholders by
leveraging on a web-style search engine that support integration and searches
over unstructured data. At the same time, METRIQA will support private com-
panies in the sharing of their digital resources by the creation of a decentralized
data space supporting services like those related to traceability and certifica-
tion. The integration in the same platform of resources coming from both the
research and the productive worlds will also pave the ways for innovative agri-
food services, for example those concerning the verification of the authenticity
the genuineness of the products, as it is discussed in a use case Sect. 4.3.

2 Background and State of the Art

In this section we will briefly give an overview of the main references for the
state of the art for what concerns the components of the WoA.

Digital information drives business innovation and transforms our daily life
into prosperity with an incredible speed. Data generated at exponential pace, is
one driving force to achieve this goal [10].

Data platforms form a market place that connects data providers and data
users. To depend less large, quasi monopolistic players, the EU strategy for
data is on the way to adopt multiple data spaces until 2027 Data spaces are a
distributed data integration concept which is taken up by consortia. The open,
transparent and secure digital ecosystem GAIA-X and International Data Spaces
(IDSs) specify reference architectures for distributed data infrastructures and
data spaces, respectively. International Data Spaces (IDS) enable the sovereign
and self-determined exchange of data via a standardized connection across com-
pany boundaries. They address the many challenges such as interoperability,
transparency, trust and security of data. The IDS develops a standardized open-
source reference architecture model [9]. Similarly, the association GAIA-X with
more than 334 members across 20 countries aims to increase the adoption of
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cloud services and accelerate data exchange by European businesses. To foster
cybersecurity, the Information Security (NIS) directive and the European cyber-
security framework are the pillars on top of the requirements on technical and
organizational measures related to personal data. Finally, we want to point out
that the combined use of IDS technology and blockchain enables supply chain
traceability.

Focusing on data space technologies [10], semantic World Wide Web Con-
sortium (W3C) standards, such as the resource description framework (RDF)
and Web Ontology Language (OWL) have been developed over two decades,
to ensure a common understanding of the data to be shared in the data space.
The IDS information model is based on a graph-based RDF ontology, to connect
the conceptual functionalities, roles, and processes with the implementations in
the Connector interfaces and endpoints. MY DATA Control Technologies can
be sued to implement the ability of data sovereignty. To share data at the same
time, there must be some sort of usage control enforcement. This concept builds
on a certification process for components and environments based on a public key
infrastructure. With data federation, integration takes place on the fly, Data is
only accessed and integrated in the moment when the consumer ask for. The rise
of trustworthy federated digital ecosystems will not only improve data availabil-
ity but also handle the large volume of training data required to train machine
learning and artificial intelligence, which are crucial for the competitiveness of
entire business branches [10].

Over the past few years, several EU H2020 infrastructure projects aimed
at digitize agriculture. Among them is the project “DESIRA” comprising an
intervention planning platform along with other elements of the infrastructure
(sensors, drones, geographic information system). The objectives are to i) reduce
response times to citizens requesting interventions, ii) enhance the traceability
and security aspects of the products, iii) foster communication, exchange of
knowledge and joint activities, and iv) to provide training opportunities using
gamification techniques [1]. “OPEN DEI”, in contrast, proposes a 6C refer-
ence architecture framework for cross-domain digital transformation [4]. Finally,
“i4Trust” lets share vineyard data with the wine value chain. Wine consumers,
cellar personnel, viticulture advisors or, marketing companies can access rele-
vant, secure, and voluntarily shared data from the vineyard [3]. To the best
knowledge of the authors, this is the only solution on data spaces for agriculture
at Technical Readiness Level (TRL) 9 at the time of writing.

3 The Agritech Project

Agritech, the National Center for the development of New Technologies in Agri-
culture, is one of the 5 National Centers dedicated to frontier research financed
through the MUR by the PNRR Plan as part of Mission 4 “Education and
research” - Component 2 “From research to business”. The project objective is
to promote climate change adaptation, reduction of the environmental impact
in agrifood, marginal areas development, safety and traceability of the supply
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chains. Santa Chiara Lab (University of Siena) was selected by the Federico II
University of Naples, National Center hubs leader, among the 9 Spokes, research
nodes, to deliver the project objectives, jointly with the main agrifood companies
sector in Italy.

Spoke 9 goal is to conduct research activities on “Measurement, certification
and enhancement of the quality, origin, typicality, safety and sustainability of
products, processes, supply chains and agrifood companies”, and was assigned an
overall budget of around 40 million euro1.

We will now describe the Spoke 9 objectives for the WP5. When developing
enabling Information and Communication Technologies (ICT) to be applied for
the AGRITECH world, it is important to understand how networking policies
will impact production processes, system durability and resilience. Each solu-
tion will have to deal with the operating conditions, which could be typically
described as extreme. Objectives of the projects will be minimizing the number
of devices in the field, obtaining the absence of inline calculation, absence of local
orchestration nodes, minimization of “intelligent” components allocated directly
to the sensor nodes, off-grid and low-power energy production, use of low-cost
field components, sustainable life cycle assessment and certification of operation
in extreme conditions. Two main application areas are present in this field of
research. The first one concerns the cultivation systems in a protected environ-
ment (horticultural and nursery plants in greenhouses). The second one relates
to the open field cropping systems (horticulture and cash crops). The process
phases, in fact, controllable by Decision Support System (DSS)-type reactive
agents are characterized by certain processes to be checked (for instance irriga-
tion at greenhouse level, single master mix fertigation, fertigation with mother
mixes and a high content of single macroelements, etc) [7]. Variability in terms of
measurements and open field environment should induce some considerations on
the networking model to be used. For instance, the need of sending measurement
data from medium/low frequency sensors (f.i. every hour). Further tasks might
entail sending ending of request for state change by high frequency actuator
nodes (minutes), medium/high data packet size (kbytes), local decision making
processes only in case of network absence and for limited times (hours), very low
network coverage distances (metres) and low operating powers (12/24 V). Same
considerations could be done for DSS-type reactive agents, in the open field.
Here, processes such as precision irrigation, fertigation and monitoring might be
needed. Moreover problems related to energy supply and signal coverage might
become critical since the sensor nodes typically operate on an island basis and
should not be connected to power energy networks.

4 The METRIQA Platform Design and Architecture

4.1 METRIQA and the Web of Agrifood Abstraction

The initial objective of METRIQA is to provide a mean to handle all the data of
the AGRITECH center by easing the storage and sharing of non-structured, het-
1 https://santachiaralab.unisi.it/agroalimentare/progetto/agritech-spoke-9.

https://santachiaralab.unisi.it/agroalimentare/progetto/agritech-spoke-9
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erogeneous information (hereafter d igital resources) produced by all the project
partners, but it is expected to grow, progressively enriched by other resources
data and meta-data that can either created by experts or by the platform AI-
engine, and by services built over those data and made available to all stakehold-
ers (researchers, citizens, private companies, public bodies etc.), so to become a
permanent asset in the Italian agrifood sector even after the end of the PNRR
financial support. The key aspects of METRIQA are:

– It is neutral with respect to stakeholders: the platform is maintained by the
center as a support to the stakeholders operating in the sector but no one of
them controls it.

– It is technology neutral: operators in the Agrifood sector may connect their
Information technology (IT) systems to the platform irrespective of their
inner technologies.

– it provides a universal repository of unstructured, heterogeneous agrifood
data (such as reports, documents or datasets), as those that are expected
to be produced by the experimental activity of the center and by agrifood
industries in Italy that enter into the platform.

To achieve all these objectives METRIQA adopts a model that closely
reminds the spirit of the web: it is completely decentralised, and it makes use
of most recent advances in AI to enrich with metadata the digital resources in
the repository so to enable web-style search/anwser engines and the construc-
tion of application-specific AI-based decision support systems. In other terms,
METRIQA provides the mean to implement the so-called “Web of Agrifood”
(WoA) abstraction.

It should be observed that the need for handling unstructured digital
resources comes from the need of supporting the activities of a large number of
research laboratories and companies operating in the agrifood sector, each with
its own objectives, tools, procedures and technologies, for which there is no stan-
dard and perhaps a common agreement on the structure of these resources and
on protocols and procedures is not even possible, at least in the short/medium
term. On the other hand, the idea of the project is to invest instead on arti-
ficial intelligence technologies to provide the needed structure and connection
among these resources to overcome the problem by letting the machines to deal
with that, as it currently happens on the web, especially considering the last
developments in conversational agents such as Chat GPT [8] or Bart [5].

4.2 METRIQA Architecture

From an architectural point of view, the METRIQA platform comprises one
authority node and several, decentralized nodes one of which is the public node
developed and maintained by the Center itself). It also defines four roles for
the participants, namely service (and data) providers, end users, WoA nodes
managers, and a governance body (WoA authority). A high-level view of the
platform is represented in Fig. 1. The nodes may be to servers (or clusters of
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Fig. 1. A high-level view of the METRIQA platform.

servers) on the cloud or even at the edge of the network that are run and managed
by any public or private entities. Each node provides hosting for data of the
participants that belong to that node and possibly a set of services of the WoA.
There is not a standard for the nodes, as they may host any arbitrary set of
services and they may be implemented by using different technologies. In general,
the services hosted by a node respond to the needs of its participants. In the
case of the public node managed by the center, it offers hosting of the research
data produced by the center, with services suitable to let the researchers to
upload, share and publish their data, and private workspaces to implement AI-
based analysis of the data. At the same time, the public node also hosts the
search engine (which is publicly available) that operates over all public data of
the entire platform. Private nodes may implement additional services specific
for companies or production. For example, companies along a production and
distribution chain may share their traceability data, even if each of them operates
with its own systems and technologies, so to implement on top of this food
traceability services, “from grower to consumer”. The implementation of such
services will require the integration of data from different sources and exported
by means of different services (in Fig. 1 such services are represented by square
boxes within the nodes).

Even if there are no strict requirements on the nodes, they should be regis-
tered at the centralized authority node that plays a role similar to the Domain
Name Server on the Internet, but at a higher level. The authority node keeps a
database of descriptors of the nodes in the platform that, when relevant, contains
also a specification of the services that are present in the the nodes (e.g. a pub-
lishing services for their digital resources). The information about how to reach
the resources published by each node, which is available in the authority node, is
used by the search engine to retrieve the public resources of the platform and to
respond to the relative queries. Concerning the description of the services of each
node, we consider three cases. The first is that of publishing digital resources
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service, which happens in a web-style way, and for which the descriptor is just
the conventional one for the web (address of the web server and port, while
the protocol is the usual HTTP). There may be however proprietary services
for which the description is not available/public, and in this case the authority
node just keeps an informal, textual description of those services, along with a
reference to the address and port of the server. The third case is that of services
that are meant as public, but that require specific ways of interaction among
clients and servers. For these we adopt the same approach of the International
Data Spaces initiative (IDS) [9], so that, in parallel to the web-style access to
digital resources METRIQA also offers an interface compliant with that of IDS.

Concerning the roles, they reflect different classes of participants to the plat-
form, where a participant may take more than one role at a time.

The service and resources providers are those that populate the platform with
resources or services. For example, they can be researchers creating new knowl-
edge in the agrifood sector that they publish in the WoA in form of reports and
datasets, or private companies in the agrifood sector that offer public resources
(e.g. food traceability data), or services to other companies, but they can also
be independent professionals (e.g. agronomists) or even public bodies.

The end users are any potential stakeholder of the WoA. They may be just cit-
izens, researchers, companies operating at any level in the agrifood sector, profes-
sionals, public bodies, etc. They are consumers of data, information and services
offered by the WoA, and they interact with it either by using the search/answer
engine of WoA, or by connecting directly to the interfaces of the services offered
by the platform.

The node managers are entities running nodes. In the case of the public
node the manager is the center itself, but managers of other nodes may be IT
companies with an interest in the agrifood business that run their WoA node to
host their own services or even resources or services provided by third parties
(e.g. independent service providers). In some cases node managers may even
be individual researchers hosting (possibly a limited number of) services and
resources in their own servers.

Finally, the WoA authority is the Agritech center and runs the Authority
node. It receives request of accreditation of new nodes of the platform and
updates accordingly the database of node descriptors.

As discussed above, beyond their ability of publishing in web-style their
resources there are no other technical requirements on the nodes. On the other
hand, it is possible instead to provide a functional description of the public node
managed by the Agritech center. Specifically, this node plays two roles: on one
hand it implements the web-style search engine over the entire resources avail-
able in the platform. On the other hand, it provides services to research in terms
of an individual workspace of researchers to host their digital resources, to share
them with other researchers to create the so-called “widespread laboratory”, to
process them by using AI engines available in the platform and finally to publish
in web style their resources so to make them publicly available in the WoA. A
sketch of the functional components of the public node is shown in Fig. 2.
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Fig. 2. A sketch of the functional components of the public node.

4.3 State of the Project and Use Cases

The first part of the project has been devoted to the definition of requirements
and use cases related to both research and production, based on interviews with
researchers and companies operating in the sector. So far, we had 31 meet-
ings including 7 with individual researchers and 5 with companies, to filter out
the requirements. This activity is still undergoing and the first tangible result
of the project is expected in September 2023 with the delivery of the public
node of the platform with an initial set of services. Most of the interviews with
researchers aimed at finding research-related use cases put emphasis on the fact
that researchers have, in general, very well established methodologies in terms of
acquisition of data, in their analysis even based on complex machinery’s as it is
the case for the chemical and biological analysis of samples, and for the report-
ing and the publication of results. At the same time, being non-IT experts, they
look with interest at the exploration of AI technologies provided this results in
a complementary with respect to the research activity that they normally carry
out. Beyond confirming the need for a platform that deals with unstructured and
heterogeneous data, these interviews highlighted the need of services to upload
data in spots or continuously, even in streaming from Internet of Things sen-
sors, and cooperatively among researchers from different side. Interviews with
companies instead highlighted a strong interest in food traceability services and
for the certification of chains. Under this respect many companies expressed an
interest in blockchain technologies.

To illustrate one of the expected behaviour of the platform we briefly report
here a research-oriented use case. Some teams of researchers scattered in differ-
ent locations in Italy (e.g. the Chianti area of Tuscany or area of Squinzano in
Apulia) perform sampling of the soil and biological material (fruits, leaves) to
perform chemical analyzes in the laboratory to be associated with the wine sup-
ply chains of those locations and identify specific characteristics of each grape
production site. These characteristics can be used to certify production and/or



WoA: An Infrastructural, Web-Based Approach to Digital Agriculture 121

to its quality and for the traceability of the products. Each team performs sev-
eral samples over a long sampling campaign. Each sample is associated to the
location, altitude and other metadata, and it is analyzed by different machines
(e.g. spectrometers) along a series of steps along which different types of interme-
diate data (e.g. Electron Paramagnetic Resonance spectroscopy, HyperSpectral
Imaging - HSI) are produced. Each team then produces a final report at the end
of the campaign that reports in natural language the details of the campaigns,
the procedure used for the analysis, and the results in terms of tables, graphs
etc. Although all these data are treated in a digital format (digital resources)
they have many different formats, that may even differ between different teams,
and some of these information are available as unstructured information in the
reports. Returning to our Chianti example, the HSIs are plugged into an machine
learning algorithm that assesses grape variety, water and nutritional statuses,
disease-causing viruses, and the grape maturity. All these data, determining the
figure-of-merit for the quality of this particular wine, is available in the accom-
panying report. The researchers use the platform to upload their material, each
in his own workspace, and decide which resources are to be shared with the other
teams, and which documents or reports to make available publicly on their web-
site. The intermediate data, which have been processed by using established
methodologies, are however available in the platform to experiment other meth-
ods of analysis by using the AI tools available in the platform, even cooperating
in this with other IT teams. Some months later, a wine center in another country
has to test the authenticity of a wine delivery, which is supposed to be produced
with grapes of the Chianti area. They access to the WoA search engine to look
for methodologies to check the authenticity of wines of that area, and they dis-
cover both the methodology (type of chemical tests) and the parameters that the
tested wines should meet. When the wine center wishes a report on quality of
the particular delivery, Generative Pre-Trained Transformer (GPT) technology
forms a reply.

5 Conclusions

The Agritech project is in its early stage, and consequently also the activity of
design of the METRIQA platform and of its WoA abstraction is still in a prelim-
inary phase, in which we collected and analysed interviews with various research
and production stakeholders. The platform itself is designed as a scalable data
space that can grow over time with the contribution of independent resources
and service providers, following a data space model similar to that of IDS. At the
same time, however, the platform provides the WoA abstraction that frees from
the need of rigid, predefined structures of the digital resources by leveraging on
advanced AI-based metadata enrichment tools and search engines. Future work
will be the delivery of a public call for the implementation of the first “public
node” to be made available to the project community on the short term, so
to focus the work of the rest of the activity on the population of the platform
with digital resources, on the development digital services for the agrifood sector
based on of metadata enrichment tools and decision support systems.
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Abstract. In Ambient Assisted Living (AAL), emotion detection plays
a crucial role in offering personalized and effective support to users. How-
ever, the lack of labeled data for emotion detection poses a significant
challenge for developing intelligent solutions. To tackle this issue, we
propose a human-in-the-loop (HITL) approach that engages users in
acquiring and classifying their facial images, which can be utilized to
augment existing emotion detection datasets. Our system is composed
of three primary phases: facial image acquisition, emotion recognition
model image classification, and user-based classification. By involving
users in the data annotation process, we ensure the quality of the labeled
data and also facilitate the collection of diverse and context-specific emo-
tional expressions. We conducted experiments in a semi-supervised envi-
ronment, where users catalogued frames according to the corresponding
emotions, aiming to improve the model’s prediction accuracy for their
emotions. The experiments supported the introduction of the user in the
image classification process, promoting the creation of reliable labeled
for later model training.

Keywords: Ambient Assisted Living (AAL) · Emotion detection ·
Human-in-the-loop (HITL) · Data acquisition · Data annotation ·
Intelligent solutions · Human Labeling

1 Introduction

Ambient Assisted Living (AAL) has gained significant attention in recent years
due to its potential to improve the quality of life of individuals with decreased
autonomy, such as elders, people with disabilities, and those with chronic ill-
nesses. Through technologies supported by the Internet of Things, AAL systems
can provide personalized care and assistance, fostering independence and well-
being. However, accurately detecting and responding to users’ emotional states
remains a significant challenge for AAL systems.
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Emotion detection plays a critical role in achieving these goals, as under-
standing users’ emotional states enables more personalized and effective care.
By recognizing and responding to users’ emotions, AAL systems can adapt their
assistance and support, resulting in better user satisfaction and improved quality
of life. The importance of context-specific emotion data becomes evident in this
scenario, as personalized emotion detection ensures that the AAL system can
accurately recognize and respond to users’ emotional states in diverse situations
[3,5].

Various approaches have been employed to detect emotions [9,11], including:

– Physiological signals: Emotions inferred from physiological data such as heart
rate, skin conductance, and body temperature. However, these methods typ-
ically require specialized equipment and continuous monitoring, which may
not be practical or comfortable for users.

– Audio analysis: Emotions detected from speech patterns and sentences, tone,
and pitch. While this method has shown promise, it can be susceptible to
background noise and can be ineffective for individuals with speech impair-
ments.

– Computer vision (CV): Emotion recognition (ER) through facial expressions
has gained considerable attention recently. By analyzing facial features and
movements, CV algorithms can identify emotions with relatively high accu-
racy. Nevertheless, CV can struggle with differentiating overlapping objects,
demands meticulous calibration and consistent illumination, and is suscepti-
ble to lighting variations over time [15].

Data acquisition implies dealing with sensitive data, such as facial images and
emotional states. Therefore, this creates some challenges: obtaining high-quality
and diverse samples and addressing ethical concerns such as informed consent,
biased data, security and privacy in personal data [8]. The data annotation
process, known as labeling or classification, involves assigning meaningful labels
to the collected data, which can be time-consuming and labour-intensive [4,7].

Despite the advancements in ER techniques, the lack of sufficient labeled data
remains a significant challenge, particularly for AAL systems. This data scarcity
hinders the development of accurate and reliable models, as Deep Learning (DL)
algorithms typically require large amounts of labeled data for training. Further-
more, collecting diverse and context-specific emotional expressions is essential for
ensuring the generalizability and effectiveness of ER models in AAL scenarios
[7]. Human-in-the-loop (HITL) [6] approaches have emerged as a potential solu-
tion to these data acquisition and annotation challenges since these approaches
ensure the quality of the labeled data by involving humans during the anno-
tation phase [16]. Involving users in the data annotation process offers several
advantages, such as increased accuracy in classification and reduced reliance on
external classification systems [13].

To address this challenge and considering the mentioned benefits, we pro-
pose an emotion detection and labeling system that follows a HITL approach
that leverages user engagement and the quality of labeled data, in terms of the
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reliability and consequent precision of the ER model. Additionally, this approach
facilitates the collection of diverse and context-specific emotional expressions, as
users can provide insights into their personal emotional experiences confirm-
ing and manually classifying expressions. By overcoming the challenge of data
scarcity and incorporating users’ unique emotional experiences, our approach
has the potential to support the development of more accurate and personalized
ER models for AAL systems.

In this paper, we focus on the older population, as they often need continuous
emotional monitoring to ensure their well-being. However, a potential challenge
arises when considering the practicality of having older individuals classifying
their own emotions. In cases where elders may have difficulties performing this
task, external agents, such as caregivers, can be involved in the classification
process [2]. As an already identified disadvantage, this approach may also require
more effort and time from the users or caregivers when compared to automated
AI-based classification methods [16].

The main contributions of this paper are as follows:

– Proposal of a HITL system for acquiring and classifying facial images in the
context of AAL, focusing on elders.

– Proposal of an architecture that combines facial image acquisition, prepro-
cessing, and storage with user-based classification to enable effective and per-
sonalized emotion detection in various AAL contexts.

– Proof of concept, consisting of the description, implementation and testing of
a low-cost prototype for facial ER, supported with a platform located in the
cloud.

The remainder of this paper is organized as follows: Section 2 provides infor-
mation regarding related work in the field. Section 3 describes the proposed
solution in detail. Section 4 discusses the implementation and testing of the
solution. Section 5 presents the analysis and discussion of the results. Finally,
Section 6 concludes the paper and offers directions for future work.

2 Related Work

In this section, we provide an overview of the topic through the presentation
of related work regarding data acquisition and labeling in AAL or healthcare
contexts.

The authors in [18] propose a privacy-preserving scheme for healthcare that
uses a HITL approach. They designed a three-stage process: data preprocessing,
model training, and inference. In the data preprocessing stage, the patient data is
anonymized and encrypted using homomorphic encryption. In the model training
stage, a privacy-preserving DL model is trained on the encrypted data using
federated learning. The HITL assistance belongs in the inference stage, where
the encrypted patient data is sent to a trusted human auditor who verifies the
accuracy of the model’s output. The HITL assistance provides an extra layer of
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accuracy verification and privacy protection, making the proposed scheme more
trustworthy and reliable for healthcare applications.

A control system for a meal assistance orthosis device was proposed in [17]
to assist elderly or disabled people who have lost the ability to move their upper
limbs to take meals by themselves independently. Their system splits into two
components, the neural network (NN) and HITL. The neural network is respon-
sible for learning the mapping between the sensory input signals from the ortho-
sis device and the control inputs. Meanwhile, the HITL component involves a
human operator that uses a graphical interface to provide real-time feedback on
the status of the orthosis device. Therefore, the HITL component can modify the
control inputs generated by the neural network as necessary based on real-time
feedback from the orthosis device.

The authors in [10] describe a fall detection alert system to help support the
independent living of elders in their own homes. Their system uses thermal vision
cameras and an edge device for image processing and classification to detect falls.
The system sends alerts to a remote monitoring station where human operators
review and confirm the fall event before taking action. This HITL approach
improves the accuracy and reliability of the system while preserving the privacy
of the individuals being monitored and reducing the potential for false positives
or negatives, which can be critical in a fall detection alert system.

Vorobyov et al. [14] devised a HITL interface to enhance wheelchair control.
This cutting-edge interface utilizes electroencephalography, myoelectric sensors,
and a gyroscopic-accelerometric mix, contributing to an improved user feedback
system in real-time. An embedded artificial neural network works in unison with
these components to understand and adapt to the unique behaviors of each user,
thereby fortifying the effectiveness of the HITL approach.

3 The Proposed System

To address the identified issues, we propose a flexible and adaptable HITL emo-
tion classification system composed of multiple modules.

The architecture of this system is depicted in Fig. 1, which illustrates the fol-
lowing steps: (1) capturing the frame using the Camera Module (A), (2) sending
the frame to the Facial Recognition module (B) inside the processing unit, (3)
sending facial data to the ER module (C), (4) transmitting AI classified emotion
and frame data into the centralized platform Human Labeling module (E), (5)
Elder or Caregiver classify a frame with the respective emotion in the Human
Labeling Module (E) inside a centralized cloud-hosted web platform, and (6)
storing emotion and frame data from human-labeling into the processing unit
Data Persistence module (D). In this architecture we consider the elder’s home as
the elder’s own house or a rest home where they live. Also, although this proposal
focuses on emotion detection, and this system can be adapted to accommodate
other use cases with varying classification requirements or contexts. For exam-
ple, it could be employed to identify individuals’ faces for security purposes or to
detect signs of fatigue. The modular design of the system enables customization
for specific contexts and use cases.
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Fig. 1. Architecture of the proposed HITL emotion classification system.

The facial image acquisition process is initiated by the Camera Module (A),
which captures images of the user’s environment. These images are then sent to
the Facial Recognition Module (B) inside the processing unit for preprocessing,
which includes face detection, cropping, and filter application. The preprocessed
images are securely stored in the processing unit Data Persistence Module (D),
ensuring data preservation and easy access for further processing and analysis.

The ER Module (C) plays a critical role in selecting images to be classified
by humans. This module employs an AI-based model to perform an initial clas-
sification of the captured facial images by their emotional content. By providing
a preliminary classification, the module streamlines the human labeling process,
directing users to focus on images where the AI model’s confidence is lower than
a predefined threshold or where further clarification is needed. As a result, the
module accelerates the data labeling process and ensures that human expertise
is effectively utilized to refine the model’s understanding of complex emotional
expressions.

A centralized web platform is provided for users to classify facial images. This
platform enables users to classify their images with corresponding emotions using
the Human Labeling Module (E). By involving users in the labeling process,
the HITL approach guarantees the quality of the labeled data and encourages
the collection of diverse and context-specific emotional expressions. As users
continue to provide feedback and classify new emotions, the model may adapt
and improve its results, ultimately enhancing its overall performance in detecting
users’ emotional states.

The HITL emotion classification system architecture aims to incorporate the
concepts of human labeling and human-in-the-loop, fostering a collaborative and
interactive environment for refining the ER model. By integrating the Human
Labeling Module within the centralized web platform, the architecture enables
users to provide feedback on AI-generated classifications, potentially enriching
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the collection of diverse and context-specific emotional expressions. This itera-
tive process forms a continuous feedback loop, which may drive model enhance-
ment and contribute to the overall accuracy and context-specificity in emotion
detection. As a result, the proposed system seeks to leverage the strengths of
both AI and human expertise to achieve improved performance and adaptability,
ultimately aiming to create a more personalized and reliable emotion detection
system for a wide range of applications.

4 Implementation and Testing

In this section, we present the implementation of the HITL emotion classification
system, its components, and the testing conducted in semi-controlled environ-
ments following the Declaration of Helsinki guidelines [1] for user testing.

The proposed system prototype, as shown in Fig. 2, was implemented using
a Raspberry Pi Compute Module 4 as the processing unit, housed in a custom-
designed enclosure.

Fig. 2. Photo of the HITL emotion classification system prototype in a real scenario.

Addressing ethical considerations and privacy preservation is crucial. There-
fore, the system was designed with user privacy in mind, ensuring identifiable
features in images are blurred and any data regarding Personal Identifiable Infor-
mation (PII) or Personal Health Information (PHI) is stored securely.

The implementation of the system aligns with the modules proposed in
Sect. 3, as follows:

– Capturing the frame: The Xiaomi Imilab Full HD camera functions as the
Camera Module (A), responsible for capturing the facial expressions of the
users.

– Sending the frame to the Facial Recognition module inside the Raspberry
Pi: The Raspberry Pi computer module 4 receives the captured frames and
processes them using the Facial Recognition Module (B).

– Sending facial data to the ER module: The identified facial data is then passed
to the ER Module (C) for further analysis. The AI-based model employed in
the ER Module (C) is an adaptation of the Deepface model [12].
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– Transmitting AI-classified emotion and frame data to the centralized platform
for human labeling: The system communicates with the centralized web plat-
form, which houses the Human Labeling Module (E) and facilitates human
labeling of the emotion data.

To conduct the tests of the implemented system, we obtained informed con-
sent from the participants, provided study information, and protected partici-
pants’ privacy and confidentiality.

The testing phase encompassed deploying the system in two residential set-
tings, capturing frames over consecutive days. Family members offered invaluable
feedback on the usability of the centralized web platform. This platform enables
users to catalog images based on pre-detected emotions, as shown in Fig. 3. The
emotion detection module classifies emotions into three primary categories: neg-
ative, positive, and neutral. In this work, negative emotions include anger, fear,
sadness, and pain, while positive emotions encompass happiness, joy, and con-
tentment. If the module identifies negativity, the available emotion options for
classifying the image, depending on the use case, are drawn from the negative
category. Human Labeling facilitated the cataloging of emotional states, gener-
ating a labeled emotions dataset for future research while adhering to ethical
guidelines.

Fig. 3. Hitl emotion classification page in the centralized platform.

The HITL emotion classification system’s implementation and testing
demonstrated its potential in acquiring and classifying emotional data in ambient
assisted living contexts. The semi-controlled tests and human labeling provided
insights into the system’s performance and usability, laying a foundation for
future refinements.

Aligning the implementation with Sect. 3 demonstrated the system’s capacity
for acquiring and classifying emotional data. The modular design ensures flex-
ibility, adaptability, and continuous improvements as more user data becomes
available.
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5 Analysis and Discussion

In this section, we delve into the analysis and discussion of the HITL emotion
classification system based on the data obtained from the implementation and
testing phase. We address potential ethical considerations and privacy preserva-
tion, exploring the limitations and challenges faced during the system’s deploy-
ment in real-life scenarios, and suggest possible avenues for future improvements.

Given the limited dataset for training the ER model, a comprehensive assess-
ment of the system’s efficacy is challenging. However, the positive feedback from
participants during semi-controlled tests indicates the system’s potential. This
feedback was obtained through a semistructured interview, performed after the
tests, focusing on the usability of the HITL interface and functionalities. As the
dataset grows and the model improves, the implemented system has potential to
effectively assist elders and their caregivers in monitoring the elders’ emotional
states.

The overall user experience was positive, with family members feeling more
confident and comfortable and elders finding the system non-intrusive and help-
ful. The emotion detection system provided valuable insights into users’ emo-
tional states, enabling caregivers to provide better support and care.

Apart from the ethical considerations mentioned during implementation,
open communication with users and their families and ongoing monitoring of
the system’s impact can help maintain trust and ensure that ethical considera-
tions are addressed appropriately.

Limitations and challenges during the implementation included the limited
dataset for ER, challenges in capturing nitid facial expressions in varying light
conditions and ensuring user privacy. To address these limitations, it is advisable
to collect more labeled data, implement advanced image processing techniques to
handle different lighting conditions, and use anonymization strategies to protect
user privacy.

6 Conclusions and Future Work

In this paper, we presented the design, implementation, and testing of the HITL
emotion classification system: an AAL system that aims to detect and classify
the emotional states of elders using a HITL approach. The system consists of a
Raspberry Pi computer module 4 and a Xiaomi Imilab Full HD camera module,
that communicates with a centralized cloud platform that facilitates the human
labeling of facial emotional data. We conducted testing in semi-controlled envi-
ronments, following the Declaration of Helsinki guidelines, to ensure the ethical
treatment of research participants.

The positive feedback from users during testing and the system’s modular
design indicate its potential to effectively support the development of AAL solu-
tions to assist elders and their caregivers. Despite the challenges faced during
implementation, such as the limited dataset for ER, difficulties in capturing
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facial expressions in varying light conditions, and ensuring user privacy, the pro-
posed system holds promise as a valuable tool for understanding and predicting
emotional states in AAL contexts.

Future work includes selecting more labeled data to improve the ER model
and implementing advanced image processing techniques to handle different
lighting conditions. Moreover, future work also includes using anonymization
strategies to protect user privacy. Further refinements to the system’s design
and functionality will be explored, such as incorporating personalized ER models
based on specific user data and demographics. These refinements are expected
to enhance the system’s overall effectiveness and therefore ensure that it will
better serve the needs of individual users and their caregivers. These improve-
ments should be supported with further testing with elders and their caregivers.
Finally, the labeled data should be used to train different emotion recognition
models in order to analyze the benefits of personalized datasets.
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Abstract. Digital health interventions are promising in improving self-
management of different health conditions, such as type 2 diabetes mellitus
(T2DM). Diabetes is one of the most prevalent worldwide chronic diseases, and
self-management can reduce the risk of diabetes-related complications. The Food
Friend app was developed to promote the self-management of T2DM through
lifestyle modification. Diabetic patients were recruited to use the Food Friend
app over three months to prove the impact of this app on diabetes management.
This paper describes the user’s interaction with the Food Friend app over the first
month. User engagement is followed by UXCAM software. The usability of 49
participants (≈56 years old; 69% males) showed that the number of daily active
users is lower than the number of users recruited for the study, and the app’s use
decreases on the weekend. Furthermore, meal registrations or updates were the
most performed tasks. However, we observed that the meal summary or meals
history are the screens less visualized, which shows that the meals feedback is
not used. In summary, the description of one month of interaction with the Food
Friend app demonstrates that it’s hard to guarantee participants’ commitment and
ensure that Food Friend helps in diabetes self-management.

Keywords: Type 2 Diabetes Mellitus · mHealth · Usability · Digital health
interventions

1 Introduction

Diabetes is a chronic disease characterized by high blood glucose levels due to insulin
resistance and/or beta-cell dysfunction [1]. Type 2DiabetesMellitus (T2DM) is themost
prevalent form of diabetes associated with ageing populations, economic development,
overweight, unhealthy diet, and reduced physical activity [2, 3].

T2DM has a significant economic impact due to its association with several com-
plications [4, 5]. Diabetes management needs strict glycemic control, which requires
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lifestyle adjustments, glucose monitoring, and/or pharmacotherapy [6]. Diabetes self-
management and education are crucial to reducing the risk of diabetes-related complica-
tions and maintaining acceptable health standards [6]. Clinical care alone is powerless
to mitigate T2DM. There is a need for innovative and effective ways to improve diabetes
care. Therefore, it is essential to empower diabetic patients with tools and information
that will improve their health behaviours and clinical outcomes. Education is vital to
support diabetic patients in making informed decisions concerning their health [7].

Digital health interventions are promising in improving health self-management [8].
Digital technologies, particularly mobile wireless technologies, are attractive tools due
to their accessibility, low cost, widespread use, and applicability. They can become
essential for medical and public health practices [8, 9]. Mobile phones are a viable
platform to improve the provision of health services for management and education.
These technologies are commonly called Mobile Health (mHealth) [9]. So, mHealth
could be a core element in promoting diabetes self-management.

Amultidisciplinary teamdeveloped the FoodFriend app to help the self-management
of T2DM for the Portuguese population (https://foodfriend.pt/). Different studies have
been designed to guarantee the feasibility and validation of the Food Friend App (papers
not yet published). Diabetic patients were recruited to use the Food Friend app over three
months and to evaluate and validate the impact of this app on diabetes management. This
paper aims to describe the user’s interaction with the mobile application developed in
the Food Friend project over the first month.

2 Methods

2.1 Participants and Settings

For this study, we recruited patients with T2DM that are independent smartphone users.
The recruitment comprised three different contexts: in context 1, we recruited patients in
a primary care health centre. These patients were previously referred by the clinicians as
potential participants; in context 2, we selected patients with T2DM from endocrinology
appointments in secondary healthcare; in context 3, we included voluntary participants
that previously manifested interest in participating in our study. The Food Friend study
was disseminated on social media, in different news sources, and on the Faculty of
Medicine of theUniversity of Porto (FMUP)webpagewith a link to register their interest.
The potential participants were contacted by a team member to confirm that they have
T2DM and to schedule a date for participation in the study. All the participants were
invited to install and use the Food Friend app for three months. This study started on
January 3, 2023.

2.2 Food Friend App

The Food Friend application was created to help T2DM patients have a positive experi-
ence by improving diabetes management. This app aims to assist patients’ meal choices
by providing an overall picture of the daily meal summary. Moreover, it incorporates
reminders for medication, monitoring physical activity, and registration of glycemic
levels. All the features of this app were previously described in [10, 11] and in Fig. 1.

https://foodfriend.pt/


A Portuguese Mobile App for Diabetes 135

Fig. 1. Food Friend Application features.

2.3 Data Collection

The user’s socio-demographic data were obtained from a questionnaire. The engagement
data from the application was acquired by the © UXCam software. The UXCam is a
mobile app analytics tool that helps to understand and interpret customers’ interactions
with mobile applications (https://uxcam.com/).

2.4 Data Analysis

Descriptive data on demographic and clinical characteristics of the sample are reported
as mean (standard deviation) or median (interquartile range) for continuous variables.
Frequencies and their percentages are reported for categorical variables. All analyses
were performed using SPSS Statistics for Windows version 28.0 (Armonk, NY: IBM
Corp).

2.5 Ethics Approval

This study was approved by the ethics committee of the Faculty of Medicine of the
University of Porto, Hospital São João, and Administração Regional de Saúde do Norte
in Portugal. Written informed consent was obtained from all participants. Participants
were not compensated. The studywas carried out in accordancewith the ethical standards
of the Declaration of Helsinki.

https://uxcam.com/
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3 Results

3.1 Participants’ Characteristics

During the first month of the study, we included 49 participants (mean age of 55.6
± 10.6 years; 69% males), most recruited from voluntary interest (Context 1). The
majority were treated exclusively with oral antidiabetic drugs (69%). Only one-third
of our participants need to measure the glycemic level every day. All participants were
invited to use the app daily. Participants’ characteristics are shown in Table 1.

Table 1. Demographic and clinical characteristics of the participants.

Characteristics Total (n = 49)

Age, years (mean ± SD) 55.6 ± 10.6

Male sex, n (%) 34 (69)

Less than 12 years of formal education, n (%) 13 (27)

Marital status, n (%)

Married 38 (78)

Divorced 7 (14)

Single 4 (8)

Employment status, n (%)

Employed 24 (49)

Student 1 (2)

Housewife 2 (4)

Unemployed 6 (12)

Retired 16 (33)

Years since T2DM diagnosis, median (q1-q3) 10 (4.5 – 15)

Treatment, n (%)

Oral antidiabetic drugs 34 (69)

Insulin 2 (4)

Insulin + oral antidiabetic drugs 12 (25)

Other 1 (2)

Weekly glycemic measurement regularity, n (%)

Every day 16 (33)

Few days a week 7 (14)

Once a week 8 (16)

No need 18 (37)

To monitor the activity of our participants, we used the UXCAM tool to verify the
engagement of the participants with the application. The users tend to spend more time
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in the Food Friend app during the week, as observed in Fig. 2. In all four-day parts,
the period of the morning (6 am–12 pm) and the period of the afternoon (12 pm–6 pm)
present more visits than the other periods.

Fig. 2. The total number of visits to the Food Friend app by the day of the week and the time of
the respective day.

Figure 3 shows the distribution of new users in the study and the active users observed
across the first month. The inclusion of new users during the first month was not accom-
panied by an increment in the number of daily active users at the end of the month. For
this observation, we considered an active user as a user that visited the app at least once.

Fig. 3. Trend of daily active users between 03/01/2023 and 03/02/2023.

The interaction with the app results in Events, which are actions the users perform
in the app that can be measured independently of the screens visited. All the Events
considered in this paper are related to features of diabetes management, such as Update
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meal, Saved meal, Search ingredient photo and others (Fig. 4). We excluded all the
events relative to core functionalities, such as login or rage Tap. In total, 2240 events
were recorded by the 49 participants included in the first month of this study. The most
accomplished event was theUpdate meal (45.1%), followed by the Saved meal (22.1%)
and Import steps data (19.2%).

The Food Friend app allows the recognition of the food by photography (Search
ingredient photo event) and barcode (Search ingredient barcode event). However, these
actions only represent 1.0%and 0.9%of the events, respectively, showing that themanual
entry of the food is more intuitive for our users.

Fig. 4. Count of events by event between 03/01/2023 and 03/02/2023.

Figure 5 demonstrates that Add meal screen is the screen with more visits (57.7%),
followed by the Dashboard screen (23.3%) and the Register meal screen (5.9%).

Fig. 5. Count of events grouped by event screen between 03/01/2023 and 03/02/2023.
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The Food Friend app contains a recommendation system that provides feedback
about themeal quality throughnutrient discriminationof the registered food.The analysis
of the count of events grouped by event screen reveals that Meals history (0.4%) and
Meals summary (0.2%) are the screens less visited. These screens are represented in
Fig. 6.

4 Discussion

Digital Health solutions have been considered important strategies for chronic disease
management, such as T2DM [12]. The Food Friend app aims to help diabetic patients
through self-management of lifestyle. The Food Friend app version presented in this
study was the culmination of several studies.

Looking at our results, we observed that the number of daily active users is lower
than the number of users recruited for the study. The use of the mobile app is entirely
voluntary and self-motivated. The literature identified key factors influencing users’
usability after the initial interaction with an application, such as motivation, patients’
goals and their commitment to these goals [13]. One month of usability shows that the
utilization of the app is lower during the weekend, and even not all the users that installed
the app are active. This inconsistent usage jeopardizes the intended outcomes, since the
reduced time spent, and may be related to a tendency to stop using the application [14].

The Food Friend app has several features for diabetes self-management. The events
and screens visits show the parts that were used in the app. Diabetic patients play a
determinant role in their own treatment, having to take relevant decisions about dietary
choices, glucose monitoring, medication intake and physical activity [15]. The glucose
monitoring was less observed in our app. Although, the characteristics of our partici-
pants highlight that each participant has different necessities for this evaluation, which
can explain this observation. Contrarily, meal registrations or updates were the most
performed tasks. Notably, their meals have been registered in the app. This result was
expected as it was in line with the findings of other articles which demonstrated that
this feature was ranked as one of the most useful features or that users would value in
similar apps [16, 17]. However, we noted that the meal summary or meals history are
the screens less visualized. These screens give automatic feedback based on the food
choices, giving patients important information about food nutrients (Fig. 6). Based on
this information, a diabetic patient can evaluate their diet and encouraging to make con-
scious food choices for glycemic control. So, it is challenging to guarantee that the app
helps our participants with meal decisions and, consequently, to ensure that the app’s
purpose has been fulfilled.



140 G. Conceição et al.

Fig. 6. Representative screens of Meals summary (A, B and C) and Meals history (D) (in
Portuguese).
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5 Conclusion

This work seeks to describe the first perception of how users react to the application’s
use in its first month of use and may give us indications of the following months of use.
Furthermore, it highlights the importance of establishing factors to promote long-term
commitment to the Food Friend app. These data showed the necessity to develop and
implement new strategies for integrating the app and its components for their actual
purpose with diabetic patients.
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Abstract. This paper delves into the critical importance of understanding emo-
tions from a person’s perspective, and the potential formachines to improve human
interaction by possessing this ability. While existing research on emotion recog-
nition in computer vision has mainly focused on analyzing facial expressions and
categorizing them into six basic emotions, it is important to recognize that contex-
tual factors also play a crucial role in emotion perception. Emotions are not just
limited to facial expressions but also include body language, the pitch of voice,
and other nonverbal cues. We then trained a convolutional neural network model
on this vast dataset and demonstrated the importance of incorporating context to
recognize rich information about emotional states in images. Our model surpasses
previous benchmarks and confirms the value of contextual information in emotion
recognition. We have used the Emotions in Context (EMOTIC) [1] and Body Lan-
guage Dataset (BoLD) [2] datasets for recognizing emotions by taking their con-
textual information into account. By incorporating contextual factors, machines
can enhance human interaction by accurately recognizing emotional states in var-
ious situations. Based on the experiments, we recognized that the emotions of
engagement (93.62%), confidence (92.41%), and excitement (95.93%) were pre-
dicted accurately. In contrast, the emotions of yearning, disapproval, and pain had
low classification accuracy, with less than 40% accuracy. Lastly, this paper high-
lights the importance of understanding emotions beyond just facial expressions
and provides a benchmark for emotion recognition in a contextual setting.

Keywords: Emotion recognition · Scene context · Pattern recognition · Convolu
tional Neural Network · Fusion Network
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1 Introduction

The study of emotions is a critical area of research in fields such as psychology, philoso-
phy, and neuroscience. Emotions play a crucial role in human behavior and can influence
our interactions with others, decision-making processes, and overall well-being. How-
ever, emotions are complex phenomena, and their expression can be influenced by a
variety of factors, including individual differences, social context, and cultural norms.

AER is widely applied in fields like security, where it can be used to identify
suspicious behavior or potential threats, and in behavioral science, where it can help
researchers understand the underlying mechanisms of emotional processing. AER is
also becoming increasingly important in healthcare, where recognizing and addressing
a patient’s contextual emotions can help healthcare providers develop a deeper sense of
empathy and understanding.

In education, AER can also be used in online learning platforms to identify a stu-
dent’s level of motivation or frustration, leading to more effective feedback and a better
understanding of how to optimize the learning experience.

In driving, AER can play a crucial role in enhancing road safety. For example, a car
that can detect a driver’s fatigue or anxiety can intervene or issue an alert, potentially
preventing accidents.

The traditional approach to AER has been to analyze facial expressions, body pos-
ture, and gestures. Nonetheless, this research suggests that contextual information is also
important in comprehending emotional states. Contextual information contains a per-
son’s surroundings, such as the category of place, location qualities, objects, or actions
that occur around the person.

The proposed approach incorporates body pose, non-targeted subjects, and back-
ground information within the contextual part of the image. This approach is said as
“Emotions based on visual information with the help of Context,” or “EmoViCon” for
short. By combining multiple sources of information, including facial expressions, body
posture, gestures, and context, EmoViCon aims to improve the accuracy and robustness
of AER algorithms. We are also considering two emotional dimensions in our research,
called Valence and Arousal.

2 Literature Review

Context-aware emotion recognition has been a relevant topic undertaken several times in
recent years. A two-layered Convolutional Neural Network (CNN) includes the scene’s
structure and semantic information,Kosti et al. [3] in-contextual emotion comprehension
job. In order to infer emotion detection, Zhang et al. [4] first extracted scene semantics
as node features using the regional proposal network, later they used Graph Convolu-
tional Network (GCN) for building an emotion graph. After the hidden face, Lee et al.
[5] researched the scene for pertinent context clues using the attention mechanism. Mit-
tal et al. [6, 7] to combine data from diverse modalities and context analyses, used
multiplicative fusion.

Hoang et al. [8] proposed a new line of reasoning for quantifying the interaction
between key actors and objects. In a suboptimal manner, the aforementioned method-
ologies study, the emotional linkages between the agents as well as their impact on
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object interactions. In comparison, our method’s four contexts are more complimentary
and constructive in emotion identification. Ankit et al. [9] have proposed a fusion model
based on a Mixture of Experts (MoE) which dynamically mixes data from the audio
and video modes to predict any emotion produced by movies. Liu et al. [10] consider
the weight of every modality by discriminating them appropriately using the attention
network and later fuse all multi-modal features with good incorporation. Gupta et al.
[11] have proposed an approach for detecting emotion among online learners in real time
using a deep learning approach. Chaudhari et al. [12] have proposed amethod using fine-
tuned transformers for detecting faces, cropping, and extracting facial features from the
FER image dataset. The author has also proposed another work using an inter-modality
attention transformer-based fusion approach for using the multi-modal self-supervised
technique to recognize emotions [13]. Kothadiya et al. [14] have surveyed various deep
learning techniques and challenges in various domains.

Zhao et al. [15] and Ye et al. [16] used CNN and LSTM are combined to form
a novel framework for the detection of emotions. They generated spectrograms from
audio recordings and input the 3D log-mel spectral values into their model. Gao et al.
[17] Emotions should be classified using a kernel function SVMwith sequential minimal
optimization. They use windows ranging from 20 to 100 ms to compute intensity, pitch,
LSP (line spectral pairs), MFCC (Mel Frequency Cepstral Coefficient), and ZCR (Zero
crossing rate) as feature points of audio clips. Milton et al. [18] employed RBF kernels,
SVM classifiers using linear features, and MFCC features to recognize emotions, They
push the envelope by proposing to use a 3-layer SVM. Huang et al. [19] utilized emo-
tionally significant features for emotion recognition in speech using CNN. Lim et al.
[20] present an approach based on concatenated CNN and RNN that does not require
any obligation to include features, i.e., spectrogram frames. They report higher accuracy
than they did using traditional approaches at the time of publishing.

3 Dataset

3.1 EMOTIC Dataset

The EMOTIC dataset is a collection of images of humans in natural settings that have
been tagged with their apparent moods. To classify images in the database, the Ama-
zon Mechanical Turk (AMT) framework is used [1]. The resulting collection includes
18,313 images and 23, 788 annotated people. An extensive record of 26 emotion cate-
gories, as well as the three dimensionalities namely Arousal, Valence, and Dominance,
are labeled on the images. Emotions are defined by the VAD paradigm in three ways:
Valence (V) assesses how positive or pleasant an emotion is, ranging from negative to
positive; Arousal (A) assesses the person’s aggression level, ranging from passive/calm
to agitated/ready to act; and Dominance (D) assesses the individual’s contextual con-
trol, varying from submissive/non-control to dominant/in-control [1]. (see Fig. 1) for the
samples emotion categories and images for 26 emotions.
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Fig. 1. Image samples of the EMOTIC dataset having 26 emotional categories

3.2 BoLD Dataset

The BoLD stands for Body Language Dataset, which is aimed to understand the emo-
tional states of humans based on the body language of a person. It is a completely
annotated and large-scale dataset platform for benchmarking and a model evaluation
to compare the effectiveness of models in achieving this goal [2]. A wide range of
cutting- edge applications, such as information administration, retrieval, public safety,
social media and patient care improvement, may be made possible by computerized
bodily emotion expression detection skills. Researchers are challenged to construct a
model that can assist computers in recognise human mood by integrating geospatial
and human body position data obtained from the BoLD Dataset. Given a brief video
sequence of an entity, the model assesses both the continuous emotion values (Valence,
Arousal, andDominance) aswell as the 26 discrete emotion categories (Peace,Affection,
Esteem, Anticipation, Engagement, Confidence, Happiness, Pleasure, Excitement, Sur-
prise, Sympathy, Doubt/confusion, Disconnection, Fatigue, Embarrassment, Yearning,
Disapproval, Aversion, Annoyance) [2]. Every short video in BoLD has been validated
for viewers’ perceived emotional reactions. (see Fig. 2) for sample images from BoLD
dataset for 26 emotions.
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Fig. 2. Image specimen from BoLD Dataset for 26 emotional categories

4 Implementation of Architecture

As a baseline of emotion detection in contextual form, the authors introduced a Convo-
lutional Neural Network (CNN) model. The proposed model is made up of three major
components: image (background) extraction of features, extraction of body features, and
fusion network. The image feature extraction module processes an entire image to gen-
erate scene-context features, which are context-specific characteristics that encapsulate
scene classification, attributes, items in the scene, and the interactions between persons
in the scene. The authors pre-trained this component with scene-centric information to
capture contextual information for the Locations dataset [21]. To retrieve the graphic
context features, the authors remove the final Fully connected layers and replace them
with an Average Pooling layer, which is followed by a layer called nn that compresses
each value in a 1-dimensional vector representation.

Fig. 3. Basic structure of network for extracting visual contextual features

Figure 3 displays the fundamental network structure used to extract visual context
information, where C indicates the Conv layer that follows a ReLU layer then CB
indicates the Fully-connected layer followed by a Batch Normalisation and a ReLU
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layer. All of the Conv filter utilized by the model is one-dimensional. By using these
contextual features, the model can identify the emotions of the person more accurately,
as they take into account the visual context of the scene along with the person’s body
features. The authors claim that this model can improve emotion recognition accuracy
by taking into account the context-specific information showcased in the scene.

Fig. 4. Person Recognition Component of Architecture

The system’s second module is responsible for extracting body-related features from
a person’s visible body (see Fig. 4). The body feature extraction module, in particular,
takes visible portions of the target person’s body as input and generates characteristics
that encapsulate valuable insights such as face and head facets, as well as body pose
and visual appeal. To ensure that these features are extracted correctly, the component is
pretrained using ImageNet, a scene-centric set of data that contains the classification of
a person. This enables us to extract person-specific features from the image’s bounding
box that used a Convolutional Neural Network (CNN) pretrained on object recognition.
More particularly, we employ a classic object recognition algorithmCNN called Alexnet
that has a basic structure comprising fiveConvolutional layers and three Fully Connected
layers, as shown in Figure 4. Note that the middle layers are not trainable, such as ReLU,
and are not included in the shown network. Alexnet offers us with characteristics that
reflect the human body which includes people. To describe the perception of emotions
using EMOTIC, we replace the Fully Connected layers with a Spatial Average Pooled
layer, which is followed by a nn layer that compresses all values in a 1-dimensional
vector form. View in the Torch7 framework. Following each Convolutional layer is a
Rectified Linear Unit (ReLU) layer, which corrects negative values.

The two modules for feature extraction are designed using the 1-dimensional filter
of CNN architecture designed in [22]. The CNN networks exhibit excellent results with
relatively fewer parameters. Each network is made up of sixteen convolution layers with
1-d kernels that alter between vertical and horizontal orientations, modeling 8 layers
with 2-dimensional kernels. We used global average convolution layers to compress the
features of the final convolutional layer in order to keep the directional data for various
regions of the image. To prevent internal covariant shift, we added a batch normalization
layer [23] after every layer of convolution and corrected units in order to speed up our
training process.
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Fig. 5. Prototype for emotion detection considering contextual information.

The presented model, aims to perform finely tuned regression of 2 variations of emo-
tional representation (see Fig. 5). The third module combines the components extracted
from the previous two modules, and the fusion layer concatenates them to estimate
both discrete emotional categories and three emotion dimensions. For training, the con-
catenated features pass through a tuple of fully connected layers, including three fully
connected layers in the fusion module. First, the fully connected layer (FC-1) reduces
the total amount of dimensions of cascaded features to 256. The reduced features are
then passed through two fully connected layers, one for learning independent represen-
tations of VAD Dimensions and the rest for 26 Emotional Categories. A dropout layer
is applied to the result of fully connected layer 1 to prevent overfitting. The result of
fully connected layer-2 provides three continuous dimensions’ regressed values, while
fully connected layer 3 produces a probability distribution. The threshold values for each
category are calculated using this distribution., identifying the activated categories for
each test image. The fusion network component is made up of two fully interconnected
layers. The very first fully connected layer reduces feature dimensionality to 256, and
the another fully interconnected layer is assigned to discover independent depictions for
every task. This layer’s outcome is split into two distinct representations, including one
26 units representing the distinct emotion classifications and the other with three units
representing the three continuous dimensions.

5 Performance Evaluation Metrics

Multi-class classification is used to model the task of learning emotion categories, and
regression is used to model the task of learning continuous dimensions. So, we used two
different evaluation criteria to evaluate the efficacy of our fusion model.

5.1 Euclidean Loss (Lossdisc)

Wecodified26different emotion categories in our emotion recognition task. InEMOTIC,
each person can be tagged with various emotion categories. We can see that there are
various emotion classes to choose from (26 discrete emotion categories) and that each
discrete input could be labeled with several labels, giving this a multiclass andmultilabel
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challenge. Furthermore, inherent class disparity occurs because the amount of training
instances for each emotion category and each score of the continuous dimensions is not
the same. So, we have used a Euclidean loss that is weighted to overcome this problem.
Equation 1 represents the Euclidean loss for our emotion’s categories.

Lossdisc = 1

Num

∑Num

c=1
wei(Y∧disc

c − Y disc
c ) (1)

where Num stands for the number of emotional categories (26), Y∧disc
c stands for the

prediction and Y disc
c states the ground-truth marking for the cth category. The wi states

the weight assigned for each category. Values associated with weight are defined as
wei= 1

ln(co+pi) , where pi stands for probability of the i
th category and co for controlling

the valid values ranges for wei. The values of wei are constrained by this weighting
method when the instances of a class approach zero.

5.2 Euclidean Loss on Continuous Dimension (Loss2cont, SLoss1cont)

There are three aspects whose values are acquired in this learning activity. Each dimen-
sion has a value that ranges from 1 to 10. As a result, we represent this work as a
regression problem. In the validation and test sets, each annotation has numerous anno-
tators, and because the annotation is a subjective judgment, we contrast its performances
using two alternative losses:

1. a marginal Euclidean loss (Loss2cont),
2. the Smooth Loss1 Smooth Loss1cont.

While computing loss, the former specifies an error margin (V k) that is not taken
into account. The border Euclidean loss is defined as follows for VAD dimensions:

Loss2cont = 1

#D

∑
L∈D VL(Y

∧cont
L − Y cont

L )
2

(2)

where D is for {Valence, Arousal, Dominance} and #D has 3, (Y∧cont
L andY cont

L ) pre-
dicted originally and ground-truth normalization for Lth dimension and VL (= 0, 1) is
represented as a binary weight for representing the marginal error:

VL = 0, if
∣∣Y∧cont

L − Y cont
L

∣∣ < ε

= 1, rather
(3)

If the error is smaller than a specific number, the Smooth Loss1 losses are related to
the error value by calculating the squared error. This loss is widely used for identifying
objects, as demonstrated in our research, and is less reliant on outliers. The Smooth
Loss1 losses are precisely defined as follows:

SmoothLoss1cont =
∑3

L=1
VL

{
0.5x2k , if |xL| < 1

|xL| − 0.5, Otherwise
(4)

where xL= (Y ˆcont −YCont), andVL stands forweight that is assigned to each continuous
dimension and is set to 1.
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5.3 Combined Losses (Losscomb1, Losscomb2)

As explained below, the composite loss function is defined as a weighted mixture of two
independent losses:

Losscomb1 = λdiscLossdisc + λcontLoss2cont (5)

Losscomb2 = λdiscLossdisc + λcontSLoss1cont (6)

λ(disc, cont), weights the significance of every loss that is set observationally keeping the
validation into consideration. After multiple mergers, we realized, λdisc = 0.5, λcont =
0.5 delivers the greatest results. Lossdisc and Losscont (Loss2cont, SLoss1cont) indicate
the losses associated with learning the emotion classifications and the continuous dimen-
sions. This combined loss parameter is used in the model to effectively impose multi-
task training. When training, it determines the loss from tasks and inputs it back to the
model. By acquiring variables in a common manner, the model is able to generalize its
performance.

5.4 Average Precision (AP)

For measuring the performance, we first define a threshold for every emotion category
based on the predictions of the validation set. Following framework activation in the
assessment step, a forward track of a sample from the validation set produces 26 emo-
tion classification possibilities for 26 emotional expressions. For each validation set
sample, we collected all such predicted probability values. Following that, Precision-
Recall curves are plotted for each emotion category based on the sample predictions and
labels. We rectify the point where Precision is equivalent to Recall for all 26 curves,
which is the classification threshold. Every one of the 26 emotional states now has 26
thresholds. These threshold values are later tried on the projected probabilities of the
model for testing dataset samples. Average Precision refers to the region bounded by
the curves. This score assesses the model’s overall performance across all emotion cat-
egories. Average Precision ranges from 0 to 100, where 0 indicates no memory and
precision and 100 represents perfect recall and precision.

5.5 Average Absolute Errors (AAE)

WeutilizeMeanAbsolute Error (AAE) to assess the efficacy of the continuous dimension
task, which is a regression. An error for a given continuous dimension is an absolute
measure of the difference between its target value and predicted value. Errors that are
fewer than the predetermined errormargin are considered in the calculation. These errors
are subsequently averaged across all inputs for every continuous dimension. As a result,
the AE is determined as follows:

AAE =
1

#D

∑
L∈D VL

∣∣Y∧cont
L − Y cont

L

∣∣ (7)

whereD= {Valence, Arousal, Dominance},Y∧Cont
L −YCont

L serve as the Lth dimension’s
prediction and normalized ground-truth, m stands for the sample numbers andVL(= 0,1)
acts as binary weight used to present the error margin. As lower the AAE is, performance
is that better is presented (see Fig. 6).
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Fig. 6. VAD estimation with AAE

6 Results

We can note that Table 1 represents the average absolute errors calculated from various
models for all three dimensions, by comparing it with Loss2cont and Losscomb1. Table
2 represents the cumulative average precision on various models by making the com-
parison among emotion categories considering Lossdisc and Losscomb1. Here ‘B’ stands
for Person’s features and ‘I’ stand for Image Background features. (see Fig. 7) for the
confusion matrix indicating covariance and correlation for all 26 emotion categories.

Table 1. Comparative analysis of performance using Average Absolute Errors (AAE) for various
models for criterion Loss2cont and Losscomb1 criteria

Continuous
Dimensions

Input to model

B I B + I

Loss2cont Losscomb1 Loss2cont Losscomb1 Loss2cont Losscomb1

V-Valence 0.0564 0.0527 0.0510 0.0543 0.0643 0.0596

A-Arousal 0.0681 0.0610 0.0621 0.1162 0.0632 0.0448

D-Dominance 0.0529 0.0571 0.0624 0.0887 0.0624 0.0574

Mean 0.0590 0.0589 0.0618 0.0743 0.0583 0.0689
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Table 2. Average Precision (AP) for somemodels, comparing their performancewith the Lossdisc
and Losscomb1 criteria

Emotion Categories Model Inputs

B I B + I

Lossdisc Losscomb1 Lossdisc Losscomb1 Lossdisc Losscomb1

Affection 22.85 22.9 20.63 22.13 20.56 22.26

Anger 7.46 7.55 7.98 6.74 9.2 7.55

Annoyance 10.64 8.92 6.83 9.59 10.89 12.28

Anticipation 56.74 59.71 54.85 58.22 53.37 59.71

Aversion 6.24 6.18 6.47 6.43 6.68 7.55

Confidence 70.05 74.89 66.86 69.33 61.69 79.07

Disapproval 9.64 8.73 10.11 8.94 9.2 12.1

Disconnection 19.44 21.88 17.99 18.82 21.8 21.47

Disquietment 14.82 15.42 14.85 15.18 15.72 16.64

Doubt 28.37 30.29 29.49 29.21 29.54 29.25

Embarrasment 2.62 3.48 3.7 3.62 3.66 3.54

Engagement 85.28 85.1 82.43 85.82 82.82 87.34

Esteem 17.35 19.46 19 18.36 18.65 18.45

Excitement 69.42 74.83 67.08 69.19 66.3 78.06

Fatigue 8.65 8.95 7.73 8.65 8.97 9.97

Fear 11.65 13.95 14.11 12.64 13.21 13.44

Happiness 57.17 59.81 56.74 57.14 55.65 61.79

Pain 5.76 4.75 3.87 4.98 5.89 5.52

Peace 20.21 18.95 18.45 19.89 18.79 20.53

Pleasure 44.16 43.68 43.27 43.96 43.44 43.22

Sadness 10.11 9.23 12.82 7.24 10.21 11.46

Sensitivity 5.42 5.33 5.86 5.34 5.19 5.92

Suffering 9.34 6 9.44 7.11 8.51 8.75

Surprised 17.43 18.3 17.15 17.36 17.87 17.52

Sympathy 12.3 11.76 12.7 12.39 11.62 12.54

Yearning 7.46 8.92 9.38 9.03 8.74 9.44

Mean 24.25 24.96 23.83 24.13 23.77 25.97
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Fig. 7. Correlations and covariance between pairs of 26 emotion categories generated from the
EMOTIC and BoLD datasets, where each row shows the probability of occurrence of all other
categories

7 Conclusion

The present study highlights the critical importance of incorporating visual scene context
for the task of automated emotion recognition. Our investigation begins by introducing
the concept of emotion detection and providing an overview of its significance (as dis-
cussed in section 1.1). We subsequently delve into the role of contextual cues in emotion
perception and explore prior research that has focused on incorporating contextual infor-
mation to improve emotion recognition. However, our analysis of the existing literature
reveals that previous approaches have not fully met the requirements of emotion recog-
nition in context. To address this gap, we have proposed a novel baseline fusion CNN
model for identifying emotions in a visual scenic context. Our model has been tested on
two datasets, EMOTIC and Bold, and we have performed a series of baseline experi-
ments to evaluate the efficacy of our approach. We have also compared different feature
types for encoding contextual information. Our experimental findings confirm that the
use of visual scene context significantly enhances the accuracy of emotion recognition,
thereby highlighting the relevance of our proposed model. Our study underscores the
potential of the EMOTIC and Bold datasets in advancing research in this direction and
encourages further exploration of this important topic. Therefore, we believe that our
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work will inspire further investigations into the importance of visual scene context in
the development of automatic emotion recognition systems.
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Abstract. Distributed Machine Learning, in which data and learning
tasks are scattered across a cluster of computers, is one of the answers
of the field to the challenges posed by Big Data. Still, in an era in which
data abounds, decisions must still be made regarding which specific data
to use on the training of the model, either because the amount of avail-
able data is simply too large, or because the training time or complexity
of the model must be kept low. Typical approaches include, for example,
selection based on data freshness. However, old data are not necessarily
outdated and might still contain relevant patterns. Likewise, relying only
on recent data may significantly decrease data diversity and representa-
tivity, and decrease model quality. The goal of this paper is to compare
different heuristics for selecting data in a distributed Machine Learning
scenario. Specifically, we ascertain whether selecting data based on their
characteristics (meta-features), and optimizing for maximum diversity,
improves model quality while, eventually, allowing to reduce model com-
plexity. This will allow to develop more informed data selection strategies
in distributed settings, in which the criteria are not only the location of
the data or the state of each node in the cluster, but also include intrinsic
and relevant characteristics of the data.

Keywords: Machine Learning · Distributed Computing · Data
Selection

1 Introduction

New approaches to Machine Learning (ML), such as Distributed ML [9] or Feder-
ated ML [5], emerged in the last years as a response to the challenges of learning
from Big Data [11].

The appearance of Distributed ML followed a previous trend, in which storage
was moved from large monolithic data architectures to distributed mesh ones [6].
Evidently, once data were distributed, it would not be feasible or possible to move
all the data to a single location in order to run learning tasks. Hence, learning
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tasks became parallel and distributed, starting to include coordination and/or
message passing mechanisms such as ZooKeeper [3] or ZeroMQ [4].

Even so, decisions on which data to use when training a ML model must often
still be made, be it because the data are simply too much, or because there are
restrictions on training time or model complexity.

In the past we have proposed approaches to deal with this issue [7], namely
by selecting the data (and running the distributed learning tasks) in the nodes
in which the data are located, and according to the state of each node. Given
that modern distributed file systems have some form of replication, this can be
explored to select from the best candidate nodes according to their state.

Other typical approaches include selecting data based on their freshness.
That is, more recent data will be more likely to be selected. While this is, at
first sight, intuitive, it might not always hold the best results in terms of model
quality. This happens because old data might describe patterns that are still
relevant and useful, as happens in scenarios of streaming data with recurring
concept drift (i.e. seasonality) [10], and that would otherwise be lost.

The main goal of this paper is to analyze the influence that different data
selection strategies have on the quality and complexity of ML models. Specif-
ically, we aim to ascertain whether selecting data based on a diversity criteria
allows to obtain better models, or smaller but equivalent models (in terms of
predictive performance) than when the full set of data are used. This will allow
to devise new strategies of data selection, based not only on data locality, data
availability and cluster state, but that also take into account intrinsic character-
istics of the data, in an attempt to select data that are as rich and diverse as
possible. This will contribute to the design of overall more efficient ML pipelines.

2 Distributed Machine Learning

The experiments described in this paper, in which a large number of ML Ensem-
bles were trained, were carried out in the CEDEs platform. CEDEs - Contin-
uously Evolving Distributed Ensembles - is a Distributed Learning platform
developed in the context of a funded research project.

This section outlines the major modules comprising the architecture of
CEDEs. The Storage Layer serves as the central element, implemented on top of
an HDFS cluster. In this file system, large datasets are broken down into fixed-
size blocks, usually of 128MB. Various data sources, including files in different
formats (e.g., CSV, Parquet, Avro) and databases, can be employed.

Thus, the user of CEDEs initiates a ML project by uploading a data source
into the HDFS, which is subsequently split, distributed, and replicated through-
out the cluster. Once this process is concluded, the user can create an actual
ML project by choosing the desired dataset, and supplying the relevant infor-
mation such as project name, description and owners, or base model(s) hyper-
parameters. After configuring the project, the user can begin training a new
Ensemble. This task is controlled by the Coordination module, which interacts
with the Optimization and Metadata modules.
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Training an ensemble occurs in a distributed manner and benefits from two
aspects: the replication of blocks within files, enabling them to be accessed con-
currently on multiple nodes, and the principle of data locality. To train an ensem-
ble, one base model is trained for each block of a file (excluding replicas). These
base models will collectively form the Ensemble. Consequently, it is essential to
determine the optimal node for training each base model, based on criteria such
as the state of the node where the block is available within the cluster.

Specifically, the Coordination module uses the following inputs:

– Block locations are used to know where in the cluster each individual block
exists. Generally, each block is simultaneously available in at least 3 nodes;

– Task cost prediction, in terms of time and computational resources (e.g.
RAM). This is given by a previously developed meta-learning module [2];

– The state of nodes, in terms of the makespan of their tasks and a prediction
of the necessary computational resources;

The goal of this paper, as elaborated further below, is to determine whether
the characteristics of the data blocks can also be used as a relevant optimization
criteria when selecting the blocks for training a new Ensemble.

Once the Coordination module defines the allocation of tasks, the process of
training the base models initiates. In order to coordinate the worker nodes, a
communication protocol was implemented in ZeroMQ: a brokerless asynchronous
messaging library that allows the implementation of multiple socket communi-
cation patterns, useful for implementing distributed systems.

During the distributed training process, worker nodes regularly report their
progress to the coordinator, allowing client applications to access this informa-
tion in real time. When a worker node finishes training a base model, it notifies
the Coordinator, which then moves on to the next task in its queue, if it exists.
Additionally, the base model is serialized and stored in the HDFS, and auto-
matically replicated and distributed across the cluster, based on the replication
and balancing factors defined in the configuration. This allows to serve the same
base model on multiple nodes shortly after the end of its training, significantly
increasing model availability and the robustness of the system.

This architecture is illustrated in Fig. 1, in which the following terminology
is used: FiBjRk represents a replica k of block j of file i. The names of base
models follow the same logic, but start with the letter’M’. The arrow between a
specific block replica and a model means that the base model was created based
on that specific block, on that node. Replicas of that base model may however
exist in other nodes, created through replication.

When a client requests predictions from an ensemble, a similar process to
that of training base models takes place. The Coordination module first queries
the Optimization module for information about which base models will be used
in the ensemble. Indeed, not all base models may be included, depending on the
specific project configuration. If the number of intended base models is smaller
than the number of blocks in the dataset, the Optimization module selects the
best group of base models based on a specific heuristic, that may include models’
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Fig. 1. Depiction of the CEDEs architecture.

performance metrics and the state of the nodes where they are located. The
main goal of this work is to check whether including a criteria of data diversity
improves the quality and decreases the necessity for data, of the Ensemble.

When the Ensemble is defined, the Coordinator requests all the correspond-
ing worker nodes for predictions for a specific dataset. Once all predictions are
received, they are combined to calculate the final predictions by the ensemble.
For regression problems, the mean is used, while for classification problems, the
mode is used. Ensembles are thus abstract and dynamic constructs, as depicted
in Fig. 1 in the Model Layer, built out of a selection of available base models for
a given ML problem.

The architecture includes two more modules: the API module, and the User
Interface module. The API module provides endpoints for interacting with the
system’s services, which in turn communicate with the Coordination module,
when applicable, via ZeroMQ messages. External client applications can use
this API. Finally, the User Interface module is intended for human users and
communicates with the API module.

3 Methodology

This work analyzes how different data selection strategies impact the perfor-
mance of a distributed Machine Learning model, implemented as an Ensemble,
with the goal of determining the strategy that produces the best model with the
least amount of data and base models.

To this end, 60 different Machine Learning experiments were run. Each
experiment, described below, refers to a publicly available dataset (from those
described in Table 1), one block size (i.e. 4MB, 8MB and 16MB) and one of five
different heuristics for building the Ensemble. The datasets are all traditional
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tabular datasets, with the exception of the “covid infections” dataset, which is a
time-series one.

The interest in experimenting with different block sizes lies in its potential
influence on the quality of the base models: in principle, the smaller the block,
the lower and less reliable the quality of the base models (due to significant
variations between blocks and the data not being representative of the whole
problem). Thus, in each scenario, CEDEs was restarted and configured with
different block sizes to implement the experiments described.

Each dataset was first split into training (75%) and testing (25%) sets. The
training data was uploaded into CEDEs, as described below, while the test data
was held-out to assess the generalization ability of the Ensembles created.

Table 1. Characterization of the datasets used.

Dataset Rows Columns Size

covid infections 4623663 19 585 MB
solar production 2782080 15 399 MB
temperature 2434608 20 351 MB
car prices 1957675 1108 4160 MB

The methodology followed in each experiment, which is also depicted in
Fig. 2, was as follows. CEDEs was configured with one of the tested block sizes
(i.e. 4MB, 8MB and 16MB) and one of the datasets was uploaded into CEDEs.
The dataset was then automatically split into blocks, distributed and replicated.
For some datasets, some data preparation tasks were executed (e.g. cleaning,
feature engineering, encoding), which were implemented in Apache Spark. How-
ever, given that the goal is not at this stage to find the best model possible
but only to compare different approaches, no special effort was put on a further
improvement of the dataset.

Once the dataset was pre-processed, the meta-features were extracted for
each block. This was achieved using the pymfe - Python Meta-Feature Extractor
library[8]. Meta-features are features that encode characteristics of an underlying
dataset and may represent many different dimensions such as data distribution
measures, data quality measures, measures of variability, other statistical mea-
sures, etc.

Once meta-features were extracted for each block, a base model was also
trained for each block and, as usually happens in CEDEs, their performance
metrics (e.g. RMSE, MAE, MSE, Logloss) recorded in a database.

Next, a k-means algorithm was run on the meta-features dataset. The goal
was to find clusters of blocks that share similar characteristics (meta-features),
thus allowing to select data (and consequently blocks) also based on their sim-
ilarity. K-means was run with k = 5, thus it always finds 5 groups of datasets,
based on their meta-features.
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Fig. 2. Methodology followed in each of the experiments.

Then, for each dataset and block size, 5 different Ensembles were trained,
with the following heuristics being used for base-model selection:

– H1 - The Ensemble is created following a Bagging approach, with all the
base models being considered. However, each base model has a weight that is
inversely proportional to its quality, given by the RMSE calculated through
5-fold cross-validation.

– H2 - The Ensemble is created following a traditional Bagging approach, with
all the base models being used, and each having equal weight.

– H3 - The Ensemble is created by selecting only the top 50% base models, and
with all selected models having the same weight. Models are ranked by their
RMSE, calculated through 5-fold cross-validation.

– H4 - The Ensemble is created by picking one random model from each of the
5 clusters. The goal of this heuristic is to maximize data diversity, by picking
models trained on blocks with different characteristics.

– H5 - The Ensemble is created by picking 5 random models from the cluster
that has the highest density, i.e. the datasets have more in common or share
similar traits, according to the meta-features.

Although CEDEs allows to build heterogeneous Ensembles, for the work
described in this paper, all the Ensembles trained are Random Forests, i.e.,
collections of Decision Trees. For the sake of fairness, all Decision Trees were
trained with the same configuration: max_depth = 25, min_samples_split= 2,
max_leaf_nodes = infinite and ccp_alpha= 0.5.

Each Ensemble was then evaluated both through 5-fold cross validation and
on the test data that was held-out. The results of this evaluation and of com-
paring the different heuristics are analyzed in Sect. 4.
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4 Results

This section describes the results obtained while comparing the 5 previously
mentioned heuristics. The experiments were run in a CEDEs instance, that was
configured with 3 different block sizes. The goal is to analyze the impact of the
data selection heuristic on the quality of the ensemble, and whether block size
affects it.

Specifically, we want to evaluate the proposed heuristic (H4), and determine
whether it produces simpler but equally good ensembles, independently of the
number of blocks of the original dataset. This selection is based on the diver-
sity of the data, through the extraction of meta-features [1]. Specifically, meta-
features were considered block-wise. As previously mentioned, in this heuristic,
data blocks are selected based on their belonging to a different cluster. This
means that under H4, ensembles always have 5 models. The same is true for H5.
However, in this case, the blocks are all obtained from the same cluster.

The analysis carried out was extensive, taking into consideration several fac-
tors including block size (x3), dataset (x4) and heuristics (x5). Moreover, we
looked at several indicators including the number of base models whose train-
ing was spared using H4 and H5, the amount of CPU time saved, and model
performance metrics (e.g. RMSE). For this reason, this section presents only a
summary of the results.

Table 2 presents some results with the ’solar production’ dataset. Here we
simply compare our proposed approach H4 with a traditional bagging one H2.
The proposed approach only outperforms the traditional one in one scenario
(8MB block size), in which the ensemble build with 5 diverse data blocks has
an RMSE that is 0.58% lower. In the other two scenarios (4MB and 16MB),
the proposed approach results in Ensembles that are slightly worse in terms of
RMSE (0.11% and 0.3% worse, respectively).

While this lower performance is quite marginal, the ensembles build clearly
outperform the traditional ones in terms of the number of models trained or the
time saved. In this case, the number of models trained is between ≈80% and
≈95% smaller, depending on the block size, which also results in a reduction of
≈80% to ≈95% of the ensemble training time.

Tables 3 and 4 provide the remaining insights in terms of the analysis carried
out. Table 3 contains an overall analysis, concerning all the experiments carried

Table 2. Summary of the results for the ’solar production’ dataset with ensembles
trained with 4, 8 and 16 MB block size. M - the number of models whose training was
avoided (%); T - CPU time saved (%); R - difference in RMSE (%).

Block Size Heuristic M T R

4 MB H2 vs H4 −94.79% −94.81% +0.11%
8 MB H2 vs H4 −89.56% −89.53% −0.58%

16 MB H2 vs H4 −79.17% 79.38% +0.3%
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Table 3. Compiled summary of the total results containing the four datasets with
models trained in 4, 8 and 16 MB block size. TM - total number of models trained;
TT - total training time (seconds); TR - total time reduction (seconds); UR - used
RAM (GB); RR - RAM reduction (GB).

Heuristic TM TT TR UR RR

H1 618 4561.99 – 2680.82 –
H2 618 4561.99 – 2680.82 –
H3 618 4561.99 – 2680.82 –
H4 60 771.24 3790.74 272 2409
H5 60 765.37 3796.62 268 2413

out. In what concerns heuristics H1 to H3, 618 base models were trained in total,
for each one. This includes the 3 different block sizes and the 4 different datasets.
The only difference is that the Ensembles built with H3 only use half the base
models: the half with the best RMSE. However, these base models need to be
trained to calculate their RMSE, the number is the same.

On the other hand, H4 and H5 only need the training of 5 base models
per Ensemble, for the 12 experiments made (4 datasets * 3 block sizes), which
results in 60 base models trained in total. This means that these heuristics
require 558 fewer models each, in comparison with the other 3. Following the
same rationale, these heuristics avoided approximately 3790 s of CPU time in the
training of models, and approximately 2409GB of used RAM (measured at half-
second interval). In this table, the columns TR and RR represent the reduction
in terms of CPU time and RAM, when compared to traditional approaches.

Table 4, on the other hand, shows the average values for each experiment
performed, grouped by heuristic. For each experiment the results were ranked,
and analyzed relatively. For instance, for each experiment the best heuristic in
terms of RMSE was identified. The remaining were ranked by decreasing RMSE,
and their RMSE was analyzed relatively to the lowest one. Thus, column AR
depicts how much worse the RMSE of a given heuristic was, in percentage. The
results were then averaged.

The table shows that the proposed heuristic H4 is the one that has the
lowest value in this indicator, which means that it was most frequently the best
approach in terms of predictor performance.

On average, the proposed approach manages to obtain the best performance
in terms of RMSE, and saving training resources, both in terms of CPU time
and of memory used, saving on average approximately 85% of models per ensem-
ble: corresponding to ≈5min of training time avoided and ≈201GB spared RAM
usage. This was the difference of training an Ensemble in only one minute (heuris-
tics H4 and H5) instead of 6min (heuristics H1 to H3). However, this difference
might be much bigger in real scenarios with the typical 128MB block size and
with even bigger datasets.
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Table 4. Compiled summary of the mean results considering the 4 datasets with
models trained with 4, 8 and 16 MB block sizes. AM - average number of avoided
models (%); AR - average difference in RMSE compared with the best ensemble (%);
TT - average training time (s); TR - average time reduction (s); UR - used RAM
(GB); RR - average RAM reduction (GB).

Heuristic AM AR TT AT UR RR

H1 0% −6.480% 380.17 – 223.40 –
H2 0% −6.680% 380.17 – 223.40 –
H3 0% −3.310% 380.17 – 223.40 –
H4 85.16% −2.710% 64.27 315.90 22.64 200.76
H5 85.16% −3.280% 63.78 316.39 22.31 201.09

Thus, heuristic H4 results in ensembles that train quicker and achieve better
performance most of the times, although not always. Nonetheless, even when
the performance is not the best, it is close to it. In opposition, the amount of
necessary resources and the complexity of the resulting ensemble is far smaller,
which is a significant advantage, especially in Big Data and streaming scenarios.

The proposed heuristic for data selection is thus one that might sometimes
result in slightly worse model performance, but one that significantly reduces
training time and computational resources.

5 Conclusions and Future Work

As is widely accepted, data and their quality are a key determinant of model
quality. While in some cases all the available data is used, in others a subset of
the data must be selected. This happens when the available data is too much,
or when there are strict requirements concerning model training time or model
complexity. In such cases, the strategies used for selecting data must be carefully
considered, to maximize the quality of the model.

In this paper we analyze 5 different heuristics for selecting data. Two of them
are novel approaches, and are based on meta-features, that is, characteristics of
the data. Our goal was to ascertain whether selecting a smaller number of sub-
sets of data but while maximizing diversity, would result in better ensembles.
The results show not only this is generally true for the cases tested, but also
that the resulting Ensembles are much smaller. Moreover, we avoid the training
of a significant amount of models, which results in significant savings in terms
of computational resources and time.

There are, however, limitations to this work. One of the major ones is that
each experiment was only run once. Given that a methodology based on a holdout
dataset was used, the split of data and the results are dependent on luck. In
future work we will run the same experiments with cross-validation, to have
more reliable results (cross-validation was used but only at the level of the base
models). Moreover, in order to reduce variability in the results, a single algorithm
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was used (Decision Trees). In future work we will repeat the experiment with
other algorithms, in far more extensive experiments. Also, the number of clusters
(5) was arbitrarily selected and is, most likely, not the best one for each problem.
In the future, a prior heuristic for selecting the optimum value of k (number of
clusters) will be implemented.

Finally, the findings of this work will be included in the optimization module
of CEDEs, so that it can also take into account the characteristics of the data
when deciding which blocks to use.
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Abstract. The global outbreak of COVID-19 has had a major impact on the edu-
cation of millions of children, hindering their involvement in educational settings
and negatively affecting their academic progress. This situation highlights the need
to reassess teaching methods and find ways to encourage student involvement in
different learning scenarios. Specifically, elementary-level students studying the
Arabic language have faced significant challenges in comprehending academic
subjects. To tackle this issue, we propose a cutting-edge and creative proposed
application called SBAR (Smart Book Augmented Reality), which leverages arti-
ficial intelligence (AI) to support students in their interactionwith stories from their
Arabic textbook curriculum in the State of Palestine. Our proposed application uti-
lizes augmented reality to create a 3D environment featuring book characters that
interact with students, inspiring them to learn in a unique and stimulating manner.
The app can be run on smartphones and tablets and has been designed to maintain
student engagement. It provides two key features: a 3D augmented reality repre-
sentation of the story that presents the tale through voice and animation, and an
interactive component that allows students to respond to questions through natural
speech. The interactive component relies on AI and deep learning algorithms to
analyze student answers, evaluate them, and provide feedback through interactive
voice. Our proposed application is user-friendly, efficient, resource-friendly, and
innovative compared to other interactive educational apps. It has been trialed in
local schools in Palestine and received positive responses from both students and
teachers.

Keywords: Smart Book · Arabic · Augmented Reality · Voice Recognition ·
Interactive Learning · COVID-19

1 Introduction

The integration of Artificial Intelligence (AI) in the education sector has been slow to
develop, despite the availability of AI-powered solutions. However, the recent COVID-
19 pandemic has significantly altered this situation, with a shift toward virtual learning
technology. A recent survey found that 86% of teachers believe technology should be
an integral part of education [1]. According to the eLearning industry, up to 47% of
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P. Novais et al. (Eds.): ISAmI 2023, LNNS 770, pp. 167–178, 2023.
https://doi.org/10.1007/978-3-031-43461-7_17

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-43461-7_17&domain=pdf
https://doi.org/10.1007/978-3-031-43461-7_17


168 M. Al Rajab et al.

learning management products are expected to be equipped with AI capabilities in the
next three years, with the potential to improve both learning and teaching [1].

In recent years, there has been an increasing interest in leveraging emerging tech-
nologies to enhance educational experiences. This study focuses specifically on Arabic
education in Palestine and explores the integration of AI and AR technologies to create
adaptive learning environments that align with the principles of ambient intelligence. By
combining these technologies, we aim to provide Arabic language learners with inter-
active and personalized learning experiences that adapt to their individual needs and
preferences.

Traditional face-to-face education mixed with traditional teaching methods has
proven to be a failure during the COVID-19 pandemic, where online education was
utilized as a solution to overcome the challenges of physical distancing. However, it was
observed that the quality of education was negatively impacted. As a result, there is a
pressing need for new technological innovations to overcome this problem.

Research work has been done in the area of using AR in education. A paper pub-
lished in 2017 reports a review of literature on AR in educational settings considering
55 studies published between 2011 and 2016 and found most of the studies reported that
AR in educational settings lead to better learning performance and promotes learning
motivation, which because AR supplies the authenticity of graphical content and interac-
tion [8]. Another study published in 2019 examined 58 articles between 2006 and 2016
containing AR to determine the trends of using it in education and found that mobile
technologies such as tablets and smartphones are the most used. Mobile AR systems
allow the user to take and use the AR wherever the user desires by removing the limita-
tions of the user being in a specific location [9]. A 2020 study presented a quantitative
meta-analysis of 46 empirical studies to identify how pedagogical approaches affect
the impact of AR on education and found that an adequate combination of AR tech-
nology and specific pedagogical approaches enrich educational settings. It encouraged
researchers to explore different pedagogical approaches that will potentially benefit AR
interventions [10]. Another 2022 study’s findings revealed an increase in the number of
AR studies during the last four years where the most reported advantage of AR is that
it promotes enhanced learning achievement and is also of interest to the younger gener-
ation but one of the limitations is the lack of educational applications with augmented
reality [11].

In this research paper,we propose an innovativeAI-powered augmented reality appli-
cation called “SBAR”, which is a smart book augmented reality assistant application that
aims to help students in the Arabic language learning process in the State of Palestine.
Our proposed application allows students to learn interactively and independently under
the supervision of teachers and also helps teachers to explain lessons. SBAR utilizes
3D characters that explain lessons with an interactive sound system between the char-
acters in the application and the user, which helps in increasing student engagement and
interaction with the book. The application also enables students to target their device
camera towards the story title or any of the story images, and then displays its charac-
ters in an animated 3D environment that tells the story through voice and animation.
Additionally, the application allows the user to answer related questions through natural
voice. It uses AI and deep learning algorithms to analyze the student’s answers and
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provide instantaneous interactive voice feedback. Our proposed application is designed
for students who want to learn a specific topic on their own, and for teachers who are
open to utilizing technology to interact more with their students. In the context of AR
mobile applications, the proposed AI-based augmented reality application SBAR is a
highly innovative solution. By combining artificial intelligence, augmented reality and
interactive features, SBAR introduces a new way of learning Arabic in Palestine. While
existing research has explored the use of AR in education, the current landscape lacks
augmented reality education applications. This study aims to address this limitation and
presents SBAR as a revolutionary solution to improving learning experience.

The SBAR incorporates advanced technologies such as artificial intelligence and
deep learning algorithms to provide a unique set of features:

1. Interactive Learning: SBAR enables students to learn interactively and independently
while receiving guidance from teachers. Through its 3D characters and interactive
sound system, the application enhances student engagement and interaction with the
book content. By targeting specific story titles or images with their device camera,
students are transferred into an animated 3D environment that tells the story and
allows for natural voice interactions.

2. AI-Powered Feedback: SBARutilizesAI and deep learning algorithms to analyze stu-
dents’ answers and provide instantaneous interactive voice feedback. By incorporat-
ing natural language processing techniques, the application creates intelligent inter-
actions with students, going beyond traditional books. This personalized feedback
raises a dynamic and interactive learning experience, tailored to individual students’
needs.

3. Accessibility: An important contribution of SBAR is its commitment accessibility.
The application incorporates features such as text-to-speech capabilities, makingAra-
bic books accessible to students with visual impairments. Voice interaction function-
ality accommodates diverse learning styles and abilities, ensuring that all students
can actively participate in the learning process.

These unique features highlight the novelty of SBAR within the AR mobile appli-
cations landscape. By leveraging AI and AR technologies, SBAR revolutionizes the
traditional approach to learning, providing a personalized, interactive, and inclusive
experience for Arabic language learners in Palestine. The subsequent sections of the
research paper will delve into the methodology, a demonstration of the AI-powered
AR book, and conclude with the overall findings and implications of this innovative
application.

These unique features highlight SBAR’s uniqueness and novelty in AR’s mobile
application domain. By incorporating AI and AR technologies, SBAR revolutionized
traditional learning methods, providing personalized, interactive and student friendly
experiences for Palestinian Arabic students.

The main contributions of this research paper are:

• Personalized learning experience: The AI Smart Book revolutionizes the learning
process by offering students a personalized approach to comprehending and engaging
withArabic stories from their school books. Through its smart, simple, and interactive
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features, it tailors the learning experience to individual students, allowing them to
grasp the material more effectively.

• Enhanced interactivity: By incorporating artificial intelligence components, such as
augmented reality, into traditional educational books, the AI Smart Book adds a new
level of interactivity to the learning journey. Students are actively engaged in the
educational process, fostering greater interest and enjoyment while exploring the
content.

• Adding natural language processing: Leveraging cutting-edge artificial intelligence
techniques like natural language processing, the AI Smart Book enables intelligent
interactions with students. It analyzes and responds to their answers, offering a
dynamic and interactive learning experience that goes beyond traditional books.

• Accessibility for all:An essential contribution of theAI SmartBook is its commitment
to making Arabic books accessible to students with disabilities or unique learning
needs.With features like text-to-speech capabilities, studentswith visual impairments
can access the content audibly, while voice interaction functionality accommodates
diverse learning styles and abilities. This inclusivity ensures that all students can
actively participate in the learning process.

The subsequent sections of this paper are structured as follows: The methodology of
the proposed research application is outlined in Sect. 2. An exemplary demonstration of
the AI-powered AR book is presented in Sect. 3. Finally, the paper concludes in Sect. 4.

2 Methodology of the Proposed Application

Our research methodology involved developing an innovative application that utilizes
AI and AR to deliver immersive Arabic language learning experiences. The application
incorporates natural language processing algorithms to analyze learners’ performance
and provide tailored feedback and recommendations. Through AR technology, learners
can interact with virtual objects and environments that enhance their understanding and
engagement with the Arabic language. The application also utilizes ambient intelligence
principles to seamlessly integrate with the educational context, promoting a harmonious
coexistence between technology and the physical learning environment.

2.1 Application System Analysis

The questionnaire was developed to suit the target group and facilitate the extraction of
necessary project requirements. It addresses the issues faced by teachers and parents,
providing solutions and suggestions to resolve these problems. This studywas conducted
in the following cities: Hebron, Bethlehem, Jerusalem, Tulkarem, and Nablus. A total of
268 questionnaires were collected from teachers, while 253 were obtained from parents.
The age range of participants was between 25 and 50 years, with 42% being male and
58% female. Their educational background varied, ranging from high school diplomas to
bachelor’s degrees, and some even held postgraduate degrees such as PhDs andMasters.

The results of the questionnaires were as we expected, as 85% percent of teachers
and parents faced difficulties during the e-learning period, due to the lack of assistance
applications that suit the capabilities of teachers, parents, and students, and the lack of
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training for teachers to deal with e-learning applications such as the Zoom application.
And there was a high percentage of support for the presence of educational applications
to help students that increase the level of student absorption of the curricula, as therewere
many suggestions by teachers and parents for the features of the application such as the
presence of interactive activities, an interactive audio system, a simplified explanation
of academic materials and also that the application be easy to use.

The main requirements that resulted from the questionnaire:

• Existence of activities that enhance the understanding of the student.
• The interactive audio system between the student and virtual characters within the

application.
• Quiz exercises and questions.
• Send a report to the teacher and parents, including the student’s assessment and the

extent of his interaction with the application.

2.2 Application System Design

The application architecture comprises several components, including an augmented
reality component and a natural language processing (NLP) component, which includes
the analysis of sounds and images. Figure 1 illustrates the application’s workflow and
main features, which consist of two primary parts: (1) augmented reality technology and
(2) NLP.

Fig. 1. SBAR system workflow.
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2.3 System Architecture

The architecture of SBAR consists of several components, including an augmented
reality component developed using Unity and Vuforia, and a natural language process-
ing (NLP) component that encompasses two sub-features: optical character recognition
(OCR) and natural language processing (NLP). The augmented reality component of the
architecture employs Vuforia to store target images for augmented reality. These images
serve as the targets that the Vuforia engine can detect and track by comparing natural
characteristics extracted from camera images to known target resources in the database.
Both features work simultaneously and integrate with each other. The OCR component
is utilized to convert questions from images to text. The user captures the question page
from the book using their device’s camera, and the system sends it to the OCR script.
After that, the system reads these questions, and the user can start answering them one
by one using voice, with each voiced answer sent to the Google Cloud Speech-to-Text
API for recognition, and then to our algorithm, which decides whether the answer given
is correct or not. The system architecture diagram is depicted in Fig. 2.

Fig. 2. System architecture.

2.4 Application Main Features

Augmented Reality. The augmented reality feature of the application was developed
using Unity and Vuforia.When the user opens the AR camera, the application detects the
image target that is saved in the Vuforia database. These images correspond to the one
presenting all the stories written in the Arabic language book. The system then analyzes
this image and compares it with the saved image target, and displays the corresponding
3D characters as depicted in Fig. 3.
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Fig. 3. AR architecture.

Speech-to-Text: Natural language processing (NLP) is a technology that enables com-
puters to understand human languages as they are spoken and written. We used it to
convert the voice of a student’s answer to the related questions into text, so the appli-
cation can analyze whether the answer is correct or not. When the student inputs their
answer through voice, the system sends it to the NLP Google API to convert speech to
text and then sends it to the system for comparison with the correct answer to process
feedback. Figure 4 illustrates how the NLP functions work.

Fig. 4. NLP architecture

The algorithm for converting students’ voice input to text to answer questions and
provide feedback can be outlined as follows:

1. Initialize the NLP system and establish a connection to the Google Cloud Natural
Language API.

2. Begin listening for students’ voice input.
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3. Once input is detected, send the audio to the NLP API for conversion to text. Let the
converted text be represented as T.

4. Compare T to the correct answer, A.
5. Compute the similarity score between T and A using a similarity measure such as

cosine similarity (S), where S = (T * A) / (||T|| * ||A||).
6. If S > threshold (set by administrator), then the answer is considered correct and

feedback “Correct” is provided.
7. If S ≤ threshold, then the answer is considered incorrect and feedback “Incorrect” is

provided.
8. Repeat steps 2–7 for each new input received.

Optical Character Recognition (OCR). The deep learning-based system used in our
application was constructed utilizing the Long-Short TermMemory algorithm LSTM, is
a type of a Recurrent Neural Network (RNN), the LSTM consists from memory blocks
which is contains from one or more self-connected memory cells associated to each
other. RNN-LSTM has accuracy ratings ranging from 70.2% to 92.9%, depending on
the picture resolution, text type, text size, and image clarity. The model receives an input
image to be processed and converted into binary text. Then it is processed to identify
the beginning of each line, line by line. The model locates the text lines and then divides
the image into characters that are classified and combined to form words. These words
are then compared with a list of words learned from the dataset and used to predict the
output (Fig. 5).

Fig. 5. OCR text recognition.
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Finally, to verify the accuracy of answers, an API algorithm was developed that
uses a Universal Sentence Encoder (USE) to encode the answer into vectors of real
numbers. These vectors can be used to determine sentence similarities between the
answers provided by the user and the answers saved in the application. For instance,
if the saved answer is “ ” In English; “The elephant went to the
forest for a walk” and the answer provided by the user is “ ” In
English “The elephant went for a walk in the forest”, both answers are correct but in
different forms. This problem had to be addressed as the fuzzy string algorithm only
finds similarities between answers, not between the meaning of the answer as illustrated
in Fig. 3.

The focus of the proposed application is on modern standard Arabic, as it is widely
used across all Arabic-speaking countries and is the academic standard. Additionally, it
is the language used in social media applications and is integrated with Unity.

3 An Illustrative Example with User Interfaces

3.1 Illustrative Example

The user interface for the proposed SBAR application has been meticulously crafted
based on previous research. It was determined that children have a preference for cool
and simple colors such as light pink and light blue. The design of the application’s user
interface aims to maximize ease of use, with an estimated training time of just three
minutes to learn how to navigate it. Additionally, the application has been designed to
use the Arabic language in order to provide simple and clear responses and requests,
ensuring that the child can easily understand and utilize the app. Overall, the SBAR user
interface has been created to provide a user-friendly experience. It consists of a limited
number of screens, as illustrated in Fig. 6.

Fig. 6. SBAR journey interfaces roadmap
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3.2 Evaluation

The study involved a sample of almost 150 participants, including students and teach-
ers from various primary schools located in Hebron, Palestine, such as Sourif Primary
School for Boys, Amro Ibn Al’ase Primary School for Boys, and Sourif Primary School
for Girls. A random selection of students from the primary level (grade four and year
five) was chosen to use the application on an Arabic language textbook. The evaluation
process consisted of several stages. Initially, the participants were provided with access
to the SBAR application and given time to familiarize themselves with its features and
functionalities. They were then assigned specific tasks or learning activities within the
application, designed to assess their comprehension and engagement with the Arabic
language content.

Various measures were employed to collect data during the evaluation, including
quantitative assessments where we had measure the achievement of the learning out-
comes through SBAR, and how it improved the students’ Arabic language skills and
their understanding to the book content, surveys in which we gathered subjective verbal
feedback from both students and teachers regarding their experiences with the SBAR
application, and observations were made during the evaluation process to gather first
hand insights into how students and teachers interacted with the SBAR application.
These measures aimed to capture information on factors such as user satisfaction, ease
of use, learning outcomes, and overall educational value.

To analyze the collected data, descriptive statistics were employed. This allowed for
a demanding examination of the results and the identification of any significant findings.
The results of these tests were overwhelmingly positive, with both students and teachers
expressing satisfaction with the application’s ease of use. They did not encounter any
difficulties when using the application. The positive reactions from these users indicate
that the application has effectively added value to their education and has been successful
in capturing the attention of students toward learning.Many students were able to answer
all questions related to the lesson correctly, after being explained by the 3D characters
within a short period, not exceeding several minutes.

3.3 Impact and Benefit of the Proposed Application

We have designed the application with ease of use in mind. The user interface is visually
appealing and intuitive to navigate. Additionally, we have incorporated an instruction
button that provides step-by-step guidance on how to use the SBAR application. The goal
of SBAR is to promote self-directed learning by presenting school subjects engagingly
and innovatively, different from traditional classroom instruction. We anticipate that
the application will bring about significant educational advancements by leveraging
technology to enhance student engagement.

An augmented reality application for Arabic book stories can have a significant
impact and provide numerous benefits when used to teach students in elementary schools
in Palestine. The use of augmented reality technology can enhance the student’s learning
experience by bringing the stories to life and making the content more interactive and
engaging. This can lead to a deeper understanding of the material and increase the
student’s motivation to learn. Furthermore, the use of an augmented reality application
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can help to bridge the gap between traditional classroom instruction and the use of
technology, which is becoming increasingly prevalent in education. Additionally, an
augmented reality application for teaching Arabic book stories in Palestine can help
improve language proficiency and cultural understanding among students. Overall, an
augmented reality application for Arabic book stories is a valuable tool for enhancing
the education of students in elementary schools in Palestine.

4 Conclusion and Future Work

As technology has rapidly progressed in recent decades, it has become integrated into
various aspects of economic, educational, industrial, and social life. Artificial intelli-
gence has replaced human labor in many fields, resulting in significant advancement in
human life. In this research, we have explored various ways to implement artificial intel-
ligence in education for Arabic books to make them more personalized and interactive.
Our proposed application has demonstrated a positive impact on students learning the
Arabic language in Palestine at the preparatory level. By applying various artificial intel-
ligence techniques such as augmented reality and natural language processing, we aim
to personalize the learning process and assist students in learning effectively. Addition-
ally, by making the tool interactive, we have been able to increase student engagement
with Arabic stories, making the learning experience more immersive. Our proposed idea
emphasizes the importance of technology in the field of education, especially during peri-
ods of pandemics like Covid-19, and the challenges faced by teachers. It is important to
use technology to support the education process.

In plans, the proposed idea can be extended to:

• Make the application compatible with all textbooks of the Palestinian curriculum and
for all levels.

• Test the application with more AI-based models to improve detection and responsive
accuracy.

• Add more features, such as: generating and sending feedback reports to teachers and
parents, and adding more interactive exercises.
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Abstract. In this article, we propose an innovative methodology for creating a
fuzzy sociocultural ontology based on the CriSO ontology, aiming to comprehen-
sively represent the rich and diverse aspects of African culture. We address the
limitations of the CriSO ontology and emphasize the necessity of incorporating
fuzzy logic in order to effectively capture the nuances of African sociocultural
knowledge. Our methodology begins with the extension of the CriSO ontology
by integrating fuzzy concepts and properties. We subsequently present the for-
malization process of the fuzzy ontology using advanced fuzzy logic techniques
and showcase its practical application in a restaurant recommendation scenario.
In conclusion, our research demonstrates that employing a fuzzy ontology offers
a more flexible and accurate approach to representing sociocultural knowledge.
This methodology holds the potential to serve as a solid foundation for the devel-
opment of fuzzy ontologies in various other knowledge domains, contributing to
a better understanding and preservation of cultural heritage.

Keywords: knowledge representation · Fuzzy logic · Fuzzy ontology · Fuzzy
OWL · reasoning

1 Introduction

African culture is a diverse and rich heritage that remains largely underrepresented in
global knowledge systems. While efforts have been made to promote African socio-
cultural knowledge, these efforts have not fully considered the fuzzy logic aspect of
ontology. Ontologies can be instrumental in representing and organizing knowledge
about African culture, but there is a need to incorporate fuzzy logic for more flexible
reasoning.

In this paper, we propose a methodology for creating a fuzzy sociocultural ontology
based on the classic CriSO [1] ontology, which provides a spatial representation of socio-
cultural infrastructure for Africa. However, CriSO has limitations in representing the
fuzzy aspects of African sociocultural knowledge, specifically the lack of consideration
for fuzzy logic.
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This study proposes an innovative method for creating a fuzzy ontology based on
the CriSO ontology. While efforts have been made to promote African sociocultural
knowledge, few have fully considered the fuzzy logic aspect of ontology. Therefore,
we strive to bring a new perspective to this field, utilizing fuzzy logic to enhance the
representation of sociocultural knowledge.

We present an approach to extend the CriSO ontology by incorporating fuzzy con-
cepts and properties. This extension aims to bring a new perspective to this field, utilizing
fuzzy logic to enhance the representation of sociocultural knowledge. We discuss the
need to consider fuzzy aspects in the representation of African sociocultural knowledge
and provide a methodology for creating a fuzzy ontology. Our methodology stands out
for its ability to handle uncertainty and flexibility in knowledge representation, unlike
traditional methods that fall short of capturing the nuanced and non-linear aspects of
sociocultural knowledge. We then detail the formalization and implementation of the
fuzzy ontology, demonstrating the potential for its application in representing complex
knowledge domains.

The paper is structured as follows: In Sect. 2, we provide the main definitions,
including sociocultural knowledge and fuzzy ontology, as well as an introduction to
fuzzy logic and its components, such as membership functions. In Sect. 3, we provide
background information on ontologies and their significance in organizing knowledge
about African culture, discussing the limitations of classical ontologies in representing
the fuzzy aspects of African sociocultural knowledge. Section 4 focuses on the CriSO
ontology, its description, and the need to consider fuzzy aspects. In Sect. 5, we detail the
methodology for creating a fuzzy ontology based on CriSO. Sections 6 and 7 present the
formalization and implementation of the fuzzy ontology, respectively. Finally, in Sect. 9,
we conclude the paper and discuss future work.

2 Main Definitions

2.1 Sociocultural Knowledge

Sociocultural [1] knowledge encompasses a wide range of concepts, including infras-
tructure, social structures, art, culture, and more. These concepts are essential to under-
standing the beliefs, values, and practices of a community and can be represented using
ontologies.

2.2 Fuzzy Ontology

Fuzzy logic. Fuzzy logic [2] is a mathematical logic that enables the representation
of vague information. It was initially developed by Lotfi Zadeh in the 1960s to handle
problems that are too complexor toodifficult tomodel using traditional binary (true/false)
logic. Fuzzy logic is based on the concept of degrees of truth, which allows for the
representation of information that is not entirely true or false, but rather falls somewhere
in between. This means that fuzzy logic can handle data that is uncertain, vague, or
ambiguous. In fuzzy logic, variables can take on values that range from completely
true (1) to false (0), as well as any value in between. This approach provides a more
nuanced understanding of complex systems and allows for a more accurate modeling of
real-world phenomena.
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Membership Functions. Themembership function [3] is amathematical function used
in fuzzy logic that maps a range of values to a degree of membership in a fuzzy set. It
is used to represent the degree of truth or membership of an element in a set and is
typically defined by a curve or other mathematical function. The most function used are
triangular membership function, trapezoidal membership function, left, right function
gaussian and sigmoidal membership function. It used to represent fuzzy properties.

Ontology. According to Studer [4] ontology is defined as a formal, explicit specification
of a shared conceptualization. Ontology is a specific vocabulary for a domain and gives
a good description of things within a domain. Ontology structure [3] is quadruple O =
(C, P, R, A) and C, P, R, A stand respectively for a set of concepts within a domain, set
of concept properties, set of the relation between concept and axiom which is a real fact.
It can be defined as a description language knowledge base a tuple K = (T, A, R) where
T is a set of terminological axioms (TBox), A is a set of assertional axioms (ABox), R
is a role (RBox).

Fuzzy Ontology. Fuzzy ontology is an ontology that uses fuzzy logic to handle vague-
ness. According to [3] the structure of the fuzzy ontology is a tuple OF = (C, P, CF, PF,
R, RF, AS, ASF, A) where C is a set of crisp concepts defined for the domain. P is a set
of crisp concept properties. CF is a set of fuzzy concepts, PF is a set of fuzzy concept
properties, R is a set of crisp binary semantic relations defined, between concepts in C,
RF is a set of fuzzy binary semantic relations defined between concepts in C or fuzzy
concepts in CF, AS is a set of crisp binary associations defined between concepts in C
or fuzzy concepts in C, ASF is a set of fuzzy binary associations defined between crisp
concepts in C or fuzzy concepts in CF, A is a set of axioms. An axiom is a real fact or
reasoning rule.

A fuzzy concept CF is a tuple <Ncf , P, PF> Where Ncf is the name of a fuzzy
concept, e.g. “Near Restaurant”, or “Good Restaurant”. P is a set of crisp properties.

PF is a nonempty set of fuzzy properties. A fuzzy property PF is a tuple <Npf, T,
M> Npf is a name of the fuzzy property, e.g., “Distance”. T is a set of terms, which
are the values of the fuzzy property, e.g., T = {near, middle, far}.M is a mapping rule,
which maps every term of T to a fuzzy set.

3 Background

Many projects in the sociocultural domain have focused on knowledge representation,
resulting in the creation of various ontologies to capture different aspects of this knowl-
edge. These include theHigh-level sociocultural ontologyUSCO[5], theCriSOontology
which focuses on the spatial representation of sociocultural infrastructure [1], theHuman
Time Ontology Huto [6], and the high-level sociocultural ontology OntoSOC [7], which
is an improvement overUSCO.However, all these ontologies are crisp and do not address
fuzzy aspects. Africa has a rich sociocultural heritage that is often underrepresented in
global knowledge systems. However, there is a growing interest in documenting and
preserving this knowledge, both for the benefit of Africans and for those interested in
learning more about African culture. Ontologies can play an important role in this effort,
as they provide a structured way of representing and organizing knowledge. By creating
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ontologies that capture different aspects of African sociocultural knowledge, we can
help ensure that this knowledge is preserved and accessible to a wider audience. For
example, ontologies could be created to capture information about African languages,
traditional practices, beliefs, art, music, and literature. By creating these ontologies, we
can help to ensure that this knowledge is not lost and that it can be used to benefit both
Africans and tourists who are interested in learning more about African culture.

Fuzzy aspect. The current projects inAfrican sociocultural knowledge representation
have neglected to address the vague aspects of this knowledge. Fuzzy concepts, relations,
axioms, instances, and other fuzzy elements were not taken into account during the
design process of existing ontologies. Furthermore, the reasoning tools built for African
sociocultural knowledge representation do not allow for fuzzy reasoning. As a result, it
can be difficult to find sociocultural elements using natural language containing vague
terms, such as restaurants that are “close” to the market or pharmacies that are “not far”
from the stadium.

In this work, we propose a solution for considering the fuzzy logic aspect in socio-
cultural ontology, which will make African sociocultural ontology more expressive. By
incorporating fuzzy logic, we can better capture the uncertain and vague aspects of
African sociocultural knowledge, allowing for more accurate and comprehensive repre-
sentation of this knowledge. This, in turn, will make it easier for people to access and
utilize this knowledge, benefiting both Africans and those interested in learning more
about African culture.

4 The CriSO Ontology

4.1 Description of the CriSO Ontology and Its BasicConcepts

CriSO ontology is a spatial representation of sociocultural infrastructure. It provides a
structured way of representing and organizing knowledge about diverse types of infras-
tructure such as education, religion, health, tourism, transportation, and sports facilities.
The ontology also includes concepts related to public spaces and non-built areas. The
CriSO ontology is organized into two main categories: infrastructure and locality. While
we focus on CriSO ontology as a case study in this paper, the methodology we propose
is intended to be generalizable and can be applied to any ontology that could benefit
from the incorporation of fuzzy logic.

4.2 Description of the Need to Consider Fuzzy Aspects

TheCriSOontology has limitations in representing sociocultural knowledge, specifically
with regards to fuzzy concepts. These limitations are not unique to CriSO, and indeed
can be found in many classical ontologies, particularly when dealing with imprecise
and vague knowledge. To address this limitation, fuzzy logic must be considered to
provide a more flexible representation of sociocultural knowledge. By incorporating
fuzzy concepts, nuances that may be missed in a crisp ontology can be captured. The
methodology for creating a fuzzyontologybasedon theCriSOontologywill be presented
in the next section. By incorporating fuzzy logic into an existing ontology, we can
enhance its functionality, enabling it to better capture and represent the intricacies of the
knowledge domain it models.
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5 Methodology for Creating a Fuzzy Ontology

To create a fuzzy ontology, we start with an existing ontology and add fuzzy concepts and
properties to it. This extension involves defining fuzzy classes, properties, and axioms
using the fuzzy logic framework. This methodology provides an excellent starting point
for the creation of a fuzzy ontology.

1. Analysis of the classical ontology
In this step, the ontologist analyzes the classical ontology to identify concepts that
could benefit from a fuzzy representation. This involves reviewing the concepts and
relationships within the ontology to identify where a more flexible and nuanced
representation could be beneficial.

2. Definition of linguistic variables and terms
For each identified concept, the ontologist defines an appropriate linguistic variable
that captures the fuzzy notion in question. This involves selecting linguistic terms
that capture the nuances of the concept being represented. The choice of linguistic
terms depends on the context and domain being represented and should be chosen to
accurately represent the concept being modeled.

3. Attribution of membership degrees or membership functions
For each defined linguistic term, the ontologist assigns membership degrees or mem-
bership functions based on the values associated with the concept. Membership
degrees or functions determine the degree to which an individual belongs to a partic-
ular linguistic term. For example, if the concept being modeled is “age,” the mem-
bership function might assign a higher degree of membership to the term “old” for
buildings that are more than 50 years old.

4. Creation of simple fuzzy concepts
For each identified concept, the ontologist creates a simple fuzzy concept using the
defined linguistic variables and associated membership degrees or functions. This
involves combining the linguistic terms and membership functions with a crisp con-
cept to create a fuzzy concept. For example, a fuzzy concept for the age of a building
might be “OldCityHall,” using the linguistic term “old” and the membership function
defined for the “age” property.

5. Creation of complex fuzzy concepts
For more complex concepts, the ontologist can use fuzzy rules to combine the lin-
guistic variables defined for a concept. For example, for the Restaurant concept,
considering its properties of service quality and cleanliness, we can combine the con-
cept name “restaurant” with linguistic terms “clean” and “good” to create the fuzzy
concept “CleanAndGoodRestaurant.”

Fuzzy rules can be used to define how linguistic variables (such as “good quality”
and “clean”) are combined to create a fuzzy concept (such as “GoodQualityAnd-
CleanRestaurant”). Here are some example fuzzy rules for this concept:

If the service quality is “high” and the cleanliness is “very clean,” then the
restaurant belongs to the “GoodQualityAndCleanRestaurant” fuzzy concept.

If the service quality is “medium” and the cleanliness is “clean,” then the restaurant
partially belongs to the “GoodQualityAndCleanRestaurant” fuzzy concept.

If the service quality is “low” and the cleanliness is “not clean,” then the restaurant
does not belong to the “GoodQualityAndCleanRestaurant” fuzzy concept.
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These fuzzy rules define how different values for the linguistic variables of ser-
vice quality and cleanliness can be combined to create a membership value for the
“GoodQualityAndCleanRestaurant” fuzzy concept.

6. Creation of fuzzy relations
If the classical ontology contains relations between concepts, the ontologist can use
fuzzy rules to create fuzzy relations by combining the defined linguistic variables.
For example, to create a fuzzy relation between two concepts using distance, the
ontologist can use terms like “close,” “medium,” and “far” with a target concept.
This approach allows for more flexible representations of relations between concepts
and enables the creation of fuzzy concepts such as “close restaurant” or “restaurant
medium distance.”

6 Formalization of Fuzzy Ontology

To formalize the CriSO ontology with fuzzy concepts and classes, we can follow the
methodology outlined in Sect. 5 of this article. The steps of the methodology are applied
for each of the concepts presented below. While we demonstrate this formalization
process using the CriSO ontology, it is worth emphasizing that this process can be
similarly applied to any other ontology in a different domain, enhancing its ability to
represent and handle imprecise and vague knowledge.

1. Classical ontology analysis: Identification of concepts for which a fuzzy representa-
tion could be beneficial.

2. Definition of linguistic variables and terms: For each identified concept, we define
an appropriate linguistic variable and select linguistic terms to capture the nuances
of the represented concept.

The following table shows the linguistic variables and associated terms for
different concepts (Table 1):

Table 1. Selected Concepts and their Corresponding Linguistic Variables

Concept Linguistic Variable Linguistic Terms

Education Teaching Quality Good, Average, Poor

Health Medical Equipment Good, Average, Poor

Health Location Proximity Close, Moderately Close, Far

Health Specialization Type General, Specialized, Highly Specialized

Health Quality Good, Average, Poor

Infrastructure Building Age Old, Historic, Recent

Restaurant Cleanliness Clean, Moderately Clean, Dirty

Restaurant Service Quality Good, Fair, Poor

(continued)
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Table 1. (continued)

Concept Linguistic Variable Linguistic Terms

Restaurant Distance Close, Moderately Close, Far

Supermarket Product Variety Diverse, Moderately Diverse, Non-Diverse

Transport Distance Close, Moderately Close, Far

Infrastructure RoadState(rural zone) Good, Average, Poor

District PopularNeighborhood High, Medium, Low

3. Attribution of membership degrees or membership functions: For each defined lin-
guistic term, we assign membership degrees or membership functions based on the
values associated with the concept.

4. Creation of simple fuzzy concepts: For each identified concept, we create a simple
fuzzy concept using the defined linguistic variables and associated degrees or mem-
bership functions. To represent the fuzzy concepts, we use fuzzy data properties that
capture the fuzziness of the concept.

Examples of simple fuzzy concepts:

Fuzzy class: GoodQualityEducation � Education � hasQuality some High
Fuzzy class: GoodQualityRestaurant � Restaurant � hasQuality some Good
Fuzzy class: WellEquippedHealthFacility � HealthFacility � hasEquipmentQuality
some High
Fuzzy class: CleanPlace � Place � hasCleanliness some Clean

5. Creation of complex fuzzy concepts: For more complex concepts, associate multiple
simple fuzzy concepts to create complex fuzzy concepts, such as the intersection of
two or three fuzzy data properties.

Example of complex fuzzy concept:
Fuzzy class:GoodQualityCleanRestaurant�Restaurant�hasQuality someGood

� hasCleanliness some Clean
In this example, the complex fuzzy concept “GoodQualityCleanRestaurant”

represents restaurants that have both good service quality and a high cleanliness
level.

6. Fuzzy relationships: Fuzzy relationships, such as distance, can be used to associate
fuzzy concepts. For example, the distance between a user and a restaurant could
be represented using a fuzzy membership function to describe whether the restau-
rant is “close”, “moderately close”, or “far”. Additionally, combinations of fuzzy
relationships andmembership functions canbeused to create complex fuzzy concepts.

7. Fuzzy reasoning and querying: Fuzzy reasoning allows for more expressive queries
and more precise results based on user preferences. Using the fuzzy concepts and
relationships defined earlier, queries can be formulated to include fuzzy aspects.
Example of a fuzzy query:

“Find all restaurants that are both GoodQuality and CleanRestaurant and close to
the user’s location.”

This query can be translated into the following fuzzy logic expression:
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(GoodQualityRestaurant � Restaurant � hasQuality some Good) AND (Clean-
Restaurant � Restaurant � hasCleanliness some Clean) AND (LocationProximity
some Close)

The query will return all restaurants that have a high membership degree to the
fuzzy class “GoodQualityRestaurant” (defined by the “hasQuality some Good” prop-
erty) and a high membership degree to the fuzzy class “CleanRestaurant” (defined
by the “hasCleanliness some Clean” property), and have a high membership degree
to the “Close” linguistic term of the “LocationProximity” linguistic variable. This
allows for more tailored recommendations based on user preferences, taking into
account both service quality and cleanliness in addition to proximity.

7 Implementation

prefix = "PREFIX : <http://www.semanticweb.org/hp/ontologies/naziboni/criso#>"
entity = entity
qr_str1 = " select * WHERE { ?x a " + ":"+entity+";"
qr_str2 = """ :Infras_Nom ?n; :Infras_Latitude ?Lat; :Infras_Longitude ?Lon; 

:isLocatedIn ?Loc; :QualityOfService ?Quality} """
q_requets = prefix + "" + qr_str1+ "" + qr_str2 # requête  finale

The Python code snippet provided at the beginning of this section shows an example
of constructing a SPARQL query string to retrieve information from the fuzzy ontology.
The variable “entity” represents the type of entity being queried (e.g., restaurant), and
the query string is constructed by concatenating the appropriate prefixes, variables, and
criteria related to the entity.

To implement our fuzzy ontology, we used the Protégé tool with the fuzzyOWL
plugin. We created fuzzy classes for each fuzzy concept identified in the modeling,
as well as fuzzy properties to represent membership functions. We also created fuzzy
axioms to define the relationships between the different classes.

For example, for the fuzzy class “CloseRestaurant,” we created a fuzzy data property
“Close” with a triangular membership function defined previously for the linguistic
variable “Distance.”We then defined the fuzzy axiom that relates the “CloseRestaurant”
class to the “Restaurant” class using the fuzzy data property “Close.” This same process
was followed for the other fuzzy classes identified in the modeling.

Here is an example of a fuzzy class using the fuzzy data property “Close”:
Fuzzy class: CloseRestaurant � Restaurant � hasDistance some Close.
In this example, the fuzzy class “CloseRestaurant” represents restaurants that are

considered close to the user’s location, as captured by the fuzzy data property “Close”
associated with the “hasDistance” property.
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8 Evaluation

In our evaluation, we focused on the enhanced query capabilities enabled by the integra-
tion of fuzzy logic into our ontology. Specifically, our fuzzy ontology allows for more
sophisticated, nuanced queries that incorporate subjective and contextual factors.

For instance, in the originalCriSOontology, users could list infrastructures.However,
with the integration of fuzzy logic, users can now perform queries to identify nearby
infrastructures or historic infrastructures. This ability to handle and reasonwith imprecise
and vague information significantly improves the utility and flexibility of the ontology,
allowing for more personalized and relevant recommendations in the African socio-
cultural domain.

We further demonstrated this with a use case in which the system received a request,
retrieved relevant sociocultural data from the fuzzy ontology, calculated the degree of
relevance for each restaurant using fuzzy logic, and returned a list of recommended
restaurants with their corresponding relevance degrees. See Fig. 1

These results demonstrate the effectiveness of our fuzzy ontology in modeling and
capturing the complexities of the African socio-cultural domain, thereby fulfilling the
goals of our research.

Fig. 1. Use case

9 Conclusion and Future Work

Our methodology addresses the challenges of representing imprecise and vague socio-
cultural knowledge by considering subjective and contextual factors that can influence
their definition. This approach offers a more precise representation that is better suited
to the complexity of certain concepts such as quality or proximity, which may vary
depending on individual preferences and situations.

For future work, it would be interesting to explore other theories for representing
uncertainty in ontologies, such as the possibility theory. Integrating the possibility the-
ory into the CriSO ontology could enable the handling and reasoning with incomplete
knowledge, thus enhancing the quality of recommendations. This approach could be
extended to other domains to improve inform decision-making processes.
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Abstract. Feedback on how people perceive the characteristics of the
built environment is very useful in identifying design flaws. Using virtual
environment tools, it is possible to show building designs to potential
future users before construction begins, allowing for design refinement.
Creating experiments to evaluate the built environment is often a labo-
rious and building-specific process. In this paper, we present a toolbox
designed to simplify this task. Starting from a 3D model of a build-
ing that can be created using Building Information Modeling software,
the toolbox allows the creation of different design alternatives with a
photorealistic appearance that can be used to perform a variety of pre-
occupancy evaluation experiments. Through our tool, it is possible to
define the parameters of the experiment through a simple user interface
and generate questionnaires that allow the user to evaluate the design of
the building in a virtual environment. To demonstrate the usefulness of
the toolbox, we successfully conducted a proof-of-concept experiment to
evaluate the effect of color and lighting on the perception of the environ-
ment in a conservatory classroom. The results of the experiment indicate
that there is a significant relationship between the type of lighting (arti-
ficial, natural and mixed) and the perception of pleasantness, openness
and brightness of the environment. The combined effect of color and
lighting also shows a strong relationship with openness and brightness.
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1 Introduction

For thousands of years, humans have lived in nature, in an environment we could
not control, where the sun marked the beginning and end of the day, and where
there were few straight lines. Today, most of us spend most of our lives in a built
environment. Modern buildings are designed to efficiently maintain a comfortable
temperature and good indoor air quality. However, there are still many aspects
that are not considered in the design of a building that can affect the well-being
of its occupants. Numerous studies suggest that there is a relationship between
the environment around us and our brain activity [2,5]. Visual characteristics
of building components such as color, shape, size or texture can act as stimuli
capable of eliciting an emotional response in people [4,14,20].

There is a growing interest in the scientific community to study the rela-
tionship between the human nervous system and the built environment. This
emerging field of study, called neuroarchitecture, seeks to explain these rela-
tionships by applying neuroscience principles to architectural design. Subjective
measures, such as self-reports or neurophysiological response measurement tech-
niques inherent to neuroscience, can be used to identify environmental factors
that produce positive emotional responses in architectural spaces [8,9,12]. In
recent years, several experiments have been conducted in this area, analyzing
various neurofeedback techniques and built environment variables. However, the
results are rather limited, mainly due to the small sample size and the variety of
methods used [4,15]. In addition, these experiments evaluate a small number of
variables in a specific environment. A building is the result of the combination
of thousands of elements; to reliably know whether its design is comfortable for
its users, it is necessary to analyze the building as a whole.

Pre-occupancy evaluation (PrOE) is the process of obtaining feedback on
how a building performs and interacts with its future users [1]. This information
allows architects to identify design flaws before construction of the building
begins. In a PrOE, virtual reality (VR) is a tool with great potential [21]; through
this technology, different design alternatives can be shown to potential building
occupants, with the aim of identifying which design variant generates the best
response from users. However, the validity of the data obtained with this method
is conditioned by the user’s sense of presence in the virtual environment. When
users are shown a VR scene, they need to feel as if they are there so that their
responses are comparable to those in a real environment. [11,18].

Traditionally, creating realistic and immersive VR scenes has been a long
and tedious process. Today, it has been greatly simplified thanks to Building
Information Modeling (BIM) software [16]. BIM can be defined as a digital rep-
resentation of the physical and functional characteristics of a building [4]; using
BIM software, it is possible to quickly model a building in 3D and then export
it to a VR visualization tool. The use of these dimensionally accurate models
in conjunction with game engines allows the creation of frameworks for PrOE
experiments in VR environments [17]. However, the appearance of BIM models
is not very realistic due to the use of low quality textures to reduce the size of
the model. Giving the BIM model a realistic appearance is still a fairly manual
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process. In this study, we present a toolbox for quick and easy creation of VR
occupancy evaluation experiments. Starting from a BIM model, a set of scripts
were developed to (1) give the model a photorealistic appearance, (2) create
multiple variants of the same model, (3) automatically generate evaluation ques-
tionnaires, and (4) manage experiment data. To the best of our knowledge this
is the first toolbox for realising of PrOE in VR from BIM models that allows to
automate the process of visual enhancement and the creation of different design
variants from a single BIM model.

2 Toolbox Description

This section describes the VRPrOE toolbox and its various modules. VRPrOE
was created with the goal of simplifying the process of creating PrOE exper-
iments, allowing architects with no experience in creating VR environments
to test their designs with potential end users (see Fig. 1). The toolbox was
developed using the Unreal Engine 4 (UE4) (https://www.unrealengine.com/)
and the Datasmith plugin (https://www.unrealengine.com/en-US/datasmith),
which allows building geometry to be imported from various BIM software.

FeedbackDatasmith
BIM model

Experiment settings
Experiment

Redesign

VRPrOE
Toolbox

Unreal Engine

Fig. 1. VRPrOE toolbox

2.1 Visual Enhancement Module

BIM models typically use low-resolution textures, and non-architectural elements
such as chairs or tables are modeled with low-density mesh. This makes BIM
models lightweight, which facilitates collaboration among the various profes-
sionals using the model, but significantly reduces visual realism. This module
is responsible for replacing unrealistic textures and geometries, adding elements
not included in the BIM model, and adjusting lighting parameters such as inten-
sity, color, or attenuation radius. Figure 2 shows a room of a building before and
after applying this module.

The visual enhancement module uses three databases to list the changes
to be made. First, the program reads a database containing 4 fields: existing
object identifier, new object identifier, transformation and replace. Then it finds
the existing object and inserts the new object in the place of the first one,

https://www.unrealengine.com/
https://www.unrealengine.com/en-US/datasmith
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Fig. 2. Sample room created with BIM software. (a) Before and (b) after running the
visual enhancement module

applying the transformation (translation, rotation and scaling) specified in the
transformation field. Finally, if the replace field is true, the existing object is
deleted. If there is more than one existing object with the same identifier, this
sequence is repeated for all objects with that identifier. In the example in Fig. 2,
the landscape seen through the windows, the light simulating the sun, and other
objects used to adjust reflections, rendering, and the VR experience have been
added. The computer has also been replaced.

Using a database containing the object identifier, the current material iden-
tifier, and the new material identifier, the materials of the objects are replaced
after the new objects are added. As before, if there is more than one object with
the same identifier, the process is repeated for all objects with that identifier.
Finally, the light identifier, intensity and color are stored in the third database.

2.2 Experiment Creation Module

A graphical user interface (GUI) allows setting the configuration of each exper-
iment as shown in Fig. 3.

Fig. 3. Experiment setup window
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The interface allows scenes to be added to the experiment to be displayed to
the user for the specified time. The different scenes are displayed in the order
in which they appear at the bottom left of the window, unless the randomize
sequences checkbox is checked, in which case they appear in random order. Also
included is the white room checkbox which, when checked, is used to insert an
initial sequence in which a neutral colored room is displayed to allow the user to
get used to the VR environment. In each scene it is possible to change (or not)
the scenario, the color of the walls, the material of the floor, the type of lighting,
the presence of trees and the exterior landscape. The exterior landscape is a 360◦

image that can be added with the previous module. By using images instead of
3D models, the cost of rendering is significantly reduced and it is possible to
have countless landscapes without having to model them.

2.3 Questionnaire Creation Module

Questionnaires are the easiest way to get feedback from your users. The VRPrOE
toolbox includes three types of questionnaires by default:

– Sociodemographic data: Participants’ personal information, such as age, gen-
der, and occupation, will be collected.

– Sense of presence: To assess the degree to which participants in the experiment
feel they are in a real building, the Slater-Usoh-Steed (SUS) questionnaire [19]
was used.

– Semantic differential scales (SDS) [13]: Pairs of opposite adjectives are used
for experiment participants to rate their subjective perception of various
architectural features on a 7-point Likert scale.

Questions are stored in a plain text file, which can be modified to change, add or
delete questions without modifying the program. Prior to the start of the exper-
iment, the participant reports his or her sociodemographic data; at the end of
each scene, the participant is asked to fill out the SDS questionnaire. Finally, at
the end of the experiment, the participant is asked to complete the SUS ques-
tionnaire. Questions can be responded to inside the immersive VR environment
using the VR controller or outside the environment using a computer mouse.

2.4 Data Management Module

This module is responsible for managing the experiment data. Self-reported data
from participants in previous questionnaires are stored in comma-separated value
(CSV) format. In addition to this information, the person’s location within the
virtual environment is also recorded and stored along with a timestamp. The
module also allows to send and receive data externally via web socket or http
request. This feature can be used to receive data from biosensors and/or send
the collected data to an external server. Data management is done in separate
threads from the main thread to avoid interfering with game execution.
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3 Proof of Concept

This section describes the experiment carried out as a proof of concept with the
purpose of verifying that the toolbox can be used for the purpose for which it
was designed. Several studies suggest that wall color and exposure to natural
light have positive effects on human subjective well-being [3,6,10]. We used
the proposed toolbox to evaluate the effect of color and lighting type on the
perception of the environment in a conservatory classroom. For this purpose,
a BIM model of the classroom was created using Autodesk Revit software and
exported to UE4. Nine different scenes were created from this classroom using
the experiment creation module of the toolbox (see Fig. 4). Each scene shows a
variation of the classroom that can have 3 different color tones (warm, cold, and
neutral) and 3 types of lighting (natural, artificial, or mixed).

Fig. 4. Variations of the conservatory classroom. On the left side of each image the
classroom is shown with warm colors, in the middle with neutral colors and on the right
side with cold colors. (a) Natural lighting. (b) Mixed lighting. (c) Artificial lighting

The colors have been applied to the floor and walls, leaving the rest of the ele-
ments intact. However, the light reflected on the floor and walls slightly changes
the color of all the elements in the room, just as it would in a real environ-
ment. As can be seen in Fig. 4, the type of lighting affects the perception of
color. For example, the left wall appears darker in natural light than in artificial
light because the wall receives much less direct light when only natural light is
used. Color perception is also affected by camera exposure; in our experiment,
automatic exposure was used to simulate the human eye’s response.

3.1 Experiment Design

Figure 5 shows the workflow of the experiment. First, the participant has to fill
out a socio-demographic questionnaire, then he/she is given the VR controller
and the head-mounted display (HMD) and is helped to fit it on the head. Once
the HMD is properly fitted, the participant is shown a white room with a panel
of buttons to interact with the controller. When the participant indicates that
he/she is comfortable with the VR environment and the use of the controller, the
core experiment begins. First, one of the 9 possible scenes, chosen at random, is
shown.
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Fig. 5. Experiment workflow

After one minute of viewing, the participant is shown a SDS questionnaire to
rate different aspects of the environment, which can be answered using the VR
controller. After answering the questionnaire, the participant is moved to another
scene and after one minute answers the same questionnaire again. This process
is repeated until the participant has visualized a total of 3 scenes. Although
scene selection is random, it is conditioned so that all participants see the three
colors and three possible lights. Finally, the participant must answer the SUS
questionnaire to assess his/her sense of presence in VR. During the experiment,
participants are seated in an office chair that allows them to rotate freely. The
HMD chosen is the HTC Vive Pro eye. A convenience sample of 13 members of
the educational community who were not involved in creating the Toolbox was
used to conduct the study. All gave their informed consent to participate.

In the SDS questionnaire we used 4 pairs of opposite adjectives related to
different architectural features and human experiences [7] (see Table 1).

Table 1. Opposite adjective pairs from the differential semantic scales questionnaire

Adjectives Human experience Architectural feature

Pleasant/unpleasant Restorativeness Presence/absence of natural
light

Open/closed Restorativeness, stress and
anxiety

Openness of spaces &
Presence/absence of windows

Warm/cold Stress and anxiety Color of surfaces
Light/dark Stress and anxiety Luminance

3.2 Results and Discussion

The experiment was created by the VRPrOE developers, so it was not possible to
get independent feedback on the toolbox. The levels of presence experienced by
the participants in the experiment were determined using the SUS questionnaire.
The mean of the 6 questionnaire items was 5.46 out of 7, with a standard devia-
tion of 1.30, which can be considered a high sense of presence. The use of VR may
be unpleasant for some users, the level of sense of presence is correlated with the
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degree of comfort with the virtual environment and the hardware. Therefore,
the result obtained indicates that in general the participants feel comfortable
with the technology used. Table 2 shows the mean and standard deviation of the
scores of the opposite adjective pairs for the different design variables. A one-way
ANOVA analysis was performed to determine whether the differences between
the means of the variables studied were statistically significant (see Table 3).
Differences were considered statistically significant when p-value was <0.05.

Table 2. Opposite adjective pair scores with respect to color and lighting

Variable Pleasant/unpleasant Open/closed Light/dark Warm/cold
mean std mean std mean std mean std

warm color 2.85 1.46 3.00 1.78 2.15 1.28 2.46 1.66
cold color 2.18 1.08 2.45 1.81 1.91 1.04 3.36 1.63
neutral color 3.08 1.83 3.58 2.19 3.25 1.91 3.42 1.56
artificial light 3.58 1.68 4.75 1.86 3.58 1.78 3.67 1.87
natural light 2.50 1.31 2.50 1.31 2.08 1.24 3.00 1.48
mixed light 2.08 1.16 1.83 1.27 1.67 0.78 2.50 1.45

Table 3. One-way ANOVA p-values of the variables studied

Pleasant/ unpleasant Open/closed Light/dark Warm/cold

Color 0.3428 0.3867 0.0751 0.2683
Lighting 0.0366 0.0001 0.0032 0.2204
Color & Lighting 0.0919 0.0087 0.0193 0.1148

In the case of color alone, the differences between the means are not large
enough to be considered statistically significant for any of the pairs of adjectives.
In contrast, in the case of lighting, a relationship between the type of lighting
and the perception of the environment was found for 3 of the 4 pairs of adjectives
(pleasant/unpleasant; open/closed; light/dark). With a combination of natural
and artificial lighting, the room is perceived as more pleasant, open and light.
With only artificial lighting, they are perceived as more unpleasant, closed and
cold. The exclusive use of natural light would be in the middle.

4 Conclusions

The built environment can affect brain activity, and assessing how different
design variables impact it can guide architects in creating buildings that maxi-
mize well-being. This paper presents a toolbox for creating PrOE experiments in
VR environments from BIM models. This first version of the toolbox has some
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limitations, only a small number of environmental variables can be manipulated,
it has been tested with only one HMD model and the only tool included to assess
the environment are questionnaires. Nevertheless, we believe it is sufficient to
demonstrate the potential of this tool. In our proof-of-concept experiment, we
started with an unrealistic-looking BIM model, and thanks to the toolbox, we
were able to instantly create different versions of the classroom with a highly
realistic look and feel, evoking a strong sense of presence for the participants.

The results of the experiment reveal a strong relationship between the type of
lighting and the subjective perception of the environment. However, the sample
size used in this experiment is quite small, and an experiment with a larger num-
ber of participants would be necessary to confirm these results. Future versions
of the software could also increase the number of environmental parameters,
other VR devices could be integrated and it could handle and integrate biosen-
sor data processing, which can be very useful in understanding how participants
in experiments feel without requiring them to spend time answering surveys.
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Abstract. In this work, a multi-agent system was developed to manage
comfort preferences, in an autonomous and completely automatic and
non-invasive way for the user. This system was based on the use of an
architecture supported by low cost hardware, namely Raspberrys, to sup-
port the different actuators present in the different spaces. To carry out
its validation, a methodology was created to analyze consumption perfor-
mance, and the results obtained in two scenarios are demonstrated here,
a domestic housing scenario, and a professional environment scenario.
The results obtained were quite positive for the prototype developed,
and validate the option of using low cost hardware.

Keywords: multi-agent · consumption · preferences

1 Introduction

Currently, users are increasingly looking for automatism’s that make their daily
lives easier. And thus allow them to have more free time for themselves, not
having to worry about routine tasks.

In which most of the time they are not able to optimize them in the same
way, as is done by any automatic system. Still achieving autonomy, which is
perhaps the characteristic most sought after by users of this type of system.

With this work, it has been validated a multi agent system to achieve the
best comfort preferences using low cost hardware like Raspberry’s, and at the
same time improve consumption performance. This work aims to give continuity
and finalize the doctoral work presented in previous editions [1–6].

This project demonstrates the complete development of a multi-agent system,
and its effective performance related to energy consumption.
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2 Materials and Methods

In this section, the different used actuators are detailed, as well the multi-agent
system developed.

2.1 System Actuators

For the different actuators operation, in the different scenarios, different valences
were used, and are following detailed:

Temperature/Relative Humidity
Namely in terms of heating, this was achieved through a hydraulic underfloor
heating that is divided into different circuits to cover the different house areas,
as well for its control, six thermostats from the Tado brand were used that allow
in real time to send, using an API, the desired temperature. The thermostat and
its operation mode, can be seen at Figs. 1 and 2.

Fig. 1. Actuator desired temperature. Fig. 2. Thermostat current tempera-
ture.

For cooling and relative humidity control, also six fan coils were used, one for
each area, and controlled by individual thermostats, which also allow the desired
temperature definition through an API.

Luminance/Brightness
For luminance and brightness, Shelly bulbs that have WIFI connection are used,
that allow to control different luminance and brightness present at each individ-
ual environment, in the same way they have an API to integrate with other
smart home systems, and that allow its direct control. This device can be seen
at Fig. 3.

Sound
For sound, were used Echo speakers from the brand Amazon which have WIFI
connection, and allow to control the sound volume and also the played music
(sound source, playlist or gender) present at each individual environment, in the
same way they have an API to integrate with other smart home systems, and
that allow its direct control. This device can be seen at Fig. 4.
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Fig. 3. Smart bulb. Fig. 4. Smart speaker.

Security Systems
Also, was tested the possibility to use some security systems, and enable/disable
this according to the user detection at the environment. The used device is from
the brand Ring and it can be seen at Fig. 5.

Fig. 5. Smart security system.

2.2 Multi-agent System Architecture

The multi agent system was developed using JASON and ARGO, and the Fig. 6
represent the different layers architecture separation, to easily identify the pur-
pose of each, and agents containing it.

There will be one principal agent who will represent local system, namely each
individual environment, where it was a need to ensure individualized comfort
conditions, such as a room in a house, or a office in a building. This agent will
take into account any directives that may exist for this environment, such as
lower or upper limits to different comfort conditions, or also safety parameters
that may be critical for a given space. This agent will have a obviously prevalence
relative to others, since it will be the dominant for a given environment.

With users respect, each one in the space, will also be represented by an
agent, this will receive user preferences from main system, for the place where
it is, as well for the time in which it is. Also in this situation there will be a
prioritization that identifies which user will have environment supremacy, so it
also has an increase in the negotiation process.

In decision-making process, all users agents and agents representing the envi-
ronment will be taken into account. With the different priorities that each of
them has, and with this information will begin the negotiation process.
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Fig. 6. Multi-agent system architecture

2.3 Evaluation Scenarios

For the proposed framework analysis and evaluation, different scenarios were
formulated. Initially it was applied in a two floors house.

In this way, it was possible to validate the domestic space concept, with a
family composed of two adult users and a child, characterized before.

Their individual preferences were defined, and the MAS system analysis was
carried out during a six months period.

The workspace concept was also defined, with different local systems being
installed in the partner company’s offices.

It was also planned to install some local systems, in partnership with the
partner higher education institution, as well in a local health unit. But due
to budget constraints, and costs associated with acquiring the high number of
equipment’s (Raspberry’s) necessary for data acquisition, this was not possible.

This fact was also aggravated, due to the constraints introduced by the
pandemic, having been completely impossible to access the health unit at that
period, as well the higher education institution.

In Sect. 3 the two defined scenarios results, are detailed, and explained for
each of the aspects analyzed.
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Home Scenario
Table 1 characterizes the different users that compose the home scenario.

Table 1. Home Scenario - Users characterization.

Username Type Proportion

User1 Adult 1
User2 Adult 1
User3 Child 0,75

Table 2 was developed, where all the entry records (samples) considered for
analysis are represented, and they are divided by the six months under analysis
(October 2021, November 2021, December 2021, January 2022, February 2022
and March 2022).

Totalizing 15420 log records for the six months in question. Each of these
samples represents one user entrance/presence, recorded by the local system. We
can see an average of 84,45 samples registered for each day.

Table 2. Home Scenario - Total registered samples.

Oct Nov Dec Jan Feb Mar Total/Average

Nr. of Days 31 30 31 31 28 31 182
Nr. of Periods 992 960 992 992 896 992 5824
Total samples 3219 3033 1548 2988 1737 2895 15420
Average/Day 103,84 101,1 49,94 96,39 62,04 93,39 84,45

Work Scenario
Table 3 characterizes the six users that compose the work scenario.

Table 3. Work Scenario - Users characterization.

Username Type Proportion

User10 Hierarchy_1 (100-1)
User20 Hierarchy_2 (100-2)
User30 Hierarchy_2 (100-2)
User40 Hierarchy_2 (100-2)
User50 Hierarchy_2 (100-2)
User60 Hierarchy_3 (100-3)
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Table 4 was developed, where all the entry records (samples) considered for
analysis are represented, and they are divided by the six months under analysis
(October 2021, November 2021, December 2021, January 2022, February 2022
and March 2022).

Totalizing 36578 log records for the six months in question. Each of these
samples represents one user entrance/presence, recorded by the local system. We
can see an average of 200,98 samples registered for each day.

Table 4. Work Scenario - Total registered samples.

Oct Nov Dec Jan Feb Mar Total/Average

Nr. of Days 31 30 31 31 28 31 182
Nr. of Periods 682 660 682 682 616 682 4004
Total samples 6024 8170 3676 6420 4968 7320 36578
Average/Day 194,32 272,33 118,58 207,1 177,43 236,13 200,98

3 Results

To assess the results, the scenarios identified in Sect. 2.3 were defined, and imple-
mented. Thus, a six-month period was defined for the identified scenarios anal-
ysis, as well the users present.

For the spaces characterized in Sect. 2.3, information was then collected over
a six months period. Thus, it was possible to carry out all the statistical analysis,
in order to execute the results compilation presented below at Sect. 3.1 and 3.2
and at Tables 6 and 8.

As previously mentioned, the results presented are preliminary and subject to
industrial secrecy by the partner company. Therefore, all possible information is
presented, considering the company’s intention to commercialize the developed
product, there are thus several restrictions on more data availability.

3.1 Home Scenario

Thus, all manual changes made during the testing phase were analyzed, and the
satisfaction metric was calculated, by period of time/place.

The average satisfaction was also measured, for the different periods: morning
(8am–1pm), afternoon (1pm–7pm) and night (7pm–12pm).

Also regarding energy savings, and knowing that it is currently a factor that
isn’t and cannot be neglected by any individual user or any business entity.

Considering the costs increase with different energy types, as well the ecolog-
ical footprint that its production represents, the savings metric was also calcu-
lated, always considering that the purpose of this solution would not have this
as prime factor, but indeed the maximum user comfort.
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But knowing from the start that with all the introduced automatism’s (detec-
tion of users present at the space, adjustment to minimum reference values in
empty spaces, etc.) by the proposed solution, a decrease in consumption would
be expected by itself.

Compared to solutions that only implement pre-programmed fixed adjust-
ments and which most of the time don’t include any automatism, such as simply
allowing to detect absence periods, for example in the workspace, such as vaca-
tions, holidays or others, in this scenario, savings are expected to be even more
significant.

To check exact values, the month global consumption was been verified for
each analyzed space, and compared with the same month global consumption,
after applying the solution.

At Table 5 we can see the mean value for the baseline day consumption, and
the day consumption for the analyzed period, and also the difference in kWh,
and the savings in percentage value.

Table 5. Home Scenario - Day Energy consumption (mean value).

Scenario Baseline (kWh) Period analyzed (kWh) Difference (kWh) Savings (%)

Home 35,2 32,05 3,15 9,84

At Table 6 we can see the total consumption value for the baseline, and for
the 6 months period analyzed for the home scenario, and also the difference in
kWh, and the savings in percentage value. At Fig. 7 we can see the plot of this
information.

Table 6. Home Scenario - Energy consumption - 6 Months.

Oct Nov Dec Jan Feb Mar Total

Nr. of Days 31 30 31 31 28 31 182
Baseline (kWh) 806 960 1240 1426 952 930 6314
Period analyzed (kWh) 682 870 1209 1209 868 868 5706
Difference (kWh) 124 90 31 217 84 62 608
Savings (%) 18,18 10,34 2,56 17,95 9,68 7,14 10,66

3.2 Work Scenario

At Table 7 we can see the mean value for the baseline day consumption, the day
consumption for the analyzed period, and also the difference in kWh, and the
savings in percentage value.
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Fig. 7. Home Scenario - Energy consumption - 6 Months.

Table 7. Work Scenario - Day Energy consumption (mean value).

Scenario Baseline (kWh) Period analyzed (kWh) Difference (kWh) Savings (%)

Work 42,5 36,4 6,1 16,76

At Table 8 we can see the total consumption value for the baseline, and for
the 6 months period analyzed for the work scenario, and also the difference in
kWh, and the savings in percentage value. At Fig. 8 we can see the plot of this
information.

Table 8. Work Scenario - Energy consumption - 6 Months.

Oct Nov Dec Jan Feb Mar Total

Nr. of Days 31 30 31 31 28 31 182
Baseline (kWh) 992 1050 1519 1643 1036 992 7232
Period analyzed (kWh) 899 840 1364 1612 868 868 6451
Difference (kWh) 93 210 155 31 168 124 781
Savings (%) 10,34 25 11,36 1,92 19,35 14,29 12,11
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Fig. 8. Work Scenario - Energy consumption - 6 Months.

4 Conclusions

With this project, was achieved the complete development of a multi-agent sys-
tem, an effective reduction in consumption.

The possibility of using low cost hardware (40€) to control this type of
system was also validated. Therefore, it is effectively possible to use this type of
equipment for the development of this type of project.

The 6 months analyzed period is not very extensive, but it can be seen as
sufficient for this kind of spaces (domestic, small company) analysis, because
users remain in some way very constant, and where there is thus no significant
variance in their preferences.

For future work, some more scenarios have to be tested, to reinforce the full
effectiveness of this system, and the values of his overall performance.
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Abstract. This paper presents two feature extraction methods for train-
ing different classification models for the detection of pleasure and dis-
pleasure defined by high and low valence levels using functional near-
infrared spectroscopy (fNIRS). The study involved fifty-four volunteers
who were presented with emotion-inducing image blocks while their pre-
frontal cortex brain activity was recorded by an fNIRS device. Results
from the participants’ responses to a questionnaire showed no signifi-
cant differences in valence-related scores. The study used statistical and
ROCKET methods to extract features and trained six models to discrim-
inate high and low valence. The results showed that ROCKET features
performed best with kNN, MLP and SVM classifiers. The research high-
lighted the potential of different feature extraction methods to improve
the accuracy of biosignal analysis from fNIRS devices.

Keywords: Emotion induction · Functional near-infrared
spectroscopy · Machine learning · Signal processing

1 Introduction

Emotions are a crucial aspect of human interaction and have recently become a
topic of growing interest in the field of human-computer interaction. The branch
of affective science known as emotion classification aims to distinguish one emo-
tion from another. This classification has traditionally been studied from two
main perspectives. The discrete approach, proposed by Ekman in 1972, suggests
that there are six basic emotions that are universal across cultures (happiness,
disgust, anger, fear, sadness, and surprise) [5]. On the other hand, the dimen-
sional approach, proposed by Russell in 1980, argues that different emotional
c© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023
P. Novais et al. (Eds.): ISAmI 2023, LNNS 770, pp. 209–219, 2023.
https://doi.org/10.1007/978-3-031-43461-7_21
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states can be represented by two or more dimensions, with the most commonly
used dimensions being activation and valence [17]. The dimensional approach
has seen a significant increase in publications in recent years [7,11,18].

Functional near-infrared spectroscopy (fNIRS) is a non-invasive neuroimag-
ing technique that has been increasingly used in recent decades to study cogni-
tive processes. It measures changes in blood oxygenation in the brain by emitting
infrared light through the skull and detecting the amount of light absorbed or
scattered by brain tissue. The technique is based on the haemodynamic response,
i.e. the increase in oxygen consumption and blood flow in activated brain regions.
fNIRS has several advantages over other neuroimaging techniques, such as its
ability to be used in natural environments, its cost-effectiveness, its portability,
its high temporal resolution and its high ecological validity. It can also be used
to study linguistic, auditory and visual topics and to investigate areas that are
difficult to study with other neuroimaging techniques. It is also advantageous
for the study of clinical populations, as there is less physical and psychological
burden on patients and less need to control their actions.

The aim of this paper is to compare high and low valence classification
using different methods of feature extraction from fNIRS biosignals. The paper
presents a study in which participants were presented with a series of images from
the International Affective Picture System (IAPS) database to elicit emotional
responses. The images were organised into blocks, with each block containing
in random order images related to a particular emotion based on their arousal
(only high arousal) and valence (pleasant/displeasure). The signals correspond-
ing to each block of images were segmented and obtained from each participant.
The signals were then pre-processed and features extracted using two different
methods. These features were used to train different machine learning models
for further comparison [19].

2 Materials and Methods

2.1 The fNIRS Device

The measurement of haemodynamic responses by oxygenated and deoxygenated
haemoglobin was performed using the NIRSport2 fNIRS https://nirx.net/
nirsport. The assembly used in this work consisted of a headband into which 8
emitting optodes and 7 detecting optodes are inserted, resulting in a 22-channel
configuration covering the prefrontal cortex (PFC), as shown in Fig. 1a. This
configuration allows for rapid placement of the optodes on the subject’s head,
thus reducing the time required for device placement.

2.2 The Software Suite

The software PsychoPy [13] was used to regulate the conditions of the exper-
iment. The open source software PsychoPy provides an easy-to-use inter-
face for designing and analysing experiments in psychology and neuroscience.

https://nirx.net/nirsport
https://nirx.net/nirsport
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Fig. 1. (a) Prefrontal cortex fNIRS optode assembly. (b) fNIRS 3D plot sample. (c)
Raw fNIRS signal fragment from a study participant.

Researchers can create designs with text, images, video and custom question-
naires on slides and the software is compatible with a variety of devices.

The software used to record the data was Aurora fNIRS (https://nirx.net/
software) as it is the software compatible with the NIRSport2 device. The use of
Aurora fNIRS together with PsychoPy allows easy generation of event markers
in our signals when using the integrated Lab Streaming Layer protocol (https://
labstreaminglayer.readthedocs.io/).

2.3 Stimuli: The IAPS Database

The International Affective Picture System (IAPS) database [9], known for its
validation and reliability, was chosen as the source of colour pictures to evoke
emotions in participants, as pictures are the primary medium used to elicit. The
aim of showing these images was to evoke the same emotion in the participant as
the one depicted in the photograph. Two different experimental conditions were
chosen: (1) the HV-HA conditions for high valence and high arousal, and (2) the
LV-HA conditions for low and high arousal. Table 1 shows the mean values for
each group of selected images.

Participants were asked to rate their level of pleasantness/unpleasantness,
calmness/arousal and control when viewing each image, allowing us to obtain
the mean and standard deviation of the valence, arousal and dominance of each

Table 1. Mean and standard deviation for valence, arousal and dominance for each
group of images selected from the IAPS.

Experimental Condition Valence Arousal Dominance

HV-HA 7.33 (0.40) 6.59 (0.61) 5.55 (0.44)

LV-HA 1.68 (0.28) 6.86 (0.32) 2.69 (0.37)

https://nirx.net/software
https://nirx.net/software
https://labstreaminglayer.readthedocs.io/
https://labstreaminglayer.readthedocs.io/
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image. Their responses were collected using a Self-Assessment Manikin (SAM)
graphic scale questionnaire [10].

2.4 Participants

A young group of 54 participants took part in the experiment, of which 31 were
female and 23 were male. Their age ranged from 18 to 32 years (M = 23.32,
SD = 2.67). All participants were in good health and did not have any neurolog-
ical or psychiatric disorders. It should be noted that 92.59% of the participants
were right-handed and had normal (40.74%) or corrected (59.26%) vision.

This research was carried out in accordance with the Declaration of Helsinki
and did not involve real patients, so the approval of a clinical research ethics
committee was not mandatory under Spanish and European law. All participants
volunteered without any financial incentive and accepted the informed consent
form after being informed of the nature of the images they would be exposed to.
In addition, participants had the right to withdraw from the experiment at any
time without prejudice.

2.5 Experimental Design

The study was conducted in a controlled and comfortable environment to remove
any external factors that might influence the results. Participants were seated
in a low-light room in front of a computer monitor with a 24-inch screen at
a distance of 60 cm. The stimuli were delivered using the PsychoPy software
[13] and the procedure is illustrated in the flowchart shown in Fig. 2. During
the recording of the fNIRS measurement, the subjects were required to look
attentively at each set of stimuli and to maintain their focus on the images for
the entire duration of the exposure.

The experiment began with the participant being informed of the study pro-
cedure and completing consent, sociodemographic and clinical forms. Prior to
the presentation of the stimuli, a baseline recording of 120 s of rest was made at
the beginning of the experiment. The images were presented in random order
within each group of images. These images were presented sequentially in the

Fig. 2. Flowchart of the experimental design used in PsychoPy.
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centre of the computer screen for 2 s each, for a total of 10 images per block,
for a total of 20 s per block. Before and after the presentation of each block, the
participant had 15 s to initialise and terminate the display in a calm state.

For all participants, the order of appearance of the other blocks was ran-
domised and each block appeared only once during the experiment. For each
block of images, participants were given time to rate their emotional experience
on the SAM scale [10] by rating valence, arousal and dominance on a bipolar
scale applied to each group of images. This was followed by a distraction task
aimed at eliminating the emotion evoked by the pictures. Once the final dis-
traction task was completed, the test was terminated and the participant was
thanked for their time.

2.6 Preprocessing

First, the raw signals underwent a transformation process to become optical
density signals, and during this stage the quality of the coupling between the
scalp and the optodes was assessed using the scalp coupling index (SCI) [14].
Any defective channels were identified and removed, and any gaps were filled
using interpolation based on nearby channels.

The temporal derivative distribution repair technique was used [6] to cor-
rect for any motion artefacts present in the optical density phase. In addi-
tion, the modified Beer-Lambert law was used to convert the optical density
data to haemoglobin concentration, specifically oxygenated and deoxygenated
haemoglobin (HbO2 and HbR, respectively). Finally, to remove artefacts due to
the heartbeat ∼1 Hz, a bandpass filter was applied within a specific frequency
range of 0.05–0.4 Hz and the signals were segmented.

2.7 Statistical Feature Extraction

12 statistical features were calculated for both oxygenated and deoxygenated
haemoglobin for each of the 22 fNIRS channels. These 12 features were calculated
per trial and include mean (M), median (Md), standard deviation (SD), vari-
ance (Va), skewness (SKU), kurtosis (KU), fourth moment (4Mo), fifth moment
(5Mo), root mean square (RMS), maximum (Max), minimum (Min) and zero
crossing (ZC).

2.8 Time Series Feature Extraction

The ROCKET method [4] was used to extract time series features. The study
defined a collection of convolutional kernels with parameters such as length,
weights, bias, dilation and padding. However, the only hyperparameter in the
ROCKET implementation that requires manual configuration is the number of
kernels, and the method operates in an unsupervised manner.

All other ROCKET hyperparameters, including length, weights, bias, dilation
and padding, are randomly sampled. This means that each kernel in ROCKET
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assigns random values to these parameters. The study used 1000 kernels and
two operators: (1) the maximum value operator, and (2) the positive value ratio
operator [4].

2.9 Machine Learning Algorithm Selection and Evaluation

The study used six different supervised classifiers from different categories, each
with separate statistical and ROCKET features. The classifiers and their respec-
tive hyperparameters are presented below. Identical hyperparameters were used
for both feature extraction approaches, indicating that any discrepancies in clas-
sification metrics between the two for a given classifier are due to differences in
how each feature extraction method works.

• Gaussian Naive Bayes (GNB) is a classifier that applies Bayes’ theorem under
the assumption of feature independence. It estimates the probability of a new
instance’s class membership from the probabilities of its features in that class,
assuming no relationship between them [15]. The default parameters for GNB
were used in this study.

• k-Nearest Neighbours (kNN) is based on the idea that data points belonging
to the same class are more similar to each other than to those belonging
to different classes. Various similarity metrics such as distance, proximity or
closeness can be used to compute the degree of similarity [1]. In this study,
similarity was calculated using a neighbour count of 3.

• Multi-Layer Perceptron (MLP) is a popular type of Artificial Neural Network
(ANN) that uses interconnected nodes in multiple layers to make predictions
and learn from input data. Nonlinear activation functions are applied to the
weighted sum of inputs in each node, allowing the network to learn compli-
cated patterns in the data [16]. The current study used a fully connected layer
with a hidden layer consisting of 100 neurons. The hidden layer used rectified
linear unit (ReLU) activation and an alpha value of 0.0001, and the optimiser
used was ADAM. In addition, the maximum number of iterations was set to
1000.

• Random Forest (RF) is a machine learning technique that uses multiple deci-
sion tree classifiers on different subsets of the input data. It improves predic-
tive performance and prevents overfitting by taking the average decision of
these decision trees [8]. This study used 100 decision tree classifiers with a
maximum depth of 5 and 1 feature to consider when searching for the optimal
split.

• Support Vector Machines (SVM) are a type of supervised learning algorithm
used for classification and regression analysis. SVM constructs a hyperplane in
a multidimensional space that separates the data into different classes. The
algorithm maximises the distance between the hyperplane and the nearest
data point of each class to optimise the hyperplane definition [3]. This work
used a non-linear radial basis function kernel with a gamma value of 2 and a
C-value of 1.
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• XGradient Boost (XGB) is a machine learning algorithm that creates a strong
model by using decision trees as base models. The algorithm uses a gradient
boosting framework to improve the performance of weaker models through
iterative processing [2]. In this study, the XGBoost algorithm was used with
a multiclass objective and specific hyperparameters such as a subsample frac-
tion of 0.3, a learning rate of 0.1, a maximum depth of 3, an alpha of 5, a
number of estimators of 15, and a number of classes of 3.

The Scikit-learn library [12] was used to implement various classifiers in the
research. The default parameters were used for all models except those where
parameters were specified.

3 Result and Discussion

3.1 Comparing SAM Responses to IAPS Values

After analysing the mean scores obtained from the SAM scale (see Table 2),
it can be seen that the results obtained for both image groups are similar to
those provided by the IAPS (see Fig. 3). In order to check whether there are
significant differences between the values obtained and those provided by the
IAPS, a one-sample t-test is carried out for each condition with p-value < 0.05.

Table 2. Mean and standard deviation for valence, arousal and dominance for each
group of images from the SAM scale scores of each participant.

Experimental condition Valence Arousal Dominance

HV-HA 7.65 (1.42) 5.72 (2.17) 6.81 (1.75)

LV-HA 1.72 (1.27) 6.93 (2.14) 3.94 (2.32)

Fig. 3. IAPS and participants’ SAM scale scores for valence, arousal and dominance.



216 D. Sánchez-Reolid et al.

No significant differences were found for valence (p-value = 0.104 for the HV-
HA image group and p-value = 0.807 for the LV-HA image group). However,
for the HV-HA image group, significant differences were observed for arousal
(t = 2.940, p-value = 0.005, η = 0.044, 1 − β = 0.830), with participants
perceiving a lower level of activation compared to the values presented in the
IAPS. In terms of dominance levels, significant differences were found for both
the HV-HA (t = 5.326, p-value < 0.001, η = 0.732, 1 − β = 1.000) and LV-
HA (t = 3.989, p-value = 0.001, η = 0.548, 1 − β = 0.977) image groups. In
both cases the dominance values were significantly higher than those provided
by IAPS.

3.2 Different Classifier Results

Table 3 shows various statistical measures such as accuracy, precision, recall, F1-
score and AUC for 6 classifiers. The results were obtained by running 10 rounds of
stratified k-fold cross-validation with 5 splits. The data set was divided into 80%
for training and validation and 20% for testing. Means and standard deviations
are presented for each statistical measure.

Table 3. Mean and standard deviation for the different classifiers.

Classifier Features Accuracy Precision Recall F1-Score AUC

GNB ROCKET 67.30 (5.37) 69.68 (4.58) 67.30 (5.37) 68.17 (4.60) 67.70 (7.80)

Statistical 39.19 (16.98) 58.36 (7.32) 39.19 (16.98) 42.26 (15.66) 51.49 (7.01)

kNN ROCKET 76.49 (2.93) 71.09 (5.97) 76.49 (2.93) 71.40 (3.53) 71.65 (7.23)

Statistical 73.80 (1.50) 57.15 (2.85) 73.80 (1.50) 64.07 (1.57) 51.16 (5.45)

MLP ROCKET 74.14 (3.18) 68.64 (4.47) 74.14 (3.18) 70.59 (3.34) 77.02 (5.78)

Statistical 69.59 (3.22) 60.70 (4.63) 69.59 (3.22) 64.17 (3.12) 57.69 (6.37)

RF ROCKET 76.23 (0.71) 58.12 (1.08) 76.23 (0.71) 65.95 (0.96) 68.80 (6.03)

Statistical 74.78 (0.71) 55.93 (1.06) 74.78 (0.71) 63.99 (0.95) 59.15 (7.75)

SVM ROCKET 76.23 (0.71) 58.12 (1.08) 76.23 (0.71) 65.95 (0.96) 78.42 (5.78)

Statistical 74.78 (0.71) 55.93 (1.06) 74.78 (0.71) 63.99 (0.95) 59.37 (7.73)

XGB ROCKET 76.35 (0.84) 59.25 (3.74) 76.35 (0.84) 66.27 (1.35) 70.39 (5.66)

Statistical 75.01 (1.44) 61.98 (6.84) 75.01 (1.44) 65.55 (2.18) 63.52 (7.19)

Based on the results, the kNN classifier achieved the highest accuracy and F1
score mean values of 76.49% and 71.40% respectively. The MLP classifier had the
second highest accuracy (74.14%) and F1 score (70.59%). The GNB classifier had
the lowest accuracy and F1 score of all classifiers with a mean value of 67.30%
and 68.17% respectively. For the AUC metric, the SVM classifier achieved the
highest value with a mean of 78.42%. The MLP classifier achieved the second
highest AUC value with a mean of 77.02%. The kNN classifier achieved AUC
values of 71.65%. These percentages give a clear picture of the performance of
each classifier. It is evident that the kNN classifier achieved the highest accu-
racy and F1-score values, indicating its effectiveness in accurately predicting the
classification labels. The MLP classifier performed slightly worse than the kNN
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classifier, but still achieved relatively high accuracy and F1-score values. The
GNB classifier, on the other hand, had the lowest accuracy, F1-score and AUC
values, indicating its limitations in accurately classifying the data points.

The AUC metric also provided valuable insight into the performance of each
classifier. The SVM classifier achieved the highest AUC, indicating its ability
to effectively discriminate between classes. The MLP classifier had the second
highest AUC, indicating its usefulness in classifying the data. The GNB classifier
had the lowest AUC, indicating its limitations in discriminating between classes.

Table 4 shows the percentage improvement for the classifiers when using
ROCKET features instead of statistical features. Overall, the results suggest
that the use of ROCKET features can lead to significant improvements in the
performance of some classifiers, in particular GNB in terms of accuracy (71.75%)
and F1-score (61.30%), and kNN and MLP in terms of AUC, 40.05% and 33.49%
respectively. However, for other classifiers, such as RF and XGB, the improve-
ments are relatively small or negative, indicating that the use of ROCKET fea-
tures does not always lead to better performance.

Table 4. Improvement (%) in the use of ROCKET over statistical features.

Classifier Accuracy Precision Recall F1-Score AUC

GNB 71.75 19.40 71.75 61.30 31.50

kNN 3.65 24.40 3.65 11.44 40.05

MLP 6.54 13.07 6.54 10.00 33.49

RF 1.94 3.91 1.94 3.06 16.31

SVM 1.94 3.91 1.94 3.06 32.09

XGB 1.78 −4.41 1.78 1.10 10.82

4 Conclusions

This paper has compared different methods for classifying pleasure and dis-
pleasure (high and low valence) using statistical and ROCKET feature extrac-
tion methods on fNIRS biosignals obtained from participants viewing emotional
response images. The SAM scale was chosen to quantify the levels of arousal,
valence and dominance as perceived by the participants and compared to the
levels reported in the IAPS database. Results from the SAM scale indicate dif-
ferences in arousal and dominance ratings for some groups of images, while no
significant differences are reported for valence.

Based on the results obtained for the metrics presented, the study concluded
that the ROCKET features were the most effective with the kNN, MLP and
SVM classifiers in identifying pleasure and displeasure in fNIRS signals. The
results highlight the importance of selecting the appropriate feature extraction
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method and classifier to achieve accurate classification results. In addition, the
study highlights the potential of different feature extraction methods to improve
the accuracy of fNIRS biosignal analysis.
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Abstract. An important task for a social robot is to understand the
world around it. For this, sensory information is a key factor that
allows identifying objects and people or listening to users and/or relevant
sounds in the environment. This work focuses on the latter: the detection
of everyday environmental sounds. We present a system able to recog-
nise common sounds (e.g., air conditioning, car horn, water dripping) and
how the integration in the social robot Mini allows for enhanced inter-
action with the users. We propose using deep learning techniques for
sound identification, with the Mel-frequency spectrogram to represent
the sound as an image, which allows using Convolutional Neural Net-
works to distinguish between sounds. The development was integrated
into a real social robot to ensure the system’s proper operation. The
resulting functional system depends on specific settings implemented in
the robot to distinguish between actual sounds and background noise.

Keywords: Social Robotics · Sound Recognition · Mel-frequency
Spectrogram · Machine Learning

1 Introduction

Automatic environmental sound recognition has become an interesting research
area in recent years and has demonstrated great potential in practical appli-
cations such as assistance for people with hearing disabilities [3] and safety in
environmental surveillance and monitoring [2]. Social robots are intended to col-
laborate with humans in everyday environments. Equipping a robot with the
ability to detect different sounds can therefore serve to improve interaction with
people [1].

Mel-frecuency spectrogram and neural networks have become increasingly
popular in this context due to their effectiveness in sound feature extraction and
identification of complex sound patterns. In this line, using cochleagram images
and Convolutional Neural Networks (CNN), Sharan et al. [10] proposed a novel
method for recognising acoustic events. The authors extract features from the
cochleagram using a CNN and classify the data using a softmax layer. Finally,
the authors evaluate their method on two datasets and obtain competitive results
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compared to state-of-the-art methods. Another example is the work developed
by Pawar et al. [6]. In this case, the authors propose a CNN-based method, with
Mel-frequency Cepstrum coefficients as input, for automatic emotion recognition
from speech signals. The authors evaluated the proposed method on the German
Emotional Speech Database (Emo-DB) dataset. The proposed method achieved
an overall accuracy of 82.1%, significantly higher than the SVM- and DBN-based
approaches. More recently, Khurana et al. [4] propose a tri-integrated CNN (Tri-
CNN) for audio image classification using Mel-frequency spectrograms. They
propose a three-stage CNN architecture that integrates three CNN types: spec-
trogram, Mel-frequency spectrogram, and joint CNNs. Using the three CNNs,
the authors extract features from Mel-frequency spectrograms. They evaluate
their method on two audio datasets and achieve cutting-edge results compared
to other methods. The authors conclude that their Tri-CNN technique efficiently
extracts discriminative features from Mel-frequency spectrograms for audio clas-
sification tasks.

Following the studies in the literature, this work aims at developing an envi-
ronmental sound identification system that relies on computer vision and deep
learning techniques (convolutional neural networks) to enhance the perceptual
capabilities of a social robot. Thus, the detection system will be coupled with a
novel skill to endow the robot with the ability of assisting in sound detection and
identification tasks, with the potential of supporting people, mainly the elderly,
who have lost hearing or speech abilities.

The rest of this paper is organised as follows. First, Sect. 2 explains how the
CNN is trained using different publicly-available sound datasets. Next, Sect. 3
describes the main steps of the proposed pipeline: sound detection and identifi-
cation. Then, Sect. 4 shows the evaluation of the detection system with different
datasets, and Sect. 5 presents how the system is integrated into the social robot
Mini. Finally, Sect. 6 highlights this work’s main contributions.

2 Offline Training

Before developing the online system, integrated with the robot, we trained the
selected neural network using three different datasets to assess its performance.
In this work, we use the temporal-frequency attention-based convolutional neu-
ral network (TF-CNN) presented by Mu et al. [5]. This network consists of four
2D convolutional layers, each with 32 4 × 10 filters, followed by a Batch Nor-
malization layer, a ReLu activation function, and a 2D Max Pooling layer with
2 × 2 filters. It continues with a Flatten layer, another layer of 64 neurons with
dense connections, a Batch Normalisation layer, and the ReLu activation func-
tion. Finally, the output layer has the same number of neurons as the number
of classes in each model, and its activation function is softmax.

We trained three TF-CNN models using three datasets. The first model used
UrbanSound8K dataset [8]. This dataset includes ten categories: air conditioner,
car horn, children playing, dog bark, drilling, engine idling, siren, street music,
jackhammer, and gunshot. The dataset contains 8732 short audio clips (no longer
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Fig. 1. Offline training pipeline.

than four seconds). All classes in the dataset have 1000 instances except for
“car horn” (429) and “gunshot” (1327). Since the original audio was recorded at
different sampling rates, it was necessary to establish a uniform sampling rate,
downsampling the sounds captured at a high rate to match the ones with lower
rates. The second model was trained using the ESC-50 dataset [7], which retrieves
audio from YouTube videos directly. This dataset contains 50 distinct categories
of audio data, primarily animals, natural soundscapes, water sounds, human non-
speech sounds, internal/home sounds, and external/urban sounds. Each category
contains forty-five-second-long audio files, with 40 examples per class, for 2, 8
hours. As this work is intended to be integrated into a social robot for the elderly
at home, the latter model was trained using a reduced version of the ESC-50
dataset containing sounds considered common in a domestic environment. After
class filtering, we used 24 classes to train the model.

Since in this work we use techniques originally proposed to classify images,
the steps to follow will be similar, with the difference that at the beginning
we have to transform sound information into visual information. Therefore, the
system creates first an image of Mel’s spectrogram based on the received sound
data. This information is fed into the machine learning model (Fig. 1).

3 Real-Time Sound Detection and Identification

This section describes the detection and identification system proposed in this
work when acquiring sounds in real-time. Figure 2 depicts the pipeline followed
by the system. First, the sound detection process filters the input information to
distinguish between background noise and actual sounds. Then, the system uses
the Mel-spectrogram to characterise the sound. Finally, it sends the spectrogram
to the classifier for recognition.

3.1 Sound Detection

Sound detection is one of the system’s main functions since ambient noise has
an impact on the performance of the classifier. The system establishes a window
size of 512 samples every half a second and concatenates two of these windows
to create an instance. Next, with the instance information, the system calculates
the signal-to-noise ratio (SNR), which will serve as a baseline to distinguish
between background noise and actual sounds. The SNR indicates the signal-to-
noise ratio and informs the system when to begin collecting sound information.
The SNR could be defined in terms of the Root Mean Square (RMS) power of
the signal (see Eq. 1).
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Fig. 2. Complete sound detection and identification real-time pipeline.

SNR =
Powersignal

Powernoise
= (

AmplitudeSignal(RMS)

AmplitudeNoise(RMS)
)2 (1)

With this value, the system uses a threshold (SNRτ ) to determine when the
sound begins to avoid false positives. In this line, if the ambient SNR ratio is
high, it indicates loud ambient noise, so the threshold would also be high. The
threshold can have three values to simplify the operation (high, medium and
low), and these threshold values have been determined through experimentation
in controlled environments.

The first step is to calculate the SNRwindow by measuring the RMS of the
signal and of the ambient noise (see Algorithm 1). As this value can change,
the values are recalculated and adjusted on each window time. Next, we have
to determine when the system considers the sound complete. Once the SNR
threshold (SNRτ ) is exceeded, the system will store 512 samples every half
second. Once the samples have been collected, the system determines if they
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Algorithm 1. Sound detection process with SNR calculation
silence_frames ← 1
silence_framesmax ≡ 1 seconds
collecting_sound ← False
sound_finished ← False
while True do

window ← microphonesignal

Awindow ← RMS(window)
SNRwindow ← (Awindow/Abackground)

2

SNRτ =

⎧
⎨

⎩

High if SNRwindow ← high
Medium if SNRwindow ← medium
Low if SNRwindow ← low

while SNRwindow > SNRτ do
collecting_sound ← True
Awindow ← RMS(window)
SNRwindow ← (Awindow/Abackground)

2

end while
if low noise then

silence_frames ← silence_frames+ 1
if silence_frames = silence_framesmax then

silence_frames ← 1
sound_finished ← True

end if
end if

end while

surpass the SNRτ . If they do, the samples are stored, and acquisition continues.
When the sound intensity drops below the threshold, the system initiates a
silence_frame, some extra time before closing the instance to allow detection
of sounds with low-intensity parts or silences. If the system does not detect any
sound above SNRτ before the silence_frame expires (silence_framesmax),
the sound is considered to be finished. After testing silent times ranging from
0.5 to 2 s, we settled on a 1-s timeout, which allows us to neither cut off sounds
due to brief silence nor store irrelevant information.

3.2 Sound Identification

After the sound has been acquired, the system proceeds to the recognition stage.
For sound identification, we use the three machine learning models trained as
explained in Sect. 2.

In the real-time version of the system, first, we need to adjust the sound
duration to the three-seconds interval used in the training phase to improve
recognition. If the sound is longer than that interval, it is trimmed. If the sound
lasts less than three seconds, it is filled with a null wave (silence).

After resizing the sound, the system calculates Mel’s spectrogram to obtain
the recognition features and starts the classification process using the pre-trained
models. This classification returns the probability of recognition for each of the
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Table 1. F1-score value for the recognition of each class of Urban-Sound8k dataset.

Class F1-score Class F1-score

Car horn 0.94 Drill 0.86
Air conditioning 0.93 Jack-hammer 0.81
Gunshot 0.91 Children playing 0.76
Engine 0.91 Dog 0.76
Siren 0.88 Street music 0.71

model’s classes. The system chooses the class with the highest probability. If the
confidence value for that class is greater than 75% (Threshold value in Fig. 2),
the system sends the output class. Otherwise, it will be deemed a false positive.

4 Evaluation of the Sound Detection System

This section will discuss the training results and compare the three trained
models using the same neural network. Table 1 displays the F1-score calculated
from the UrbanSound8k dataset’s data. With this model, we aimed to examine
the correct operation of the system and confirm that the selected neural network
functioned adequately. As can be seen, F1-score ranges between 0.71 and 0.94,
which, considering that humans recognise approximately 81% of the sounds in
their environment [7], seems to indicate that the proposed system can achieve
human-like performance on this reduced dataset.

Next, we tested the system with a more challenging dataset, the ESC-50.
Table 2 displays the obtained results that, in this case, offer lower F1-scores for
certain sounds, such as washing machine, engine, and breathing. However, other
sounds, such as sneezing, digging, and cricket, obtain values greater than 81%. It
is worth mentioning that this dataset had 40 instances per class, which affected
the generalisation of the CNN in the training process.

Finally, Table 3 presents the results of the reduced version of the ESC-50
dataset. Again, as a result of reducing the number of classes, we achieved better
training outcomes than with the last model trained. In this case, we obtain
favourable results for most classes; however, for classes such as laughter and
siren, additional samples are required to increase the obtained accuracy value.

4.1 Comparison Between Models

After analysing the training results, they provide valuable insights into the effec-
tiveness of the trained models for sound classification. The first model, trained
on the UrbanSound8K dataset, showed good results for all sound classes, with
the exception of children playing and street music, which had a higher probability
of failure. The second model, trained on a complete dataset of everyday sounds,
also showed promising accuracy, but some sound classes had lower precision and
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Table 2. F1-score value for the recognition of each class of the complete ESC-50
dataset.

Class F1-Score Class F1-Score Class F1-Score

Crackling fire 0.92 Wind 0.64 Helicopter 0.48

Cow 0.90 Hand saw 0.63 Snoring 0.46

Crickets 0.86 Clock tick 0.59 Drinking sipping 0.46

Crow 0.85 Airplane 0.58 Brushing teeth 0.43

Mouse click 0.83 Laughing 0.57 Sheep 0.40

Sneezing 0.80 Hen 0.56 Crying baby 0.40

Toilet Flush 0.80 Siren 0.55 Sea waves 0.40

Cat 0.75 Footsteps 0.53 Snapping 0.40

Train 0.72 Chirping birds 0.52 Pouring water 0.38

Can opening 0.72 Dog 0.50 Car horn 0.36

Insects 0.71 Coughing 0.50 Rain 0.36

Door wood knock 0.71 Keyboard tipping 0.50 Washing machine 0.33

Glass breaking 0.71 Fireworks 0.50 Pig 0.33

Frog 0.67 Thunderstorm 0.50 Chainsaw 0.29

Rooster 0.67 Clock alarm 0.50 Breathing 0.22

Door wood creaks 0.67 Church bells 0.50 Engine 0.21

Vacuum cleaner 0.66 Water drops 0.50

Table 3. F1-score value for the recognition of each class of the reduced ESC-50 dataset.

Class F1-Score Class F1-Score Class F1-Score

Door wood creaks 1.00 Rain 0.83 Can opening 0.67

Insects 1.00 Water drops 0.80 Fireworks 0.67

Clock alarm 0.92 Church bells 0.80 Washing machine 0.63

Pouring water 0.90 Snoring 0.76 Crying baby 0.62

Dog 0.88 Toilet flush 0.75 Siren 0.59

Thunderstorm 0.88 Cat 0.75 Chirping birds 0.50

Snapping 0.87 Coughing 0.70 Laughing 0.46

Footsteps 0.86 Mouse click 0.67

sensitivity, indicating that further refinement may be necessary. Despite the lim-
itations of the dataset, the models were able to accurately classify many of the
sound classes, with some classes having no errors at all. However, there were some
sound classes where the models were less certain, such as mouse clicks and laugh-
ter. These results suggest that the models may need further refinement to improve
their accuracy for these classes. Overall, the results of this study demonstrate
the potential of using machine learning models for sound classification in robotics
applications. However, further research is needed to optimize the models for spe-
cific sound classes and to evaluate their performance in real-world scenarios.
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Fig. 3. Social Robot Mini

Comparing the results of the various models, we can conclude that the recog-
nition rate increases as the number of classes the system must differentiate
decreases. It indicates that the system achieves better results with the Urban-
Sound8K sound model than the ESC-50 model. Furthermore, the distinction
between sounds supports this result: as there are fewer distinct classes, the dif-
ference between them is more significant, and as a result, we obtain more accurate
recognition data.

Finally, for integration with the robot, we selected the third model as the
most balanced because the hit rates are high (over 59% in all classes), enabling
the robot to respond to different home sounds. Therefore, the social robot was
tested using the latter model.

5 Integration in the Social Robot

This section explains how the social robot Mini responds to the stimuli detected
by the identification pipeline described in the previous section. The system
attempts to provide a human-like response to achieve a natural interaction.

5.1 The Social Robot Mini

In this work, we used the social robot Mini [9] developed at the Roboticslab of the
Universidad Carlos III de Madrid (see Fig. 3). Mini is designed to interact with
elderly people with cognitive impairment. For cognitive stimulation, it has skills
such as dancing, conversing, and playing games. Furthermore, Mini integrates
LEDs on its cheeks, heart, and mouth and 5 degrees of freedom to move its
head, neck, base, and arms to enhance its expressiveness. In addition, this robot
includes touch sensors in its shoulders and belly, a speaker for voice interaction
with the user and an external tablet for displaying multimedia content such as
videos, images, and menus with which the user can interact during games. Lastly,
the robot Mini is equipped with an air microphone to pick up sounds in front
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of the robot, particularly voice interactions with the user, and a head-mounted
omnidirectional microphone to pick up sounds from any direction and locate
them.

5.2 Detector’s Integration in Social Robot Mini

Once the robot detects an external sound that exceeds the SNR threshold, the
omnidirectional microphone captures it for recognition using the acoustic detec-
tion system presented in Sect. 3.1.

Next, the system performs the sound identification process using the trained
model. If any of the probabilities obtained by the recognition exceeds the thresh-
old (classification score above 75%), the system sends the detected sound infor-
mation to the highest level of the robot. Based on this data, the robot responds
to the detected sound. In this version, the robot responds to the detected sounds
with simple movements (movement of the robot’s arms and base) and output
utterances referring to the sounds. For instance, if the robot detects a knock
at the door, it will raise its arms and announce: It appears that someone has
arrived. We have compiled a video1demonstrating the actual operation of the
social robot with the integrated detector during user interaction.

6 Conclusions

The paper describes a sound detector that can capture and transmit the entire
sound for classification. The system uses the Mel-frecuency spectrogram as a
sound feature, to test and validate a machine learning model using three datasets.
The F1-score of the model trained with the UrbanSound8K dataset is 0.85 on
average for all sound classes. In the same line, in the model trained with the
entire dataset of everyday sounds, sound classes have an average F1-Score of
0.57, which, considering the reduced number of instances in the datases, shows
that with more training instances, the system could achieve competitive results.
Finally, in the model trained with the reduced everyday sounds dataset has an
F1-Score of 0.75 for sound classes. Although some sounds may be more difficult to
identify than others, these results indicate that the sound identification system
performs well overall. Moreover, it is observed that the model trained with a
smaller dataset achieves better results than the model trained with the entire
dataset, suggesting that a smaller number of sounds can improve the accuracy of
the system. In addition, a robot skill was developed to test system integration,
in which the robot speaks or acts based on the detected sound. Multiple tests
with the robot were conducted, and although sound detection accuracy was not
always accurate, the system avoided reactions to unwanted sounds. Finally, from
the tests, it was noted that the SNR and class certainty thresholds are crucial
to the system’s operation and that the training model impacts the system’s
accuracy.

1 Working example video: https://youtu.be/2mO5241CKMU.

https://youtu.be/2mO5241CKMU
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In future research, we will create a more complex neural network to improve
the system’s accuracy in sound identification. This work will also enable the
development of new skills for the robot that make use of the sound perception
capabilities presented in this paper. For example, new games with sound inter-
action could be integrated, as well as the possibility of assisting people with
hearing impairments.
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Abstract. Multi-Agent Systems has existed for decades and has focused
on principles such as loose coupling, distribution, reactivity, and local
state. Despite substantial tool and programming language research and
development, industry adoption of these systems has been restricted,
particularly in the healthcare arena. Artificial intelligence, on the other
hand, entails developing computer systems that can execute tasks that
normally require human intelligence, such as decision-making, problem-
solving, and learning. The goal of this article is to develop and implement
an architecture that includes multi-agent systems with microservices,
leveraging the capabilities of both methodologies in order to harness the
power of Artificial Intelligence in the healthcare industry. It assesses the
proposed architecture’s merits and downsides, as well as its relevance
to various healthcare use cases and the influence on system scalability,
adaptability, and maintainability. Indeed, the proposed architecture is
capable of meeting the objectives while maintaining scalability, flexibility,
and adaptability.

Keywords: Artificial Intelligence · Multi-Agent Systems ·
Microservices · Intelligent Healthcare

1 Introduction

Artificial Intelligence (AI) has been making significant contributions to the
healthcare sector, especially in hospitals, where the complexity of healthcare
systems necessitates advanced technologies to enhance patient outcomes. Multi-
Agent Systems (MAS) are one of the AI technologies that are being utilized
to support architecture in the instantiation of AI applications in hospitals. The
inclusion of AI applications in this environment requires a solid structural back-
bone [1]. In this research, we aim to explore two of the main frameworks for the
deployment of such applications, their comparison and how they can work in
together to achieve scalability, modularity and robustness.
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As a research field, MAS, has existed since the late 1980s. Since its incep-
tion, notions such as loose-coupling, distribution, reactivity and isolated (local)
state have been core concepts [2]. While the notion of an agent has been widely
researched and a large range of tools and programming languages developed,
there has been little real adoption of these languages and tools within industry.
AI refers to the development of computer systems that can perform tasks that
usually require human intelligence, such as problem-solving, decision-making,
and learning. These systems can be trained using machine learning algorithms
that enable them to recognize patterns in data and make predictions or decisions
based on that information.

Microservice architecture, on the other hand, is a software development app-
roach that focuses on breaking down complex applications into smaller, modular
services that can be developed, deployed, and scaled independently [3]. Each ser-
vice runs its own processes and communicates with other services via lightweight
protocols, allowing for greater flexibility, agility, and scalability [4]. Overall, these
three concepts - AI, microservice architecture, and multi-agent systems - are all
essential components of modern software development and have the potential
to transform the healthcare industry by improving patient outcomes, reducing
costs, and increasing efficiency.

In this paper, we will explore the use of microservice architecture and multi-
agent systems for implementing AI in the healthcare field. Specifically, we will
examine the benefits and drawbacks of the combined approach, its applicability
to different healthcare use cases, and their impact on system scalability, flexibil-
ity, and maintainability. By analyzing these factors, we aim to provide insights
into the usability of the now called Multi-Agent Microservices and whether its
application in the healthcare sector can be of use.

2 Background

The goal of the background material presented here is to illustrate the funda-
mental ideas behind AI, Microservice architecture, and MAS, as well as how
contemporary research has been able to use these ideas in both theoretical and
practical contexts. AI has received a lot of interest recently in the healthcare
sector due to its potential to enhance patient outcomes, save costs, and boost
productivity. There are numerous methods for putting AI into practice as it
develops, including multi-agent systems and microservice architecture.

2.1 Microservice Architecture

Smaller, modular services that can be created, deployed, and scaled indepen-
dently are what is meant by the term “microservice architecture” in the context
of software development. Greater flexibility, agility, and scalability are possible
thanks to the fact that each microservice manages its own processes and commu-
nicates with other microservices using simple protocols. Building an application
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as a group of loosely coupled, independently deployable services is the funda-
mental concept behind microservices. This makes it simpler to develop, test, and
deploy new features because developers can work on each service independently
without affecting the rest of the application [5].

Greater flexibility and scalability are two of microservices’ main advantages.
It is simpler to add new functionality to the application without affecting the
rest of the system because each microservice can be developed and deployed
independently. Greater fault-tolerance is also made possible because a failure in
one microservice does not always have an impact on the entire system. Addi-
tionally, microservices can be scaled horizontally by adding more instances of a
specific service, making it easier to handle high traffic loads [6].

Microservice architecture does, however, present some difficulties. More coor-
dination and communication between microservices are needed, as well as more
infrastructure for fault tolerance, load balancing and service discovery. Addition-
ally, it calls for a higher level of technical proficiency from developers, who must
be knowledgeable of related technologies such as distributed systems, message
queues, and others.

Generally speaking, microservice architecture offers a more modular and
adaptable method of developing software, enabling greater agility and scalability.
Its suitability depends on the particular use case and project requirements, but
it has become increasingly well-liked in recent years as a means of developing
large-scale, complex applications [7].

2.2 Multi-Agent Systems

MAS are a class of AI systems that employs a number of intelligent agents
working together to accomplish a single objective [8]. Each agent is a software
entity with the ability to perceive its surroundings, think through its actions,
and interact with other agents to plan out their actions [9]. The fundamental
idea behind MAS is to represent complex systems as a group of autonomous
agents that communicate with one another and their surroundings. In the cre-
ation of a multi-agent system, a certain group of high level abstractions should
be successfully utilized. For example, agents are autonomous entities with inde-
pendent spheres of control that are positioned in environments and engage in
social interaction. These agents are capable of observation and utilisation of
their surroundings and resources. The interactions between agents and other
resources are defined functionalities which can be limited and further defined by
organizational rules [10].

There are, however, some difficulties with MAS as well. When there are
competing objectives or worldviews, it can be complicated and challenging to
coordinate the actions of several actors. Additionally, developers need to have a
greater degree of competence because MAS demand them to be knowledgeable
about technologies like distributed systems, agent-based modeling, and other
relevant fields [11].

Overall, MAS provide an effective method for simulating complex systems
and enhancing their behavior. Its appropriateness depends on the particular use
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case and project objectives, but it has drawn a lot of attention recently as a way
to boost coordination and efficiency across a number of industries [12].

2.3 Artificial Intelligence in Healthcare

Artificial intelligence is a sub-field of computer science that focuses on the cre-
ation of intelligent robots capable of conducting tasks that normally require
human intellect, such as sensing, reasoning, learning, decision making, and nat-
ural language processing [13]. Large volumes of data inputs and outputs are
used by these algorithms to identify patterns and effectively “learn” in order to
teach the computer to make autonomous suggestions or conclusions [14]. Over-
all, artificial intelligence has the potential to alter numerous sectors, including
healthcare, by giving intelligent assistance with decision making, diagnosis, and
treatment.

Examples of intelligent AI applications in healthcare span across different
fields. [15] reviewed different Machine Learning algorithms applied for the diag-
nosis of chronic diseases from 2015 until 2019. While the issue does not target
a specific type or group of chronic diseases, researchers were able to deduce the
best models for prediction over an entire subset of disorders.

Another interest of AI in healthcare is its application in Medical Imaging
processing and symptom detection. Both [16] and [17] proposed Deep Learning
frameworks for the prediction of and analysis of different medical images.

3 Proposed Architecture

Multi-agent systems involve the development of intelligent software agents that
can interact with each other to achieve a common goal [18]. Each agent is capa-
ble of autonomous decision-making and can communicate with other agents to
exchange information and coordinate actions [19]. Microservices, on the other
hand, involve breaking down a large application into smaller, modular services
that can be developed and deployed independently. Each microservice focuses
on a specific functionality, and communicates with other microservices through
standardized interfaces. Modern large-scale software development practices use
microservices. They have clearly proven their potential as a tool for develop-
ing systems at scale, despite not being an all-encompassing answer [20]. The
case study presented hereby, relies on two different proposed applications which
employ AI models in order to achieve their goals. Figure 1 aims to explain how
different context specific applications can make use of their own structure of a
group of microservices which activate intelligent agents in order to preform their
specific tasks.

By combining these two approaches, it is possible to develop intelligent soft-
ware systems that consist of multiple autonomous agents that interact with each
other through well-defined APIs. Each agent can represent a specific functional-
ity or service, and can communicate with other agents to exchange information
and coordinate actions [6]. This architecture allows for the exposure of Intelli-
gent Agents’ capabilities through RESTful APIs, with an impact on how MAS



234 A. Chaves et al.

Fig. 1. Proposed architecture comprised of Microservices and Multi-Agent Systems

are viewed and implemented, making it easier to incorporate agile development
techniques and modify how agents are accessed and utilized, resulting in systems
that are quicker and more intelligent [21].

The sequence diagram in Fig. 2, an explanation is drawn on how the exposure
of the intelligent agents’ capabilities through the microservice architecture can
aid in scabalility, responsiveness and overall better organization in the services
provided. In the diagram, the User, through a provided Graphical User Interface
can request different actions in the same application context through different
microservices, thus reducing server overload and obtaining better performance.
On another note, this architecture can help with better load-balancing on the
more utlized microservices without the need for the entire system to be replicated
and run in parallel.

Overall, the combination of multi-agent systems and microservices can lead
to more intelligent and modular software applications that are better suited to
handle complex and dynamic environments.

4 Discussion

The fusion between MAS and Microservices has been growing in interest among
the academic community, with different applications in mind [22]. MAMS is
a term that arises from the belief that organizations combine outward-facing
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Fig. 2. Sequence Diagram for the Architecture

customer service agents while concealing internal worker agents. The most sig-
nificant benefit of this technology is that it is now feasible to create packaged
components that use agent-level reasoning as common practice [23]. The archi-
tecture allows for the deployment of decentralized Multi-Agent Systems, while
also enabling easier exposure to the Intelligent Agents’ actions.

In order to analyze the prospected architecture, some pros and cons of its
utilization need to be taken into consideration:

– In terms of scalability, the microservice architecture offers the possibility to
independently boost a desired service’s responsiveness, through replication or
changes in memory allocation.

– The architecture can leverage both MAS and MS for flexibility and modu-
larity. Agent-Service combinations can easily be altered without affecting the
rest of the system. Also, MAS stands out for its capacity in modeling complex
systems and the integration or modification of Microservices and Agents can
be performed seamlessly [24].

– Decentralizing services facilitates the fault tolerance and high availability.
With the autonomous nature of MAS, the coupling of MS and IA allows its
independent work without the need for centralized control in distribution.

It is also important to review the drawbacks of implementing the proposed
architecture. These are more development centered but still impose some diffi-
culties to deployment.
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– Generally speaking, the MS architecture relies on additional resources to run
and this may affect the need for scalability options if/when resources are
limited.

– Both MAS and MS are applied in complex systems and the modularity should
require additional security constraints to ensure system access control.

– It is crucial to give the Healthcare Information System architecture the ability
to support communication across various, otherwise isolated systems, avoid-
ing their centralization and dispersion of End-to-End connections [25]. The
integration of MS relies on stability of its communication and interoperation
protocols.

5 Conclusions

In this paper, we discuss the importance and applicability of the Microservice
Architecture, and the possibility of combination with Multi Agent Systems for
the deployment of intelligent applications in the healthcare scope.

A Multi-Agent Microservice architecture proves to be an appropriate method-
ology for developing intelligent healthcare systems. We may achieve great scal-
ability, flexibility, and modularity by breaking down the system into separate
agents, each accountable for a certain job. Furthermore, by combining this archi-
tecture with various AI models, we can create a system that can learn from
data, reason, and make intelligent decisions. However, there are some drawbacks
to using this architecture, such as complexity, integration, overhead and secu-
rity. As a result, before using this design in a healthcare system, it is critical
to carefully weigh the benefits and cons. Overall, we think that a Multi-Agent
Microservices architecture has the potential to transform healthcare by deliver-
ing tailored and intelligent healthcare services. Additionally, the importance of
a solid architecture when combined with rapidly growing AI models will allow
for faster and more reliable versioning of production ready applications, with-
out compromise in uptime. The proposed Multi-Agent Microservice architecture
will also benefit from intrinsic decentralized architecture advantages, especially
in terms of application access in downtime situations.
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Abstract. In the knowledge society in whichwe find ourselves, traditional expos-
itory classes in which students played a passive role have been shown not to meet
students’ expectations and do not respond to educational demands. Technology has
gradually been incorporated into all areas of life to the point where it has become
the central axis of life. The education sector has also been strongly influenced
by this growing trend in recent years. E-learning and immersive technologies,
such as au-mentary and virtual reality, offer a series of benefits and potentiali-
ties in training practice at any educational stage and in any area of knowledge,
making learning meaningful and contextualised, facilitating the understanding of
abstract content, enriching teaching materials, avoiding risks, overcoming spatial
and temporal obstacles and arousing the interest of students due to the motivating
and innovative content they present, as the main features. Therefore, its inclusion
in university classrooms of any discipline should be encouraged, as it represents
a significant increase in the quality of teaching.

Keywords: Augmented Reality · Virtual Reality · Higher Education · e-learning

1 Introduction

E-learning, also known as e-learning, is a type of learning that uses electronic technolo-
gies to deliver educational content and training. E-learning can take many forms, such
as online courses, virtual classrooms, webinars and multimedia presentations [1].

E-learning allows learners to access educational content anytime, anywhere and at
their own pace, making it a flexible and convenient way to learn. E-learning can be
accessed through a variety of different E-learning can be accessed through a variety
of electronic devices, such as computers, tablets and smartphones, and can include
interactive and multimedia elements, such as videos, animations and simulations [2].

E-learning can be used for a wide range of educational and training purposes, such as
corporate training, professional development, academic education and personal learning.
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E-learning is especially beneficial for those who have a busy schedule, cannot attend
face-to-face classes or need to study at a distance [1]. It also allows for personalised
learning experiences, as learners can choose the content and pace that suits them best.

Augmented reality (AR) is a technology that enhances the real-world environment
with digital information, such as images, videos and 3D models, in real time. Unlike
virtual reality (VR), which creates a completely artificial environment, AR uses a camera
or other sensors to capture the user’s environment and then uses software to overlay
digital content on top of the real-world view. The digital content can be interactive and
responsive to the user’s actions, allowing the user to manipulate and interact with virtual
objects as if they were real [3].

AR is a technology that superimposes digital information, such as images, videos
and 3D models, on the real world. AR allows users to interact with digital objects in the
physical world, enhancing their perception and experience of the real world. AR can be
used in a variety of applications, such as gaming, entertainment, education, marketing
and healthcare [4]. For example, in education, AR can be used to create interactive and
immersive learning experiences, such as virtual field trips, simulations and experiments.
In healthcare, augmented reality can support medical training, surgery and patient care.

VR is a technology that allows users to experience immersive three-dimensional
digital environments in real time. Unlike AR, which superimposes digital elements over
the realworld,VRcreates a completely new, virtualworld for users to explore and interact
with. VR uses specialised hardware and software to simulate the physical presence of
users in the virtual environment [5].

Hardware typically includesVRheadsets or headsets,motion sensors and controllers,
which allow users to see, hear and feel the virtual world and interact with it in a natural
way. VR has numerous applications, including gaming, entertainment, education, design
and training in industry [6]. For example, in the entertainment industry, VR is used to
create immersive and realistic gaming experiences. In the education industry, it is used
to create interactive learning experiences and educational simulations. It is also used in
the training of professionals, such as pilots and doctors, to practice and hone skills in a
safe and controlled environment.

E-learning and VR are technologies that are increasingly being used in Higher Edu-
cation. These technologies offer new opportunities to improve the quality of education
by making learning more interactive, personalised and engaging for students. In Higher
Education, e-learning is used to deliver online courses, which allow students to access
educational materials anytime, anywhere, through electronic devices such as computers,
tablets and smartphones [7]. Online courses can include different types of resources, such
as videos, podcasts, online readings, discussion forums, educational games and online
quizzes. Teachers can interact with students through online chats, emails and video
conferencing, allowing them to provide support and guidance in real time.

In Higher Education, VR can be used to create virtual learning environments that
allow students to explore and experience different situations in a safe and controlled
way [5]. It can simulate realistic scenarios, such as exploring archaeological sites, per-
forming surgery or simulating natural disasters, allowing students to develop skills and
knowledgemore effectively. Students can interact with virtual objects, perform tasks and
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experiments, and receive immediate feedback, allowing them to learn autonomously and
hands-on.

E-learning and AR are technologies that are increasingly used in Higher Education
to enhance the quality of learning and the student experience. E-learning is used to
deliver online courses that students can access from anywhere and at any time, using
electronic devices such as computers, tablets and smartphones [3]. Online courses can
include different types of resources, such as videos, podcasts, online readings, discussion
forums, educational games and online quizzes. Lecturers can interact with students
through online chats, emails and video conferencing, allowing them to provide support
and guidance in real time. AR is used in Higher Education to create immersive, hands-on
learning experiences, allowing students to interact with digital objects in the real world.
AR uses devices such as smartphones and tablets to overlay digital objects on top of the
real world [4].

Ultimately, e-learning and AR are technologies that are increasingly being used in
Higher Education to improve the quality of learning and the student experience. These
technologies offer new opportunities for personalised, interactive and hands-on learning,
which can significantly improve the quality of education and better prepare students to
face the challenges of the working world.

2 E-Learning and Augmented Reality

The use ofAR in e-learning projects opens up awealth of possibilities for education. This
resource can extend online training or complement face-to-face training.AR in education
contributes to innovation, offers other possible realities, enables the understanding of
theory through experimentation and simulation of contextualised scenarios and allows
simultaneous continuous assessment [8].

This technology, which combines virtual and real or physical information at the
same time, is generally used through mobile devices, which means that its inclusion
in the classroom does not entail extra economic costs, as most students today have
mobile devices and are positively disposed towards its use [9–12]. AR has the following
characteristics: it works in real time, it is recorded in 3 dimensions to preserve the illusion
of reality, and it uses computer-generated information and images superimposed on the
users’ field of view [13].

There are several levels of AR, depending on the technological devices used,
complexity, parameters and techniques used [14, 15]:

– Level 0: this is a basic level of AR, which relates to information links through shapes,
such as QR codes.

– Level 1: refers to virtual figures created in 3D. This level is the most commonly used.
– Level 2: covers everything related to image recognition or geolocation. It depends on

parameters such as orientation, position and tilt of the device.
– Level 3: at this level, special screens are needed to obtain an augmented view, which

allows the virtual environment to be added to the real one.
– Level 4: corresponds to global positioning, as in the case of GPS.
– Level 5: this relates to thermal fingerprinting and contact lenses.
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This technological resource offers a series of advantages in educational practice
and in the development of fundamental student competences. Fundamental aspects that
facilitate the work of teaching and learning from many educational dimensions and that
are in line with the demands of the students and with the active learning style that the
current educational system demands [16, 17] (Table 1).

Table 1. Benefits of Augmented Reality in education

Advantages AR in education

Advantages in educational practice - It allows only the most important content to be
shown, eliminating information that could hinder
learning

- It enriches the real information to facilitate its
assimilation. It is especially effective in the
understanding of abstract concepts

-The student can observe the object of study from
any 3-dimensional perspective

- Allows for adjustment of the level of teaching

- Facilitates ubiquitous learning

- Develops active learning

- Generates highly motivating educational
scenarios for students

Enables practice in safe contextualised scenarios
-Enriches print materials

- Enriches printed materials with additional
information displayed in different media

- It is a versatile resource that can be used at all
stages of education and in any subject

Aspects of AR that contribute to the
development of competences

- Participation in learning

- Immersion and presence in the content

- Placement of learning within the appropriate
context

- Authentication of content

- Socialisation of the learner

Own elaboration based on Akçayır [16], Barroso and Gallego [17], Madanipour and Cohrs-sen
[18] and Gómez-García [19].

In light of these benefits, it demonstrates the endless possibilities that AR offers to
education. [14, 15]. On the other hand, it also has a number of limitations related to the
lack of practice in the use of AR in the classroom. Its implementation is still a novelty
in education to this day. However, these are aspects that time and experience will make
up for (Table 2).
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Table 2. Limitations of AR used in the educational setting

Limitations of AR in education - Lack of teacher training
- There are few educational practices and limited learning
objects available
- There is a need for more in-depth theoretical reflection
-There is a lack of educational models for their incorporation
- Students have little experience with the interaction of these
virtual objects
- Some contexts are difficult to handle

Own elaboration based on Cabero et al., [9].

In recent years, the use of mobile technologies combined with AR to create applica-
tions has increased, as they benefit from the portability and immediate access to infor-
mation offered by these devices [20]. In non-face-to-face education, AR has a number
of very interesting specific benefits such as [8, 21]:

– In the learning ofmedicine, it allows the exploration of an organ in 3D, the observation
of the functioning of the human body, the analysis of the action of a medicine or to
intervene in any type of surgery [22].

– It develops cognitive, spatial-perceptual-motor and temporal skills.
– It strengthens attention, concentration, short- and long-term memory in its visual,

auditory and reasoning forms.
– It improves the effectiveness of training,which depends on the activework of students.

Because AR interacts actively and consciously on this process, allowing to confirm,
refute or expand knowledge, generate new ideas, feelings or opinions about any
aspect.

– The transformative nature of the pedagogical and didactic activity supported by AR
favours attitudes of reflection, by explaining the observed phenomena, and offers
solutions to specific problems.

– Regardless of the academic discipline, it provides an ideal communication environ-
ment for educational work, because it contributes to the complete knowledge of an
object.

– It greatly increases students’ positive attitude towards learning, reinforcing autonomy
and initiative [23].

3 E-learning and Virtual Reality in Higher Education

Today’s university education combines the traditional method with e-learning systems.
Today’s modernity is progressively orienting educational innovation towards the possi-
bilities offered by VR and AR as van-guardian technologies [24]. This is further boosted
by the rise of distance learning. Thus, these educational technologies are increasingly
present in university classrooms [25]. According toDíaz-López, learning through visual,
auditory and tactile experience is making homo sapiens more and more homo videns
[26]. Thus, there are disciplines that recognise and accept VR as an essential tool in
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their teaching and learning processes. In the teaching of medicine, construction, geog-
raphy, physical education [25], language learning, and nursing [27] among others, VR
is positioning itself as an essential technology [28].

This technology enables higher education institutions to break down linguistic, phys-
ical, cultural, border, bureaucratic and even economic barriers [24]. The recreation of
real or fictional environments is one of the important advantages of VR. Especially in
the part of the curriculum that requires the formation of professional competences linked
to experiential learning. Immersion in this sense provides students and teachers with the
opportunity to use their knowledge in VR and to avoid dangerous and costly situations
[27].

An outstanding example is the “Valdecilla Virtual Hospital”, recognised and accred-
ited by the Center for Medical Simulation in Boston. This VR initiative is improving the
pace of learning for university students at 48 universities on different continents [27].
However, academic performance has been a concern that has accompanied its use in the
classroom. In the imagination of many actors in the educational community, VR is still
associated with video games. However, it is interesting how this has been overcome by
the academic results of its use when connected to its pedagogical component [24]. In
another study, it was found that both in the recreation of VR simulation experiences in
a traffic emergency, and in the simulation of a laboratory accident, positive academic
results were obtained in the students [27].

This immersion experience requires careful preparation guided by its didactic pur-
pose. It also requires a process in which an application is designed and developed that is
coherent with the curriculum. Secondly, an efficient application can be created with the
proposed learning outcomes and goals. Subsequently, the interactive application can be
experienced by the students and learning can take place. Finally, a space for evaluation
and feedback is required. In this way, this educational technology will fulfil its function
as long as quality didactic materials are developed [24].

The Unity platform, used for teaching the construction of dwellings in different
spaces, is interesting in this respect. This tool, in addition to including the essential
learning outcomes for the use of resources for the work, includes an important ethical
content associated with construction. Thus, for example, it includes concern for water
sources in the development of the constructions that are carried out. On the other hand,
the Opem Sim and Sloodle [28] platforms stand out in language teaching. These tools
promote essential skills such as creativity, collaboration and conflict resolution linked
to digital competence. Thus, there are digital painters and sculptors who question this
artistic tradition by proposing new ways of creating art from the virtual world. Among
the tools that offer these possibilities are Google’s Tilt Brush and HTC Vive [26].

The use of VR in university classrooms has led to a debate regarding its contribution
to scientific its contribution to the scientific culture of society [28]. It is an opportunity to
bring science and technology closer to society, both in formal and informal educational
environments [25]. Its power to democratise science by making it more accessible to
traditionally excluded sectors of the population is also advocated. VR as a tool facilitates
the democratisation of knowledge and makes it possible to bring educational proposals
to excluded groups, favouring the development of scientific vocations. This situation has
been studied in theMexican context [26]. They found that university studentswho studied
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in public universities had better academic results than those in private universities. This
was also the case when comparing university locations in urban and rural areas, as they
varied in their achievement, impact and motivation.

4 Conclusions

In the knowledge society in which we live, technology has become a fundamental tool
in our daily lives. In the field of education, the incorporation of technology has been a
gradual process that has allowed the forms of teaching and learning to evolve. Traditional
expository classes, in which students played a passive role, have proven not to meet
students’ expectations or to respond to current educational demands. For this reason, the
inclusion of technologies in the educational sector has been a growing trend in recent
years.

Among the technologies that have been incorporated in the educational field, e-
learning and immersive technologies, such as augmented reality and virtual reality,
stand out. These technologies offer a series of benefits and potentialities in training
practice at any educational stage and in any area of knowledge. Immersive technologies
allow students to experience learning situations or scenarios that would be difficult or
impossible to recreate in any otherway. For example, they can simulate practice in virtual
laboratories or virtual trips to historical places.

The inclusion of these technologies in university classrooms in any discipline can
significantly improve the quality of teaching. These technologies make learning more
meaningful and contextualised, facilitate the understanding of abstract content, enrich
teaching materials, avoid risks, overcome spatial and temporal obstacles, and awaken
students’ interest in the motivating and innovative content they present.

However, the inclusion of these technologies in university education also poses chal-
lenges that need to be addressed. One of the most important challenges is to ensure the
quality of the educational content and materials offered through these technologies. It is
essential that the content is accurate, up-to-date and relevant to the area of knowledge
being studied.

Another important challenge is to ensure adequate education and training for teachers
whomust teach using these technologies. It is important that teachers have the necessary
education and training to use these technologies effectively and to design and develop
quality educational content that is adapted to the needs and characteristics of the students.

Finally, another important challenge is to ensure accessibility and equity of access
to these technologies for all students. Measures need to be taken to avoid the digital
divide and to ensure that all students have the same opportunities to access and use these
technologies, regardless of their socio-economic background.

In conclusion, the inclusion of technologies in university education can significantly
improve the quality of teaching and learning. However, it is important to address the
challenges in implementing these technologies to guarantee their effectiveness and to
ensure quality and equity in access and use by all students. Ultimately, the inclusion of
technology in university education can be a very useful and effective tool to improve
the training and preparation of students in an increasingly technological and digitised
world.
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Abstract. Structural Health monitoring is becoming important
research direction mainly with focus in transportation industry which
includes civil engineering structures. Ambient analysis of these struc-
tures is evident as their lifespan depends on the damages caused to them
due to natural disasters as well as due to ambient factors like vibrations,
acceleration and/or temperature. Fuzzy Rule based and Machine Learn-
ing based ambient analysis for anomalies detection, damage detection
and localization and finally alert intimation based on the level of dam-
age is the main focus of this study. In this study , proposed solution
includes Fuzzy rules and machine learning based model for achieving
promising results. As part of a project, these proposed solution can then
also be deployed to other civil engineering structures and not limited to
the steel bridges. As in suggested solution and observed in the exper-
imental FEM simulations, it is expected to get good results that will
definitely be helpful for in-time alarm and alert generation. This pro-
posed system can also have some limitations including correct working
of sensors, effects of weather conditions and/or other environmental fac-
tors but if implemented with great care, these factors can be reduced to
some extent.

Keywords: Anomaly detection · Damage detection · Fuzzy rules ·
Machine learning · Reasoning · Real-time multi-agent systems

1 Problem Statement

In modern transportation, Railways is still playing its role. Railway networks are
interlinked and connected through bridges and tunnels that keeps these mean of
transportation intact. Such civil engineering structures have long design life but
inevitably encounter wear & tear and aging due to environmental factors includ-
ing i. extreme weather conditions, natural disasters. Ambient analysis of railway
bridges (steel or concrete) is necessary for their long life. Using Structural Health
Monitoring (SHM) technology, early structural anomalies detection, occurrence
of damage with alert intimation and in-time maintenance become possible. This
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lead researchers to systematic structural research about dynamic responses of
vibrations, natural frequencies, accelerations of vehicles on the bridges, tem-
perature variations (when train passes and after train passes) and mode shapes.
These ambient metrics can be used to predict the anomalies in bridge structures,
damage levels and alert intimation based on those damage indexes.

2 Related Work

SHMs provide many viable solutions to the damage detection but most of these
are only limited to anomalies or statistical model comparisons. Svendsen et
al. [2]investigated statistical comparison models with supervised and unsuper-
vised learning using Mahalanobis Squared Distance only. This study only focus

Table 1. Damage detection model details.

Study Model Used Dataset
Availability

Feature
extraction
method

Data
Normalization
method

Performance
matrices

Damage
Detection [2]

KNN, SVM,
Gaussian NB,
RF

Supervised
ML

Auto-
regressive

Mahalanobis
Squared
Distance

ROC,
Confusion
matrix

Steel railway
bridge fatigue
damage
detection [3]

ANN Supervised
ML

Singular Value
Decomposition
SVD

RMSs Damage
Intensity
accuracy

Numerical FE
Model
Evaluation [1]

Dynamic
response
change, static
response
change

Unsupervised - Least Squared
method

-

Robust bridge
damage
detection [4]

Threshold
based SVD
Classification

Unsupervised SVD, LSVs,
ICA

Euclidean
Norm

Novelty index
comparison,
Outlier
analysis,
Novelty
detection
accuracy

Online
Structural
health
monitoring [5]

Model order
reduction,
Fully CNN

Supervised PCA - Accuracy,
Signal to
Noise ratio

Bridge health
monitoring [6]

Linear
regression,
Robust PCA

Supervised PCA Mahalanobis
distance,
Chi-square
distribution

ROC

of ROC metrics using SVM, RF, kNN; which don’t give any insights of the
dataset used and the damage levels. Ahmed et al. [3] explains on steel railway
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bridge fatigue damage detection using experimental model. This model is base
on simple Neural Network using Singular Value Decomposition for measuring
damage intensity accuracy. In [1], dynamic response change and static response
change in the Finite Element Model (FEM) is studied. FEM is evaluated with
ambient vibration analysis, dynamic analysis using traffic measurements and
static analysis based on the temperature. Another research by Luca et. al [5]
explains the CNN based bridge damage classification and accuracy metrics based
on SNR. Although these studies are covering some scenarios of railway damage
classification but none of these are providing any information about data acqui-
sition, detailed damage levels and insights about evaluation metrics.

Furthermore, Thanh et al. [7] and Maes et al. [9] also worked extensively on
machine learning based model for damage detection. But this work in specifically
inspired by the work by Micro et.al. [8] in which an IoT based sensory system is
designed for structural damage indication. Accelerometer data is acquired using
triaxial sensors and then the data is used generate alarms when the threshold
value is exceeded captured from the sensors. Although there exists few system
but the IoT based system proposed in their study has few advantages including
sensors with high bandwidth, high data rate with high synchronization between
nodes and thus making it a low-cost system. In Table 1 summary of literature
studies is also shown.

Ambient analysis provide viable solution for damage localization while the
accelerometer sensors can be used for data accumulation as accurate ambient
analysis requires huge amount of responsive data in less time.

3 Hypothesis

Monitoring the response of a structure during its lifetime has therefore been
proposed as a tool to detect damage at the earliest possible stage. Following
some predefined question from [10], following structural health monitoring stages
are suggested to be studied: Detection- Presence of damage in the structure?
Localization - Location of the damage? Assessment - Type and level of dam-
age caused? Prediction - Remaining lifetime of the structure?

In this doctoral study, the goal is to propose, fuzzy rule based and machine
learning based railway bridge damage anomalies calculation, railway bridge dam-
age levels classification and localization of damage occur and alert intimation
based on the level of damage. Increasing importance of transportation means
and advancement in technologies, it is becoming effective to address such struc-
tural damages and generating in-time alerts to lessen the losses. This leads to
the idea to develop a system that is based on the reference FEM for simulations
results, perception layer and reasoning layer for complex system events process-
ing (includes damage detection, anomalies detection, damage classification) and
finally a response UI to signal alarms.

Currently, reasoning layer is considered for study and in the Reasoning
Layer, anomalies detection based on the raw sensory data using Monte Carlo
method and Mahalanobis distance is suggested. For classification, fuzzy rules
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and machine learning models are being implemented. As a novelty, Radial Basis
Function based neural network is considered.

In short, main focus is on building of cost-effective Neural Network framework
and fuzzy rule based ambient AI system for estimation of damages to the bridges,
anomalies detection and alerts generation based on ambient data acquired by
different sensors.

4 Proposal

Starting form the system in Fig. 1 which contains Reference FEM for simulation
results, a data bus for acquisition of data from the sensors, a perception layer for
raw data handling, reasoning layer for complex events processing and dashboard
for alarm alerts.

As main focus of this PhD study is on the reasoning layer, Proposed system
architecture is elaborated in the Fig. 2.

Fig. 1. Overall System Architecture

5 Evaluation Plan

As discussed in the hypothesis section about structural health monitoring system
sub-modules, our focus for system evaluation consists of Anomalies detection in
data coming from the different sensors. Experts will provide the limitations on
the rules. Using these rule a classification model will be generated using fuzzy
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rules and machine learning algorithms. As far now, no alert, medium alert and
high alert rules are in focus based on the anomalies detected. For anomalies, data
pre-processing and feature extraction based on Principal Component Analysis,
Single Value Decomposition etc. are proposed. Experimental Model is identified
from this anomaly module. This data is passed as a Vector Matrix to the rea-
soning module using Hankel Matrix H and Residual Matrix R. Experimental
results using simulations are almost ready and are in process of validation so
far.

Fig. 2. Proposed Reasoning Layer Architecture

6 Reflections

As far now only very few system are available which provide structural health
monitoring especially for steel bridges. This study will be an extensive system
which can provide solutions for anomalies detection in data, based on these
anomalies, localization of damage can be easy and from these result it will be
evident to damage detection and classification which will intimate an alert alarm
for in-time damage detection so that possible measures can be taken to minimizes
the losses and also helpful for proper maintenance of the bridges.
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Abstract. The recognition of human gestures and actions in images
and videos is an active area of research in computer vision. This field has
made great advances in the last decade thanks to the use of deep learning
techniques. In addition, the recent diffusion of low-cost video camera sys-
tems, including depth cameras has enhanced the development of observa-
tion systems in a variety of application areas, such as video surveillance,
home security, healthcare, etc. However, most of these developments are
in closed and controlled environments. The recognition of movements
and gestures in real-time through a camera that acquires its images in
an uncontrolled environment (such as a shopping mall, a university lobby
or a museum hall) and that allows interaction with passers-by in these
spaces, contains challenges in various areas that include at least techno-
logical, social and legal challenges that need a careful approach. Within
this framework, we set as objectives of this project the design of a web
interface adapted to interaction without physical contact (i.e., through
video images captured with a camera in real-time) and the construction
of artificial intelligence models (based on deep learning) that guarantee,
in an uncontrolled environment, an interaction with this web interface.
As a first step in this work, we propose a literature review in this area.
In addition, we include model recognition for a given set of gestures to
explore the possibilities of different approaches.

Keywords: Gesture recognition · uncontrolled environment ·
contactless interface · computer vision
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1 Introduction

Computer vision is a branch of artificial intelligence that aims to provide com-
puters with the ability to obtain information from images and videos. In recent
years there has been a great revolution in this field due to the use of deep learning
techniques. An active research area within computer vision is the recognition of
human gestures and actions and extensive research work has been carried out in
the last decade, as can be seen in the existing literature [9], [5]. In addition, the
recent spread of low-cost video camera systems, including depth cameras [12],
has reinforced the development of observation systems in a variety of applica-
tion areas, such as video surveillance, home security, healthcare, etc [9]. However,
most of these developments are carried out in closed and controlled environments.
The recognition of movements and gestures in real-time through a camera that
acquires its images in an uncontrolled environment (such as a shopping mall, a
university lobby, a museum hall, a railway platform, or an air terminal) and that
allows interaction with passers-by in these spaces, contains challenges in several
areas that include at least technological, social, and legal challenges that need
to be carefully addressed. In the technological field, it is necessary to develop
useful models in different uncontrolled spaces. Different methods can be used,
such as data augmentation [2], model transfer [13], or style transfer [4] that can
complement the acquisition and annotation of sufficiently general datasets to be
able to train and validate these models. Moreover, within these technical aspects,
there are difficulties arising from the noise in an uncontrolled space (people pass-
ing behind the one in front of the camera focus). The cameras must take into
account different depth levels so that they can effectively focus on the aspect to
be studied [12]. In social factors, the interface should be carefully designed to
avoid feelings of frustration (or even rejection) that could be generated if the
movements in front of the camera are not interpreted as the user expects. Finally,
legal aspects must be taken into account to analyze how these cameras should
be installed in uncontrolled spaces and the request of the necessary permissions
to the users when capturing the images.

2 Literature Review

We consider five papers focusing on Human Action or Activity Recognition
(HAR) to gather a general view of this field of study. First of all, we analyze
a review focused on the concepts, methods, and datasets used in this area [9],
followed by a paper explaining two fundamental HAR approaches and their char-
acteristics, as well as describing the difference between recognition and detection
problems for solving this task [7]. The third studied article [11] addresses real-
time recognition using raw depth video. To find out how to deal with skeleton
joints for HAR, we explore Skepxels [6], which are built-in to obtain temporal-
spatial information in image sequences designed for HAR. Finally, we are inter-
ested in creating a dataset. How2Sign dataset for American Sign Language [3]
is a good starting point to be studied.
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Human action recognition approaches with video datasets-A survey [9] is
an overview covering various HAR methods. This is the starting point of our
study. Therefore, it is very useful to understand the existing approaches, identify
their performance and technical background, and the details of the main HAR
datasets. This paper analyzes fifteen comparative surveys between 2008 and 2020
of different techniques in which all methods have been re-run. Also, twenty-five
datasets were examined with detailed comparisons. This survey states that recog-
nition operations are performed using methods such as feature extraction, action
learning, action classification, action recognition, and action segmentation. In
addition, it is mentioned that is crucial to define the task as a recognition or
prediction problem, the type of input data (e.g., images, sensors, videos, etc.),
and to define the problem as a single or multimodal.

Vision-Based Human Activity Recognition [7] is the first chapter of the book
Contactless Human Activity Analysis [1]. In this paper, we can find an explicit
way to address HAR tasks from two broad categories: Handcrafted and Deep
Feature-Based Human Activity Recognition. In the former, it is found that colour
information can provide important clues for activity recognition. In the latter,
CNNs are combined with methods such as LSTM (Long Short-Term Memory)
and supervised/unsupervised models to obtain a better performance.

Real-time human action recognition using raw depth video-based recurrent
neural networks [11] explain that dealing with people implies the consideration
of their privacy, especially in uncontrolled environments. This article proposes
two approaches for real-time HAR considering raw depth video sequences as
input data. Both different architectures (stateless model and stateful model) are
based on ConvLSTM (Convolutional LSTM). The two approaches differ in the
training procedure. Stateless ConvLSTM focuses on how the frames to be pro-
cessed from the video are selected depending on their length and follows a more
conventional training; on the other hand, the training of stateful ConvLSTM
needs special treatment due to the existence of a state that can be updated and
reset throughout the processing of each video. Working with depth information
in HAR helps preserve people’s privacy. Moreover, it does not require any prior
calculation, such as skeleton positions, optical flow, etc., and allows estimating
human joint positions.

Skepxels: Spatio-temporal Image Representation of Human Skeleton Joints
for Action Recognition [6] works on human action recognition through a strategy
using Skepxels (Skeleton Picture Elements). We choose this article to center on
the benefits of working with skeleton joints and avoiding problems with cloth-
ing, illumination, and background condition. The potential of CNNs is made
possible by arranging the skeleton joints in images and allowing CNNs to be
directly trained on such images. Skepxels are maps of the skeleton data from a
fixed-length sequence to an image with the help of an essential building block
(similar to a pixel). Their purpose is to make a spatio-temporal representation
of skeleton sequences to fully exploit the correlations between joints using the
kernels of CNNs. They showed that CNNs using appropriate skeletal time series
data representations could lead the HAR task.
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How2Sign: A Large-scale Multimodal Dataset for Continuous American Sign
Language [3] discusses how the How2Sign dataset for American English Sign
Language (ASL) was created, what considerations were taken into account, the
cameras used, the number of cameras, and so on. This multimodal dataset con-
sists of a parallel speech corpus, and English video transcripts corresponding to
the ASL translation and its annotations. It is a collection of 83 h of instructional
videos that were translated into ASL. It was recorded from multiple viewpoints,
including deaf information and clause annotation. Created through the collabo-
ration of eleven ASL users, they employed different studios like a green screen
studio containing two high definition cameras and the Panoptic Studio enabling
detailed 3D pose estimation built on top of a geodesic dome with more than five
hundred cameras, which provides high-quality 3D key points.

3 Proposal

The starting hypothesis in this thesis is that it is possible to develop artificial
intelligence models that allow gesture recognition in uncontrolled environments
through a contactless interface. We believe that the research required by the
study of this hypothesis involves research challenges and that the obtained results
can be transferred to society.

We intend to explore this hypothesis through the following two general objec-
tives of the project, which are closely related:

– GO1. Design of a web interface adapted to interaction without physical con-
tact (i.e., through video images captured with a camera in real-time).

– GO2. Construction of artificial intelligence models (based on deep learning)
that guarantee, in an uncontrolled environment, interaction with the interface
whose design is included in the first general objective.

4 Preliminary Results

As a proof of concept and to implement technical practices of the papers men-
tioned above, a project has been carried out that, in real-time, is capable of
predicting the vowel of the Spanish Sign Language (Lengua de Signos Española
- LSE) when a person is signing. For this purpose, we create a dataset corre-
sponding to the LSE vowels named vowelsLSE dataset, see Fig. 1. The vowelsLSE
dataset was created on March 2023, and it consists of RGB images in JPG for-
mat with a size of 300 × 300 for a total of 6078 images (see Table 1). For data
collection, we took pictures, in a controlled environment to minimize variability,
using a conventional web camera of the same person doing the LSE vowel signs
using the right and left hand. The recognition was based on a hand detec-
tion system and image classification models. Using the libraries MediaPipe and
OpenCV, we defined a hand-tracking module for skeleton detection in real-time.
For the image classification, we built and used three models with Keras, Ten-
sorflow, and fastAI libraries. The first one consists of a simple neural network
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Fig. 1. Samples of the vowels we consider for vowelsLSE dataset.

Table 1. Information of the vowelsLSE dataset.

Vowel Right hand Left hand Total

A 600 615 1215

E 600 619 1219

I 601 611 1212

O 601 619 1220

U 612 600 1212

Total 3014 3064 6078

(NN1) with three layers, the activation softmax function, the Adam optimizer,
and the Sparse Categorical Crossentropy as the loss function. The second model
is a more complex neural network (NN2) based on [10] where we implemented a
hyperparameter searching using KerasTuner [8] based on a Bayesian Optimiza-
tion looking for values for 39 hyperparameters. Finally, the third model was
built with the fastAI library using the fine-tuning technique on a pre-trained
neural network ResNet50. For the three models, the dataset was split using 70%
of the images for training, 10% for validation, and 20% for testing. The eval-
uation results are included in Table 2. The best prediction was obtained with
the ResNet50 model. NN2 model also obtains good results. It is important to
notice that both models are more complex than the simple NN1 model. The
architecture of our proposal will integrate the detection system with the best
classification model obtained to create full recognition in real-time. The dataset
and the code created in this project is available at the project webpage https://
github.com/AlvearVanessa/vowelssigndataset.

Table 2. Results of the evaluation according to the accuracy.

Modelo Accuracy test set (%)

ResNet50 96.9

NN2 92.3

NN1 20

https://github.com/AlvearVanessa/vowelssigndataset
https://github.com/AlvearVanessa/vowelssigndataset
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5 Conclusions

In this work, we have undertaken an exploratory study of existing HAR tech-
nologies. Also, we have performed a proof of concept (using Spanish Sign Lan-
guage vowels) to create a dataset and a recognition system that allows us to
become familiar with these methods. This test has been conducted in a con-
trolled space, and established the basis to be improved in the future. It also
remains to study uncontrolled environments, privacy issues, and add more vari-
ability to the dataset, among others.

In future work, we need to address at least the following aspects. Firstly, to
extend the study to uncontrolled environments, which will also raise important
issues such as privacy. Secondly, to extend the range of human actions to be
treated and the variability of the people in the dataset.
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Abstract. This document presents an analysis of different methods for correct-
ing an unbalanced binary dataset with a limited number of observations associated
with cybersecurity, specifically with Mitre Att&ck. To this end, the application of
datamanipulation techniques, oversampling, undersampling and synthetic genera-
tion of observations is considered. This research contributes to having a balanced
dataset with sufficient observations for the subsequent application of machine
learning algorithms.

Keywords: Cybersecurity ·Mitre Att&ck · Tactics · SMOTE · Neighborhood
Cleaning Rule · Oversampling

1 Problem Statement

Binary datasets have certain advantages for the subsequent application of machine learn-
ing algorithms, such as easy interpretation of the information, computational efficiency
when working with ones and zeros, and easy translation to practical real-life problems.
However, it should be borne in mind that these data are generally of high dimensionality
and are often unbalanced. The latter phenomenon can generate biases that lead to an
erroneous execution of the algorithm that is subsequently applied [1]. Likewise, it must
be taken into account that the correction of the balance in the data will not always result
in a better performance of the model [2]. It is therefore essential to analyze the results
obtained with and without the application of techniques.

MitreAtt&ck [3] is a cyber-intelligence knowledge base based on amatrix that shows
the attack techniques used to breach a network or system and the tactics or steps used
to achieve this as well as the specific techniques. It has many advantages, but one of its
limitations is the scarcity of data on some of the attack vectors. This is due to the fact that
the framework has only been applied for a relatively short time and mainly because the
collection of cyberattack data can sometimes be complex, especially if it involves data
from real attacks where the affected organizations are reluctant to show the shortcomings
that led to the success of a given attack. Consequently, the scarcity of data can make a
machine learning model based on the Mitre Att&ck matrix less effective in predicting
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and defending against future attacks, since, if attack patterns are not observed frequently
enough, it is less likely that effective tools and defense measures will be developed in
response to the results shown by the algorithm. Thus, lesser-known attack techniques
may become more effective, as defense teams are not prepared for them, creating a kind
of invisibility to the benefit of cybercriminals.

The data analyzed have been obtained after manipulation of the information con-
tained in the official repository “Working with Mitre Att&ck” [4], so that variables have
been created based on the Tactics detected in an attack, with “1” indicating their presence
and “0” indicating their absence. These data, once they have been manipulated for pro-
cessing, show a strong disparity in terms of the frequency of positivity in the variables
selected for the study, with variability between about 20% and 80%. Also, the number
of observations in the initial dataset is only 750.

The objective set in this work is to obtain adequate data, in quantity, quality, and
with sufficient fidelity to reality, for the subsequent application of machine learning
algorithms to a binary dataset that shows the actions of attacks in Mitre Att&ck.

2 Literature Review

To correct the problem, there are several resampling techniques, both from the point
of view of actions on the data, such as oversampling (generally employing techniques
such as SMOTE (Synthetic Minority Over-sampling Technique) [5], which creates new
synthetic examples for the minority class of the dataset by interpolations instead of
duplicating the data, as well as its variant Borderline SMOTE [6]; sub-sampling, usually
employing random deletion, based on Near Miss [7] or Tomek links [8, 9]; as well as the
combination of the two previous techniques, among other options, there is the combina-
tion of SMOTE and Tomek links, known as SMOTE-Tomek [10], which combines these
two techniques to address class imbalance in a dataset. Finally, Neighborhood Cleaning
Rule (NCR) [11], is an instance-based learning algorithm that reduces the size of the
training set by removing noisy instances and majority-class instances that overlap with
minority-class instances, improving classification performance. It is important to note
that if a technique works well on one unbalanced dataset, it does not necessarily follow
that it will work on a different dataset [12].

Although for the particular case of aMitreAtt&ck relateddataset no specific solutions
have been found, to address the generic problemof a sparse or unbalanced dataset, several
solutions have been developed in other fields. Among them is ROSE (Random Over-
Sampling Examples) [13], which is based on Bootstrap and focuses on oversampling
random data to equalise the number of instances of the two classes in the training dataset
and also includes other features, such as the ability to perform cross-validation and
feature selection. On the other hand, [14] approaches the problem from a holistic point
of view, acting on data preprocessing and algorithm assembly in the context of intrusions
in networks and information systems. In [15] two of the best-known methods (SMOTE
and subsampling) are adapted to regression tasks and in [16] discusses in detail the
possible application of sub-sampling techniques.
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3 Hypothesis

To correct the imbalance and the small number of observations in the binary dataset
drawn from “Working with Mitre Att&ck”, this study deems it appropriate to explore the
application of several resampling and synthetic generation techniques that can address
potential imbalances between classes, as well as increase the volume of observations.
Based on this, the study hypothesizes that there is a significant difference in the outcomes
when correcting and augmenting a binary dataset using different techniques, and that one
of the techniques (SMOTE, Borderline SMOTE, or NCR) yields a better performance
in terms of precision and the quantity of newly generated observations, compared to the
others.

Derived from this hypothesis, the research objective is to compare the effectiveness
of the oversampling techniques SMOTE, Borderline SMOTE and the NCR cleaning
strategy in improving the performance of classification models on unbalanced binary
datasets. To this end, the accuracy of the classification models, after the application
of each method, will be compared to the accuracy of models trained on the original,
uncorrected data, with the aim to increase the number of observations and correct the
class imbalance.

To test the hypothesis, an architecture based on the following points is proposed:

1. Data pre-processing
2. Apply proposed method
3. Model selection
4. Model training and evaluation
5. Comparison of techniques
6. Interpretation of results and conclusions

4 Proposed Method

The proposed method consists of the progressive execution of two phases that would
allow the binary data to be corrected and augmented. For the development and analysis
of the proposed method, the Python programming language and the Scikit learn library
[17] will be used on a dataset (previously manipulated and adapted) obtained from the
official repository “Working with Mitre Att&ck.” [4].

PHASE I. Feature Selection (Preliminary Phase): In order to predict the minority
class, certain features may have a greater impact on the algorithm than others. Therefore,
bymeansof thismethod, certain relevant features of thedataset canbe selected to improve
performance. A first filtering will be used to aggregate variables and then statistical
measures will be used - such as correlation as done by [18] or variance.

PHASE II. Application of Techniques: The aim will be to carry out subsampling of
the majority classes and oversampling of the minority classes by applying three possible
options: variant a) SMOTE; variant b) Borderline SMOTE; and variant c) Neighborhood
cleaning rule.
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5 Preliminary Results

Through the application of the proposal in its different variants, a progressive adjustment
in the class values is observed. Thus, in all the variants of Phase II it is observed that the
data balancing techniques (SMOTE, Borderline SMOTE and Neighborhood cleaning
rule) improve the average accuracy compared to the original data, and in particular,
the application of variant c) Neighborhood cleaning rule. Regarding the number of
observations, it can be seen that in all three variants it is very significant, exceeding well
over a thousand observations in all cases, approaching tens of thousands of observations
in the first variant (Fig. 1).

Fig. 1. Number of observations of each dataset after treatment

With respect to the accuracy of each variant, it can be seen that variant c) is the one
with the best results, with a percentage of 78% in the average accuracy prediction of
variables. In relation to the positivity of the variables observed, the first two variants
reduce the positivity in those variables with a greater presence of ones, while variant
c) maintains and even slightly increases the positivity in the variables with a greater
presence of ones, but on the other hand increases the positivity in those variables with a
lower presence of ones (Fig. 2).

Fig. 2. Positivity of each dataset
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In this sense, given that variant c), Neighborhood cleaning rule, offers the best accu-
racy results, and bearing in mind that the increase in the volume of observations is more
than acceptable, it is considered the best option.

6 Conclusions

This document presents an analysis of various options for the augmentation of a binary
dataset in the Mitre Att&ck framework. It is observed that the application of Neighbor-
hood cleaning rule is themethod that offers the best results, as it allows the balancing and
augmentation of data whilemaintaining homogeneity in the different variables analyzed.
On the other hand, the results obtained have been analyzed using a single algorithm, and
without the adjustment of the hyperparameters themselves, whichmay allow futurework
to increase the precision reflected in this analysis.
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