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1 Introduction

The Internet of Things (IoT) is an advanced model intended to offer enormous
applications that are presently a portion of our everyday existence. Under dynamic
networks, millions of smart devices are installed to provide lively functionality,
including connectivity, tracking, and control of vital infrastructures [1, 3]. However,
due to the shortage of bandwidth and money, this enormous creation of IoT gadgets
and the resulting big data traffic caused at the edge of the network imposed further
loads on the advanced centralized cloud storage model. Edge computing (EC) is
now evolving as a revolutionary approach that puts data conversion and depository
close to ultimate consumers, contributing to what is known as EC-aided IoT. While
this model offers new functionality and quality of service (QoS), it likewise raises
tremendous dangers in the areas of data protection and confidentiality [2].

Presently, the IoT scenario has attained a great deal of popularity. It encompasses
a software and hardware infrastructure that ties the corporeal world to the Internet.
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The number of IoT devices has risen significantly owing to the exponential
advancement of concentration in this archetype. More than 75 billion gadgets are
predicted to be coupled to the Internet by 2025, contributing to a financial impact
on the worldwide economy. Usually, IoT gadgets have restricted processing capacity
and minor reminiscences and can produce huge quantities of data. In our homes,
towns, cars, and industries, reduced-power and coupled systems, primarily sensors,
would be utilized. Cloud storage can be sufficient for the growth of the IoT market,
but together with potential frequency range capacity, the interruption instigated by
data transmission is inappropriate for certain assignments (e.g., well-being keep
tracking) [2].

Limitations in resource-scarce computer computational resources limit the appli-
cation of multifaceted machine learning algorithms; multiple software agent frame-
works provide stable and efficient resolutions for optimizing the implementation of
various edge computing. Low-data fusion is concerned with tasks for delivering
edge components, while calculation needs to be delegated to more powerful
systems for a profound understanding of the data and administrative intentions.
Transferring raw data to cloud servers upsurges the cost of transmission, causes
device responses to be delayed, and exposes private data. A real-world approach is
to examine computing data nearer to its origin and convey it to the inaccessible
servers that solitary, the information required for additional cloud processing to
resolve the problems. Instead of distant areas, edge computing pertains to the data
transformation accomplished as close as possible to the information sources [3].

Effective artificial intelligence (AI) algorithms can be implemented on IoT
gadgets, such as AI techniques include support vector machine (SVM), deep
learning (DL), and, among other things, neural networks (NNs) to make this
scenario possible. It is noteworthy that NNs in the application process need less
computational resources than in the training phase. In terms of RAM, the AI
technique can be run on a computer with low power (random access memory).
AI has been used for the prediction and detection of diseases [4–6]. For various
subjects, for instance, smart cities, computer vision, medical care, self-propelled,
and machine learning algorithms are used [7, 8]. There are numerous instances of
what way machine learning may be applied on edge gadgets in these areas [9–11].

Edge computing is increasingly linked with AI, advancing one another in the
equivalent of efficiency: edge intelligence and smart edge. The intellect of the edge
and the smart edge are not distinct from each other. Edge intelligence is the target,
and intelligent edge DL techniques are as well a component of edge intelligence.
Consecutively, the smart edge could deliver edge intelligence with advanced service
material and asset utilization [12].

This research, therefore, uses machine learning systems to deploy an edge
computing device and evaluate the algorithms of machine learning that can be
applied in edge computing using the edge analysis approach to machine learning.

The article’s remaining part is structured as thus: Unit 2 discussed the literature
review on AI, ML, edge computing, and IoT devices as well as the interrelated
studies. Unit 3 discussed the materials and methods. The ML procedure used for
the execution of the system in the study was conferred in the unit as well. Unit 4
discussed the execution and testing of the system. Here, the findings discovered are
also conferred in this unit. The study came to an end in Unit 5.
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2 Background and Literature Review

In this section, we provide the background of the work which includes an archi-
tecture for IoT edge-centric, AI and edge computing, machine learning, and other
related works.

Upon the accelerated spread of IoT technologies by 2025, it is estimated that
there will be 77.44 billion IoT devices [13]. Different IoT architectures [14–16] were
introduced by diverse organizations from diverse backgrounds for the vast number
of IoT applications, and edge computing has been documented as an imperative
abutment for IoT structures [15].

There are four key parts of the edge-centric IoT architecture: the cloud, the end
machines of the IoT, the edge, and its apps. The sketch of the architecture carves
over together the resources obtainable and every group’s unique functionality. To
make their lives more comfortable, consumers use intelligent IoT software, while
more commonly they connect with IoT end devices via cloud or edge interactive
interfaces somewhat than unswervingly communicating with IoT finishing gadgets.
Deeply rooted in the real universe are the IoT end units. They feel things as
they are and assume action to regulate things as they are, but in computer-heavy
activities, they are not advanced. There are almost unlimited resources in the cloud;
nevertheless, they are generally physically situated distant from the final gadgets.
As a result, an IoT cloud-centric structure is generally unable to perform effectively
[17], particularly once the structure possesses the requirements for the present. This
could together coordinate the further three groups to concur, agree, and counterpart
the cloud and IoT client gadgets for enhanced accomplishment, with the edge being
a dominant element of the entire architecture.

IoT users submit IoT data access queries or IoT device control commands to
the edge-centric IoT architecture. Via a net or mobile application-enabled interface
supported by the cloud or the edge, such requests and commands can ultimately
enter the edge layer. The edge layer would then manage them, either routing them
to IoT users’ gadgets or managing them on behalf of IoT gadgets on the edge
layer. The edge layer, not solitary, bridges them with consumers and the cloud by
communicating with IoT gadgets but can also stock the gathered records submitted
from IoT gadgets and unload major computational requirements, for instance, big
data scrutiny and robust protection procedures from IoT users’ gadgets. It is also
possible to move several current IoT user’s system facilities from the cloud to the
edge and to configure them depending on the requirements of IoT users’ gadgets.
The edge can operate independently of the cloud in relation to the interaction
between the cloud and the edge, or collaboratively the edge can work with the cloud.
The edge is efficient enough to manage IoT application needs in the first model. It
will, for example, provide storage and processing resources to satisfy all IoT device
demands. Furthermore, the edge receives cloud resources to control the edge layer
or to better manage the needs of the IoT framework. Besides, it is possible to move
several current IoT end system facilities from the cloud to the edge and to configure
them depending on the requirements of IoT users’ gadgets. The edge can operate
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independently of the cloud in terms of the interaction between the edge and the
cloud or the edge can collaboratively work with the cloud. The edge can sufficiently
manage IoT implementation requirements in the first model. It will, for example,
provide storage and processing resources to satisfy all IoT device demands. In model
2, the edge receives cloud resources to control the edge layer or to better manage the
needs of the IoT framework. Second, mechanically, the layer of the edge is similar
to the IoT users’ units. It could meet the instantaneous necessities required in the
plan for security [18]. Third, data from several IoT end devices is obtained and
stored by the edge layers. Therefore, the edge is a safer area to decide protection
verdicts relative to end devices, so a top protection verdict relies on the algorithm’s
performance and the availability of appropriate information simultaneously. The
edge layer, for example, will detect intrusion more effectively with more data [19–
21]. Several security procedures would be transformed to steering strategies with the
recognition of software-defined networks and virtualization; however, they can clash
with each other. We will overcome these disputes at the edge with an analysis of the
entire system coupled by the edge. Fourth, it is mostly not feasible to install and
maintain firewalls on any IoT end system, given resource limitations, maintenance
expense, and incredibly large size of end devices. Instead, installing firewalls on
the edge layer allows approaching threats to be more easily cleared and obstructed.
Fifth, the edge layer should keep track of the movement of these devices, given
the versatility of end devices, and provide them with a continuous secure relation.
Moreover, the very secure link between the users’ gadgets and the edge layer helps
to create a good trust between them. It alleviates the issues of confidence building
between these devices. Sixth, with the cloud, the edge typically has a huge-velocity
communication. The edge can communicate with the cloud layer for protection
support whenever it is required. For instance, the cloud can offer position and role
authentication for the edge, as shown in Sha, Alatrash, and Wang [22], and the cloud
can create powerful protection measures to secure the edge. First, we discuss edge-
centered IoT security resolutions.

The advent of edge computing in IoT networks has brought many research
challenges, such as the design of dynamic computing offloading schemes, allo-
cation of resources (e.g., computing resources, spectrum resources), and power
management transmission. Over the last year, IoT generated enormous interest in
science. The concept of IoTs is seen as part of the future Internet and will consist
of billions of smart things communicating with each other. In the nearest future,
International Networks will constitute hierarchically organized embedded devices
that expand the world’s borders with physical entities and artificial resources.
IoT would bring new capabilities to connected things. IoT can communicate with
one another without human interference. Some early IoT implementations in the
healthcare, transportation, and automotive industries have already been developed
[23, 24]. IoT systems are currently in their infancy; however, there have been
several recent advances throughout the integration of sensor objects into the
cloud-based Internet [23, 25, 26]. IoT creation includes several issues, including
communication networks, applications, protocols, and standards [23, 27]. The term
Internet and Things refers to a worldwide interconnected network with an emphasis
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on visual technologies, networking, information-processing, and connectivity, the
latest version of interaction which could be ICT [28]. Smart sensing and wireless
communication technologies, in particular, became some of the IoT’s components
and the newest opportunities and forensic horizons appeared [29].

IoT is triggered by using Radio Frequency Identification technology, which is
becoming much more popular in various industries such as manufacturing and retail
[30, 31]. Disruptive technologies are the term used for technological advances that
have changed the way ordinary products are done in the world. The IoT has been
implemented in many aspects of daily life as part of the Disruptive Technology
community. It is projected that the demand for IoT gadgets will upsurge to 20–30
billion by 2020 [32].

There have been numerous innovative pieces of machinery intended at operating
at the edge of the net in the advancement of edge computing, with similar percep-
tions but distinct emphases, for instance, cloudlet, micro data centers (MDCs), fog
computing, and mobile edge computing (now multi-access edge computing). The
edge computing group, however, is yet to attain a compromise on the homogenous
concepts, architectures, and edge computing protocols. For the suite of new tech-
nologies, the common word “edge computing” is used [33]. Because of its benefits
of lowering information transfer, enhancing facility potential, and simplification
of cloud computing strain, edge computing has become an important solution
for breaking the bottleneck of emerging technologies. The architecture of edge
computing will transform to being a significant accompaniment to the cloud, even
substituting the position of the cloud in few instances [34]. Edge computing is an
enabling resource that facilitates network IoT applications, lower data on behalf
of cloud facilities, and upstream information on behalf of IoT services. They
are interchangeable as opposed to fog computing, but edge computing focuses
further on the stuffed side, whereas fog computing concentrates further on the
infrastructure side. Both computing and network resources along the path between
data sources and cloud data centers can be an “edge.” Edge computing’s rationale
is that computing can take place near data sources. At the edge, not only do stuff
request cloud service and content but also perform cloud computing tasks, as well as
transmitting requests and distribution services from the cloud side to the user side.
Edge can perform computing offloading, data storage, caching, and processing [35].

Edge computing consists of important metrics, such as the delay in the definition.
Besides, high bandwidth, which is accomplished by restricting the flow of data.
Edge computing servers, and with a lengthy latency rate for a centralized server.
Energy usage is also a big concern, apart from this. External resource systems-
related computational work contributes to an improved battery life of user devices.
Edge computing is fast, stable, scalable, and reliable in terms of speed [36].

Edge computing may deliver several benefits. The edge computing model, for
example, can be flexibly applied from a single house to society or even the size
of the city. Edge computing for services requiring consistent and low latency, such
as health emergencies or public safety, is an effective paradigm since it can save
time for data processing as well as simplify the layout of the network. Decision
and predictions are possible to diagnose and transmit from the edge of the network,
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which is more effective compared to data collection and central cloud decision-
making. Edge computing exceeds geographic-based applications such as transport
and utility management. Due to the understanding of place, that is, cloud computing
data could be obtained and processed based on geographical position in edge
computing, without being loaded into the cloud [37].

The machine learning procedures that could be utilized in resource-constrained
edge computing sceneries are explored in this report. The ML procedures imple-
mented in the subsequent paragraphs are the utmost commonly utilized and present
the issue of taking artificial intelligence to hardware-resource-constrained devices.
Machine learning models currently require sufficient memory to store training data
and computing power to train large models. New computer models have been
designed to work effectively on edge equipment by using shallow models that
require sufficiently low processing power to be used on IoT devices. Alternatively,
reducing the size of the inputs of the model for classification applications will
increase the learning speed [38].

The algorithm k-nearest neighbors (KNN) is a procedure utilized in the identifi-
cation of patterns, built on the features of the artifacts similar to the one deliberated.
This approach is utilized for both problems with classification and regression. There
are numerous updated variants of KNN that help execute the procedure on hardware-
constrained gadgets, with ProtoNN being the most creative. It is an algorithm based
on KNN. The key KNN problems for edge computation are the size of the training
data (the algorithm uses the entire dataset to produce predictions), the time of
prediction, and the choice of distance metrics [39]. For classification and regression
problems, tree-based ML procedures are utilized, which is a very known routine in
the IoT area. Nevertheless, the normal tree algorithms could not be implemented
on them owing to the inadequate resources of the gadgets. An algorithm that is
evolving is Bonsai. The tree technique is specifically intended for IoT gadgets
that are strictly resource-constrained, and it retains forecasting accuracy whereas
lessening the model size and cost of estimation. It initially discovers that the size
model is decreased by a single parse tree and then makes nonlinear estimation
through the internal nodes and leaf ones. Bonsai finally studies the sparse matrix,
jutting all the knowledge into a low-dimensional space in which the tree is taught.
This makes it possible to carry the algorithm to tiny devices such as IoT ones [40].
At the embedded stage, one of the most commonly used ML algorithms is the SVM.
SVM is an algorithm for supervised learning that can be utilized for problems with
both classification and regression. By outlining an optimum hyperplane that split up
every group, the algorithm discriminates between two or more classes of data. Help
vectors are the data nearest to the hyperplane, which will appear in the hyperplane
itself being redefined if removed. The critical elements of the dataset are considered
for these purposes. The loss function utilized by the procedure is usually the loss of
the hinge and the optimization function is the descending gradient form [2].

We assume AI and edge computing’s confluence is natural and imminent. In
effect, there is an engaging interaction between them. On the one hand, AI provides
technology and approaches for edge computing, and edge computing can unleash
its power and scalability with AI. On the other hand, edge computing provides
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scenarios and platforms for AI, and with edge computing, AI can extend its
applicability.

AI Provides Edge Computing with Technologies and Methods Edge computing
is a disseminated computing model in general, where software-defined networks
are developed to distribute data and offer sturdiness and elasticity of services. Edge
computing faces resource utilization challenges in multiple layers, for instance,
frequency of the CPU loop, authority of entry, radio frequency, bandwidth, and
so on. As a consequence, several effective optimization methods are highly chal-
lenging to increase machine performance. AI technologies are capable of fulfilling
this mission. Essentially, AI models extract from actual scenarios unrestricted
optimization issues and then iteratively find the asymptotically optimal solutions
using stochastic gradient descent (SGD) methods. Either mathematical methods
of learning or methods of deep learning may provide the edge with support and
guidance. Also, reinforcement learning, like multi-armed bandit theory, multi-agent
learning, and deep Q-network (DQN), plays an increasing and significant role in
edge resource distribution issues [4].

Edge Computing Provides AI with Scenarios and Platforms The explosion of
IoT devices renders the Internet of Everything (IoE) a fact [41]. Rather than mega-
scale cloud data centers, ubiquitous and globally dispersed smartphone and IoT
devices are generating more and more data. Many further implementation examples
will significantly accelerate the realization of AI from theory to reality, such as
in intelligent networked cars, autonomous driving, smart house, smart city, and
real-time public security data collection. Also, AI systems can be moved from
the cloud to the edge with high connectivity efficiency and low computing power
requirements. Edge computing, in a phrase, offers a heterogeneous framework full
of rich capabilities for AI. AI chips with computational acceleration such as Field
Programmable Gate Arrays (FPGAs), Graphics Processing Units (GPUs), Tensor
Processing Units (TPUs), and Neural Processing Units (NPUs) are now increasingly
becoming possible to combine with smart mobile devices. To support the edge
computing model and to promote DNN acceleration on resource-limited IoT chips,
more companies are interested in the design of chip architectures. Edge hardware
updates also inject vigor and energy into AI.

2.1 Related Works

The key problems related to QoS specifications for applications operating on
traditional paradigms such as fog and cloud environments were explored by
Guevara et al. [42]. A standard machine learning classification strategy was then
presented. The paper’s key gain is to concentrate professionally on facets of machine
learning. However, the paper usually suffers from inadequate numbers of articles
presented, and especially incomplete and insufficient records of the recently written
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manuscript. Furthermore, the investigation agonizes from the deficiency of the high
content of the papers studied. The organization of the study is still not very pleased.

Wang et al. [43] studied several offloading procedures that are discussed in
three major groups constrained by two edges, mobile gadgets, and edge clouds,
namely, contact connections called intermediate carriers. The key drawback of their
investigation was that the topic entirely is considered and the complete relevant
studies are checked collectively. The investigation, however, agonizes from the
absence of newly issued manuscripts in the relevant research area (i.e., about 7%
issued in 2018, 4 out of 54). Additionally, this survey has sacrificed specific and
comprehensive facets of each individual in the two-end method referred to above
for the sake of honesty. Some essential factors, for instance, fault tolerance and
protection matter in the scheme, which consecutively unswervingly influence the
complete competency of the system, are also neglected. This degradation, which is
QoS, QoE, could deceive the operator’s viewpoint. There is no systemic format for
the paper to select papers, too.

Aazam et al. [44] reviewed few offloading structures in the study interest of
computational models, for instance, edge, fog, cloud, and also IoT. After these
paradigms, they introduced an arrangement. It also discusses permissive expertise
for offloading as middleware and associated features. The evaluation was well
classified as a strength in the predefined standard, with adequate instances for sep-
arately described standards. A judicious proportion of recently issued manuscripts
(approximately 24% printed in 2017 – 12 out of 51) is also included in the topic,
nevertheless, with certain crucial features, for instance, coarseness and flexibility
in previous researches, which does not evaluate those studies. The paper does not
possess a systematic setup for choosing manuscripts.

Mach et al. [45] also pronounced certain use cases, range of capabilities,
standardization, and offloading of computation in MEC settings. The investigation
was made as an advantage by examining many MEC-connected studies and papers,
of which 23% were recently issued at the period of acceptance (e.g., available
studies in 2016 – 29 out of 124). The manuscript, however, in some respects, such as
the proposed granularity, is not well organized. Some important topics and methods
are also not enclosed in the previous studies. By way of additional disadvantage,
some aspects are simplified that lead to loss of generality. The manuscript also does
not provide a methodical setup for selecting papers. It is also worth noting that this
paper does not cover future paths well.

Boukerche et al. [46] examined energy sensitivity in Mobile Cloud Computing
(MCC) in the area of MCC and Green Cloud Computing techniques. They
studied procedures, design, setting up, and balance procedures. Next, the benefits
and drawbacks of those experiments were contrasted and classified in terms of
offloading mechanism and resource manager forms. The quality of their manuscript
is its proficient analysis of the topic that has been sufficiently structured to address
energy-conscious concerns. Nevertheless, it is a difficult task to make a firm
indeterminate state amid evolving pieces of machinery which include MCC and
MEC. They provide a precise sense and description for all of them as a result of the
lack of principles in the discussion, and this is exactly one of the feeble goals of
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this study. As another example, the analysis does not fully cover similar topics. This
study also hurts from a deficiency of newly issued manuscripts in the re-examined
sector (approximately 5% available in 2018, 7 out of 141, and approximately 8%
in print in 2017, 11 out of 141) despite the consideration of significant numbers of
checked articles.

Peng et al. [47] examined several papers relevant to MEC in terms of design,
amenity acceptance, and delivery. Computing offloading and data offloading are
categorized as two important facets of the MEC model for amenity acceptance. Edge
server (ES), amenity delivery and its practical predictor, ES implementation, and
resource utilization are checked for service provision. This survey also explores
several other problems, such as MEC implementations. The analysis is supplied with
reasonable recently published articles as a strength (about 30% published in 2017 –
37 out of 123). The investigation is not, however, theoretically well organized. The
investigation likewise hurts from a fluent summary of the literature with inadequate
technical descriptions and predefined fields in each division.

Shakarami, Shahidinejad, and Ghobaei-Arani [48] proposed a systematic anal-
ysis of game-theoretical offloading methods in the MEC setting. In the form of
tables and maps, they have contrasted different critical aspects of literature. Their
manuscript is the solitary comprehensive study evaluation that covers the topic in
an efficient technique, as a power. The investigation likewise encompassed similar
newly in print manuscripts about the relevant field. By way of a downside, the article
is not linked to approaches of ML, which is not, certainly, its focus.

Cao et al. [49] suggested an investigation on basic principles in MEC with
an emphasis on ML and the foremost implementations. As a strong point, their
investigation emphases competently on a single issue that has no literature context.
This investigation agonizes a deficiency of ample convincing papers to accurately
include the field of study. As an additional downside, there is no systematic format
for the paper to pick papers, too. In this article, potential instructions are still not
adequately powerful and well protected.

In another work, Taleb et al. [50] presented MEC (mobile edge computing)
survey that explores the major technical enablers in this domain. It discusses MEC
implementation, taking into account both the experiences of individual providers
and a network of mobility enabling MEC platforms. Also discussed here are
various potential MEC implementation solutions. It also discusses the study of
the MEC reference architecture and its core implementation scenarios that can
help application developers, service providers, and third parties with multi-tenancy
support. The latest standardization efforts and future open testing issues are also
detailed in this work.

In the paper by Madakam et al. [51], the key aim of this study is to describe
the Internet of Things, architectures, and critical innovations in our everyday
lives and their applications. In this paper, the key observations are made. (a) The
traditional definition of IoT is not present. (b) Universal standardization at the
architectural level is needed. (c) Technologies differ from vendor to vendor and
thus interoperability is essential. (d) There is a need to develop uniform protocols
for better global management.
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The study by Dolui et al. [52] examines the effectiveness and contrasts the
feature sets of various forms of edge computing models, including fog computing,
cloudlet, and mobile edge computing. Edge computing has been a field of focus for
researchers, with a lot of exposure to IoT and smartphones that require real-time
answers.

Mao et al. [53] presented a study of state-of-the-art mobile edge computing
technology with an emphasis on radio (network) optimization and computational
tools.

3 Materials and Methods

This section discussed the materials used for this study in terms of datasets used for
the implementation. The machine learning algorithm adopted for this study was also
discussed in this section.

3.1 Datasets

The datasets used for this study is presented as an addition to the work published
in the MDPI Sensors Journal entitled “Process Management in IoT Operating
Systems: Cross-Influence between Processing and Communication Tasks in End-
Devices.” From the perspective of Edge Computing, this thesis focuses on process
management in IoT operating systems. Specifically, in sensor end devices, we
carried out an empirical analysis of the cross-influence between processing and
communication tasks [54].

3.2 K-Nearest Neighbor (KNN) Algorithm

The ML procedure used for this system’s implementation is KNN. In several
aspects, for instance, expert networks and intellectual structures, artificial learning
has been widely used. An intelligent machine can hardly be considered a real
intelligent system without learning capacity. To resolve the deficiencies of expert
systems and smart structures, several pieces of research began with ML. The KNN
procedure is a popular method of ML built on computer codes to give a run
down and creäte human-acquired knowledge. It is straightforward, spontaneous,
and quick to execute and possesses an extensive variety of applications. It is
practically ideal for multiple kinds of data structures. Consequently, the KNN
method has been commonly used as a non-parametric technique appropriate for non-
inactive and nonlinear active structures for forecasting analysis in different research
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areas: Davis and Nihan [55] utilized the KNN technique in interim forecasting of
highway traffic. Mehrotra and Sharma [56] proposed a version of the k-nearest
neighbor resampled optimized for utilization of manifold prognosticator variables.
By incorporating two separate methodologies for the k-nearest neighbor approach,
Bannayan and Hoogenboom [57] developed a method to forecast the comprehension
of instantaneous regular climate results.

Mangalova and Agafonov [58] considered a modeling technique aimed at fore-
casting the power production of wind ranch energy generators, and the KNN process
is the fundamental modeling solution. An improved KNN model was suggested by
Cai et al. [59] to increase prediction exactness built on spatiotemporal similarity and
to accomplish multiphase prognostication. In the present centuries, in the researches
for the time series prognostication utilizing KNN technique, comprehensive and
elegant methods have been published, and few researchers have enhanced the
KNN technique and extended it to various research areas. For short-term traffic
forecasting, Cheng et al. [60] presented an adaptive spatiotemporal k-nearest
neighbor technique. Martínez et al. [61] predict using a dissimilar specialized KNN
learner every different season. Fan et al. [62] suggest an innovative immediate load
prognostication method to evaluate the energy characteristics and regulations built
on the weighted k-nearest neighbor algorithm.

Xu et al. [63] presented a procedure to simulate road traffic situations in time
series dependent on kernel k-nearest neighbors (kernel-KNN). Multidimensional
k-nearest neighbor (MKNN), autoregressive moving average model (ARMA), and
quadratic regression model are included (2020) to develop the EEMD-FFH method.
In a detailed analytical analysis using a broad data collection of M3-competition
industrial time series, Kück and Freitag [64] analyze the predicted success of local-
nearest neighbor methods, which are based on the concept of dynamical structures.
Furthermore, the KNN procedure can also be utilized to classify (Hattori and
Takahashi [65], Hattori and Takahashi [66], Jiang et al. [67], Jiang et al. [68], Miao
et al. [69], Tan [70], Tan [71], Wan et al. [72], Yoon and Friel [73], Zhang et al. [74],
Zhang et al. [75]).

The performance of the KNN procedure relies on the demonstrativeness and
comprehensiveness of the data, comparable to further data-driven procedures. The
KNN procedure has a very basic operating process as a classical regression model:
k signifies the sum of closest neighbors. K training models can be initiated in the
training set, built on the distance extent technique. Determine the k value that
minimizes the error and the sample length l. Meaning, the basic postulation of
the KNN procedure is that a condition can be found in the previous neighborhood
extra or a reduced amount comparable to that projected in the upcoming. The KNN
technique does not level ancient data, particularly once there are special events; the
performance of the forecast is improved than the parametric process.
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4 Result and Discussion

This section shows the results gotten from the implementation and the testing of the
system using the k-nearest neighbor machine learning algorithm. The interfaces of
the implementations are also presented in this section.

The machine-learning algorithm was implemented using MATLAB 2015 pack-
age. The datasets were inputted into the MATLAB and were then passed into the
KNN classifier algorithm, and the result was obtained. The performance metrics
used for the evaluation were confusion matrix, and below are some interfaces from
the system implementation and testing.

Figure 1 shows the datasets used for the implementation. This particular interface
in Fig. 1 is the datasets inputted into MATLAB, and the KNN classification
algorithm was implemented on it.

Figure 2 shows the k-nearest neighbor scattered plot showing the classification
of the datasets.

Figure 3 shows the confusion matrix for the k-nearest neighbor implemented on
the system. The KNN of the system true-positive (TP) value is 35, true-negative
(TN) value is 16, false-positive (FP) value is 5, and false-negative (FN) value is 4.

Fig. 1 Sample datasets
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Fig. 2 Scatter plot of the dataset

Fig. 3 K-nearest neighbor confusion matrix. Confusion matrix for KNN: TP = 35, TN = 16,
FP = 5, FN = 4

4.1 System Evaluation

The developed system was appraised employing the confusion matrix metrics.
The measures used in this study were sensitivity, specificity, precision, accuracy,
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Table 1 Confusion matrix
for proposed system
evaluation

Performance metrics Results (%)

Sensitivity 89.74
Specificity 76.19
Precision 87.50
Accuracy 85.00
F1 score 88.61
Negative predictive value 0.8000
False-positive rate 23.81
False discovery rate 12.50
False-negative rate 0.1026
Mathews correlation coefficient 66.71

Table 2 Comparative analysis with previous researches

Authors ML methods used Disease predicted Accuracy

Khateeb and Usman [76] NB, KNN, and bagging classifiers Breast cancer 79.20%
Hashi et al. [77] Decision tree and KNN Diabetes 76.96%
Proposed system KNN COVID-19 85%

F1 score, negative predictive value, false-positive rate, false discovery rate, false-
negative rate, and Matthews correlation coefficient.

Table 1 shows the confusion matrix for the proposed system evaluation, and it
was revealed that the system had 88% precision, 90% sensitivity, 76% specificity,
85% accuracy, and 89% F1 score. This indicated that the system is an efficient and
effective one.

4.2 System Comparison

The system was compared with previous researches that had used machine learning
algorithms, as shown in Table 2 below.

4.3 Discussion

The proposed system was compared with two previous studies, and it was realized
that the proposed study performance supersedes those previous works with an
accuracy of 85%. Khateeb and Usman [86] employed three ML algorithms in their
study and those algorithms’ performance was compared, but the KNN accuracy
was given as 79.20% which showed that our proposed work performs better than
theirs. Hashi et al. [77] used two algorithms on the diabetes dataset, and the two
accuracies were compared as well, but the KNN accuracy for the research was
76.96% which also signifies that our posed ML algorithm performs better than the
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two works compared with, with an accuracy of 85%. It is finally concluded that the
proposed system performed better, effectively, and efficiently in terms of accuracy
being used as the performance metrics.

5 Conclusion

The implementation of ML on IoT gadgets decreases overcrowding issues in the
network by permitting data to be computed near data sources, protecting data upload
privacy, and decreasing energy consumption for unremitting wireless broadcasting
to gateways or cloud servers. The goal of this investigation was to deliver an
efficient approach to ensure the implementation of low-performance ML techniques
on hardware in the IoT paradigm, allowing the means for IoT awareness. In this
study, a machine learning approach using the KNN classification algorithm was
developed using a process management in IoT operating systems: cross-influence
between processing and communication tasks in end devices data. The result of the
experiment shows an 85% accuracy which outperformed other methods that have
been suggested in the literature. However, this study proves to be relevant and can
be adopted for better efficiency. Future work suggests a robust dataset and combines
efficient machine learning approaches such as KNN with other optimizer algorithms
that can help better the technology world.
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